
   

Web Application Report

This report includes important security information about your web application.

安全报告安全报告

该报告由 HCL AppScan Standard 创建 10.6.0
扫描开始时间： 2024/10/24 上午9:31:50
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介绍
该报告包含由 HCL AppScan Standard 执行的 Web 应用程序安全性扫描的结果。

紧急严重性问题： 8
高严重性问题： 8
中等严重性问题： 2
低严重性问题： 25
参考严重性问题： 10
报告中包含的严重性问题总数： 53
扫描中发现的严重性问题总数： 53

常规信息常规信息

扫描文件名称：扫描文件名称： 5.164Scan

扫描开始时间：扫描开始时间： 2024/10/24 上午9:31:50

测试策略：测试策略： Default

CVSS 版本：版本： 3.1

测试优化级别：测试优化级别： 快

主机主机 192.168.5.164

端口端口 38083

操作系统：操作系统： 未知

Web 服务器：服务器： 未知

应用程序服务器：应用程序服务器： 任何

主机主机 192.168.5.164

端口端口 8888

操作系统：操作系统： 未知

Web 服务器：服务器： 未知

应用程序服务器：应用程序服务器： 任何

登陆设置登陆设置

登陆方法：登陆方法： 记录的登录

并发登陆：并发登陆： 已启用
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会话中检测：会话中检测： 已启用

会话中模式：会话中模式： success":false|message":"OPERATION_SUCCESSFUL

跟踪或会话跟踪或会话 ID cookie：：

跟踪或会话跟踪或会话 ID 参数：参数： ->"uuid"

登陆序列：登陆序列： http://192.168.5.164:38083/
http://192.168.5.164:38083/static/config.json
http://192.168.5.164:38083/newmeeting/api/systemConfiguration/system
Config?companyNumber=CN-SZ-00-0201
http://192.168.5.164:38083/api/code
http://192.168.5.164:38083/api/auth/login
http://192.168.5.164:38083/newmeeting/api/systemConfiguration/system
Config?companyNumber=CN-SZ-00-0201
http://192.168.5.164:38083/oldmeeting/api/system/getUserInfo?type=1
http://192.168.5.164:38083/oldmeeting/api/systemConfiguration/global
Config?companyNumber=CN-SZ-00-0201
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摘要

问题类型问题类型   15

问题类型问题类型 问题的数量问题的数量

紧 NoSQL 注入 8

高 API 成批分配 8

中 临时文件下载 1

中 归档文件下载 1

低 Spring Boot Actuator 端点已公开 14

低 “Content-Security-Policy”头缺失 2

低 “X-Content-Type-Options”头缺失或不安全 2

低 发现 Web 应用程序源代码泄露模式 3

低 在应用程序中发现不必要的 Http 响应头 2

低 检测到隐藏目录 2

参 "Referral Policy" Security 头缺失 2

参 发现内部 IP 泄露模式 1

参 发现可能的服务器路径泄露模式 3

参 发现电子邮件地址模式 1

参 客户端（JavaScript）Cookie 引用 3

有漏洞的有漏洞的 URL   30

URL 问题的数量问题的数量

紧 http://192.168.5.164:38083/api/auth/login 4

紧 http://192.168.5.164:38083/newmeeting/api/area/select 2

紧 http://192.168.5.164:38083/newmeeting/api/conference/selectPage 2

紧 http://192.168.5.164:38083/newmeeting/api/department/getMoreLevelsDepartment 2

紧 http://192.168.5.164:38083/newmeeting/api/function/select 2

紧 http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForBook 2

紧 http://192.168.5.164:38083/oldmeeting/api/department/select 2

紧 http://192.168.5.164:38083/oldmeeting/api/position/select 2

低 http://192.168.5.164:38083/newmeeting/api/area/ 1

低 http://192.168.5.164:38083/newmeeting/api/conference/ 1
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低 http://192.168.5.164:38083/newmeeting/api/conference/getConferenceByType/ 1

低 http://192.168.5.164:38083/newmeeting/api/conference/getConferenceByType/CN-SZ-0
0-0201/

1

低 http://192.168.5.164:38083/newmeeting/api/department/ 1

低 http://192.168.5.164:38083/newmeeting/api/function/ 1

低 http://192.168.5.164:38083/newmeeting/api/manageUser/ 1

低 http://192.168.5.164:38083/oldmeeting/api/ 1

低 http://192.168.5.164:38083/oldmeeting/api/company/ 1

低 http://192.168.5.164:38083/oldmeeting/api/department/ 1

低 http://192.168.5.164:38083/oldmeeting/api/manageUser/ 1

低 http://192.168.5.164:38083/oldmeeting/api/position/ 1

低 http://192.168.5.164:38083/oldmeeting/api/role/ 1

低 http://192.168.5.164:38083/oldmeeting/api/role/query/ 1

低 http://192.168.5.164:38083/ 5

低 http://192.168.5.164:8888/ 4

低 http://192.168.5.164:38083/newmeeting/static/js/app.b95efa2fbfea7e1b4c2d172964693
4114.js

3

低 http://192.168.5.164:38083/oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.6
49-2024-10-12.js

3

低 http://192.168.5.164:38083/static/js/vendor.c957ed4a3048e5062e1f1728438058047.js 3

低 http://192.168.5.164:38083/static/config.json 1

参 http://192.168.5.164:38083/newmeeting/static/config.json 1

参 http://192.168.5.164:38083/oldmeeting/static/js/0.9ab7a4b131fd6e2fdbe62.0.2441.649-2
024-10-12.js

1

修订建议修订建议   14

修复任务修复任务 问题的数量问题的数量

高 确保用户输入的类型正确并对其进行正确转义 8

高 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入
数据有效内容明确定义并实施模式。

8

中 除去虚拟目录中的旧版本文件 2

低 为 Web 服务器或 Web 应用程序下载相关的安全补丁 3

低 对禁止的资源发布“404 - Not Found”响应状态代码，或者将其完全除去 2

低 将 Spring 服务器端点配置为仅允许访问已认证的用户 14

低 将服务器配置为使用值为“nosniff”的“X-Content-Type-Options”头 2

低 将服务器配置为使用安全策略的 "Referrer Policy" 头 2

低 将服务器配置为使用安全策略的“Content-Security-Policy”头 2

低 请勿允许敏感信息泄漏。 2

低 除去 Web 站点中的内部 IP 地址 1

低 除去 Web 站点中的电子邮件地址 1

低 除去 web-server 中的源代码文件并应用任何相关补丁 3

低 除去客户端中的业务逻辑和安全逻辑 3
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安全风险安全风险 9

风险风险 问题的数量问题的数量

紧 可能会查看、修改或删除数据库条目和表 8

高 API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制 8

中 可能会下载临时脚本文件，这会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信
息

2

低 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置 24

低 可能会劝说初级用户提供诸如用户名、密码、信用卡号、社会保险号等敏感信息 6

低 可能会检索服务器端脚本的源代码，这可能会泄露应用程序逻辑及其他诸如用户名和密码
之类的敏感信息

3

低 可能会检索有关站点文件系统结构的信息，这可能会帮助攻击者映射此 Web 站点 2

参 可能会检索 Web 服务器安装的绝对路径，这可能会帮助攻击者开展进一步攻击和获取有关
Web 应用程序文件系统结构的信息

3

参 此攻击的最坏情形取决于在客户端所创建的 cookie 的上下文和角色 3

原因原因   11

原因原因 问题的数量问题的数量

紧 未对用户输入正确执行危险字符清理 8

高 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度
和暴露水平，则 API 端点容易受到成批分配攻击。

8

中 在生产环境中留下临时文件 5

低 Web 服务器或应用程序服务器是以不安全的方式配置的 16

Insecure web application programming or configuration 0

低 Web 应用程序编程或配置不安全 10

未安装第三方产品的最新补丁或最新修订程序 0

低 程序员在 Web 页面上留下调试信息 3

低 未安装第三方产品的最新补丁或最新修补程序 6

不安全的 Web 应用程序编程或配置 0

参 Cookie 是在客户端创建的 3

WASC 威胁分类威胁分类

威胁威胁 问题的数量问题的数量

可预测资源位置 2

信息泄露 35

API 的成批分配漏洞 8
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按问题类型分类的问题

紧 NoSQL 注入   8 TOC

问题   1   /   8

NoSQL 注入注入

严重性：严重性： 紧急紧急

CVSS 分数：分数： 9.4

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/position/select

实体：实体： select (Page)

风险：风险： 可能会查看、修改或删除数据库条目和表

原因：原因： 未对用户输入正确执行危险字符清理

固定值：固定值： 确保用户输入的类型正确并对其进行正确转义

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","key":""}  至： {"companyNumber":{ "$ne": "1" },"key":""}

推理：推理： AppScan 请求的文件可能不是应用程序的合法部分。响应状态为“200 OK”。这表示测试成功检索了所请求的文件的内容。

测试请求和响应：测试请求和响应：

POST /oldmeeting/api/position/select HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525945
X-SIGN: eitUZPzqwIyGWv8IepZsthj9zIO8V+HqP8ic76qNqjcCA+DVjE4KJgtcErILt5KyRxuWi3ncn4pj9GQ9uJ4wPbib6bIdp8tSwkY11EIPOHU=
X-RANDOM: K1yAu25SzaW
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 41

{
 "companyNumber": {
  "$ne": "1"
 },
 "key": ""
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
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Date: Thu, 24 Oct 2024 02:11:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Content-Disposition: inline;filename=f.txt
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0

{
 "success": false,
 "code": "B0001",
 "message": " 网络异常，请稍后重试"
}

问题   2   /   8

NoSQL 注入注入

严重性：严重性： 紧急紧急

CVSS 分数：分数： 9.4

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/department/select

实体：实体： select (Page)

风险：风险： 可能会查看、修改或删除数据库条目和表

原因：原因： 未对用户输入正确执行危险字符清理

固定值：固定值： 确保用户输入的类型正确并对其进行正确转义

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","key":""}  至： {"companyNumber":{ "$ne": "1" },"key":""}

推理：推理： AppScan 请求的文件可能不是应用程序的合法部分。响应状态为“200 OK”。这表示测试成功检索了所请求的文件的内容。

测试请求和响应：测试请求和响应：

POST /oldmeeting/api/department/select HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525944
X-SIGN: 4jQW73FxxT0FA101APU7ivi3SmC2W6zPKtWaFTQ+Hq87EpCJZBh320hL7LTqIhKU1yi6C/rJOTm43DhS1M97utNWpxSE81F9NgfoNQGEPUk=
X-RANDOM: 7BaI0sQSDyuMlha
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 41

{
 "companyNumber": {
  "$ne": "1"
 },
 "key": ""
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked
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Connection: keep-alive
Content-Disposition: inline;filename=f.txt
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0

{
 "success": false,
 "code": "B0001",
 "message": " 网络异常，请稍后重试"
}

问题   3   /   8

NoSQL 注入注入

严重性：严重性： 紧急紧急

CVSS 分数：分数： 9.4

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/function/select

实体：实体： select (Page)

风险：风险： 可能会查看、修改或删除数据库条目和表

原因：原因： 未对用户输入正确执行危险字符清理

固定值：固定值： 确保用户输入的类型正确并对其进行正确转义

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： {"companyNumber":{ "$ne": "1" }}

推理：推理： AppScan 请求的文件可能不是应用程序的合法部分。响应状态为“200 OK”。这表示测试成功检索了所请求的文件的内容。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/function/select HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950565
X-SIGN: 32jy2Jp1iYmVgHRcxRQioitC2Np4V1nr0M2U12wCml51/yu0jtrYjjpTvFNPA1LRwTxi3Y78zi5mEjz0gPzJ3MW5BwyNrKOKRKoWPE4whxw=
X-RANDOM: iHuR1c7iM
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 32

{
 "companyNumber": {
  "$ne": "1"
 }
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Content-Disposition: inline;filename=f.txt
X-Content-Type-Options: nosniff
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X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0

{
 "success": false,
 "code": "B0001",
 "message": " 网络异常，请稍后重试"
}

问题   4   /   8

NoSQL 注入注入

严重性：严重性： 紧急紧急

CVSS 分数：分数： 9.4

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/area/select

实体：实体： select (Page)

风险：风险： 可能会查看、修改或删除数据库条目和表

原因：原因： 未对用户输入正确执行危险字符清理

固定值：固定值： 确保用户输入的类型正确并对其进行正确转义

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： {"companyNumber":{ "$ne": "1" }}

推理：推理： AppScan 请求的文件可能不是应用程序的合法部分。响应状态为“200 OK”。这表示测试成功检索了所请求的文件的内容。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/area/select HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950565
X-SIGN: NCraRoZf/H+ztpfC1M4vbXgiXsijnzXYdgktC7F1mFYmR91B0sLERt8s9cJ8KeHrc2bzquxIY6IIlW1qcft3PyIrkDx59IuoQeVlRcRINtA=
X-RANDOM: HybtooLkGYNHegB
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 32

{
 "companyNumber": {
  "$ne": "1"
 }
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Content-Disposition: inline;filename=f.txt
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
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Expires: 0

{
 "success": false,
 "code": "B0001",
 "message": " 网络异常，请稍后重试"
}

问题   5   /   8

NoSQL 注入注入

严重性：严重性： 紧急紧急

CVSS 分数：分数： 9.4

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/department/getMoreLevelsDepartment

实体：实体： getMoreLevelsDepartment (Page)

风险：风险： 可能会查看、修改或删除数据库条目和表

原因：原因： 未对用户输入正确执行危险字符清理

固定值：固定值： 确保用户输入的类型正确并对其进行正确转义

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： {"companyNumber":{ "$ne": "1" }}

推理：推理： AppScan 请求的文件可能不是应用程序的合法部分。响应状态为“200 OK”。这表示测试成功检索了所请求的文件的内容。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/department/getMoreLevelsDepartment HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950566
X-SIGN: wtWv/Kgq7vRB9eBGryxoTCefLJkyMQWqUdREpbquQDcfDf+j9/KKZULggnvfgRh/sQ6UD1Nni+kR9JzpMJR7J7Kkgr5lt6MuPme0YNplIcE=
X-RANDOM: W5jddNkC049
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 32

{
 "companyNumber": {
  "$ne": "1"
 }
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Content-Disposition: inline;filename=f.txt
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0

{
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 "success": false,
 "code": "B0001",
 "message": " 网络异常，请稍后重试"
}

问题   6   /   8

NoSQL 注入注入

严重性：严重性： 紧急紧急

CVSS 分数：分数： 9.4

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForBook

实体：实体： getManagerPageForBook (Page)

风险：风险： 可能会查看、修改或删除数据库条目和表

原因：原因： 未对用户输入正确执行危险字符清理

固定值：固定值： 确保用户输入的类型正确并对其进行正确转义

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","pageSize":10,"pageNum":1,"keyword":"csba"}  至： 
{"companyNumber":{ "$ne": "1" },"pageSize":10,"pageNum":1,"keyword":"csba"}

推理：推理： AppScan 请求的文件可能不是应用程序的合法部分。响应状态为“200 OK”。这表示测试成功检索了所请求的文件的内容。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/manageUser/getManagerPageForBook HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733956773
X-SIGN: 2sfzPvq2WKMCLF78ryr/3xy5K8x88OX66S+hOYvLGcs00AnSgjSZuTEQWifM7Z3QSDeZfkeaE73MYHoYo9RsF44Jf2WAWm0P0s4Jx0RuAjw=
X-RANDOM: Fvrjq0sd
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 75

{
 "companyNumber": {
  "$ne": "1"
 },
 "pageSize": 10,
 "pageNum": 1,
 "keyword": "csba"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
Content-Disposition: inline;filename=f.txt
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0
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{
 "success": false,
 "code": "B0001",
 "message": " 网络异常，请稍后重试"
}

问题   7   /   8

NoSQL 注入注入

严重性：严重性： 紧急紧急

CVSS 分数：分数： 9.4

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/conference/selectPage

实体：实体： selectPage (Page)

风险：风险： 可能会查看、修改或删除数据库条目和表

原因：原因： 未对用户输入正确执行危险字符清理

固定值：固定值： 确保用户输入的类型正确并对其进行正确转义

差异：差异： 主体主体  从以下位置进行控制： 
{"companyNumber":"CN-SZ-00-0201","pageCount":10,"currntPage":1,"startTime":"2024-10-24 09:49:10","endTime":"2024-10-24 1
0:04:10","conferenceName":"csba"}

 至： 
{"companyNumber":{ "$ne": "1" },"pageCount":10,"currntPage":1,"startTime":"2024-10-24 09:49:10","endTime":"2024-10-24 10
:04:10","conferenceName":"csba"}

推理：推理： AppScan 请求的文件可能不是应用程序的合法部分。响应状态为“200 OK”。这表示测试成功检索了所请求的文件的内容。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/conference/selectPage HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733975785
X-SIGN: +RAu9v6OF2Ro6rrQS5W/7dOwwnJexFGL8zBPzhRxUBvjZiqlIDMkEIg42ybb4OynD8bWzTz5h2tlAeTUtrceuH++Fp0cmq3/qo4uGTCygvQ=
X-RANDOM: 6kAbZmgrfmrF
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 152

{
 "companyNumber": {
  "$ne": "1"
 },
 "pageCount": 10,
 "currntPage": 1,
 "startTime": "2024-10-24 09:49:10",
 "endTime": "2024-10-24 10:04:10",
 "conferenceName": "csba"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:27 GMT
Content-Type: application/json
Transfer-Encoding: chunked

2024/10/24 15

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L
http://192.168.5.164:38083/newmeeting/api/conference/selectPage


TOC

Connection: keep-alive
Content-Disposition: inline;filename=f.txt
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0

{
 "success": false,
 "code": "B0001",
 "message": " 网络异常，请稍后重试"
}

问题   8   /   8

NoSQL 注入注入

严重性：严重性： 紧急紧急

CVSS 分数：分数： 9.4

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/api/auth/login

实体：实体： login (Page)

风险：风险： 可能会查看、修改或删除数据库条目和表

原因：原因： 未对用户输入正确执行危险字符清理

固定值：固定值： 确保用户输入的类型正确并对其进行正确转义

差异：差异： 主体主体  从以下位置进行控制： 
{"username":"admin@czj","password":"4a0485a939aebb35b8e9cb9e869359384a50cf9f3ff1ab6bbf710af66ee85ac9","code":"csba","uui
d":"2a779133e4524fbc9e5ae23fb1d6de6d"}

 至： 
{"username":{ "$ne": "1" },"password":"4a0485a939aebb35b8e9cb9e869359384a50cf9f3ff1ab6bbf710af66ee85ac9","code":"csba","
uuid":"2a779133e4524fbc9e5ae23fb1d6de6d"}

推理：推理： AppScan 请求的文件可能不是应用程序的合法部分。响应状态为“200 OK”。这表示测试成功检索了所请求的文件的内容。

测试请求和响应：测试请求和响应：

POST /api/auth/login HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
Content-Length: 161
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg

{
 "username": {
  "$ne": "1"
 },
 "password": "4a0485a939aebb35b8e9cb9e869359384a50cf9f3ff1ab6bbf710af66ee85ac9",
 "code": "csba",
 "uuid": "2a779133e4524fbc9e5ae23fb1d6de6d"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2

2024/10/24 16

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L
http://192.168.5.164:38083/api/auth/login


Date: Thu, 24 Oct 2024 02:12:28 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive

{
 "msg": "JSON parse error: Cannot deserialize value of type `java.lang.String` from Object value (token  
`JsonToken.START_OBJECT`); nested exception is com.fasterxml.jackson.databind.exc.MismatchedInputException: Cannot 
deserialize value of type `java.lang.String` from Object value (token `JsonToken.START_OBJECT`)\n at [Source: 
(org.springframework.util.StreamUtils$NonClosingInputStream); line: 1, column: 13] (through reference chain: 
com.ubains.auth.form.LoginBody[\"username\"])",
 "code": 500
}
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问题   1   /   8

API 成批分配成批分配

严重性：严重性： 高高

CVSS 分数：分数： 7.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/department/select

实体：实体： select (Page)

风险：风险： API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制

原因：原因： 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批
分配攻击。

固定值：固定值： 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入数据有效内容明确定义并实施模式。

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","key":""}  至： 
{"companyNumber":"CN-SZ-00-0201","key":"","is_admin":true,"is_sso":true,"role":"admin"}

推理：推理： 测试结果似乎指示存在漏洞，因为测试响应成功（返回 200 OK），这表明应用程序/API 访问成功。

测试请求和响应：测试请求和响应：

POST /oldmeeting/api/department/select HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525944
X-SIGN: 4jQW73FxxT0FA101APU7ivi3SmC2W6zPKtWaFTQ+Hq87EpCJZBh320hL7LTqIhKU1yi6C/rJOTm43DhS1M97utNWpxSE81F9NgfoNQGEPUk=
X-RANDOM: 7BaI0sQSDyuMlha
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 87

{
 "companyNumber": "CN-SZ-00-0201",
 "key": "",
 "is_admin": true,
 "is_sso": true,
 "role": "admin"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:31 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
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Pragma: no-cache
Expires: 0

{
 "success": false,
 "code": "A0147",
 "message": " 非法操作，签名不匹配"
}

问题   2   /   8

API 成批分配成批分配

严重性：严重性： 高高

CVSS 分数：分数： 7.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/position/select

实体：实体： select (Page)

风险：风险： API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制

原因：原因： 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批
分配攻击。

固定值：固定值： 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入数据有效内容明确定义并实施模式。

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","key":""}  至： 
{"companyNumber":"CN-SZ-00-0201","key":"","is_admin":true,"is_sso":true,"role":"admin"}

推理：推理： 测试结果似乎指示存在漏洞，因为测试响应成功（返回 200 OK），这表明应用程序/API 访问成功。

测试请求和响应：测试请求和响应：

POST /oldmeeting/api/position/select HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525945
X-SIGN: eitUZPzqwIyGWv8IepZsthj9zIO8V+HqP8ic76qNqjcCA+DVjE4KJgtcErILt5KyRxuWi3ncn4pj9GQ9uJ4wPbib6bIdp8tSwkY11EIPOHU=
X-RANDOM: K1yAu25SzaW
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 87

{
 "companyNumber": "CN-SZ-00-0201",
 "key": "",
 "is_admin": true,
 "is_sso": true,
 "role": "admin"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:31 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
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Expires: 0

{
 "success": false,
 "code": "A0147",
 "message": " 非法操作，签名不匹配"
}

问题   3   /   8

API 成批分配成批分配

严重性：严重性： 高高

CVSS 分数：分数： 7.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/function/select

实体：实体： select (Page)

风险：风险： API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制

原因：原因： 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批
分配攻击。

固定值：固定值： 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入数据有效内容明确定义并实施模式。

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： 
{"companyNumber":"CN-SZ-00-0201","is_admin":true,"is_sso":true,"role":"admin"}

推理：推理： 测试结果似乎指示存在漏洞，因为测试响应成功（返回 200 OK），这表明应用程序/API 访问成功。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/function/select HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950565
X-SIGN: 32jy2Jp1iYmVgHRcxRQioitC2Np4V1nr0M2U12wCml51/yu0jtrYjjpTvFNPA1LRwTxi3Y78zi5mEjz0gPzJ3MW5BwyNrKOKRKoWPE4whxw=
X-RANDOM: iHuR1c7iM
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 78

{
 "companyNumber": "CN-SZ-00-0201",
 "is_admin": true,
 "is_sso": true,
 "role": "admin"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:31 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0
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{
 "success": false,
 "code": "A0147",
 "message": " 非法操作，签名不匹配"
}

问题   4   /   8

API 成批分配成批分配

严重性：严重性： 高高

CVSS 分数：分数： 7.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/area/select

实体：实体： select (Page)

风险：风险： API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制

原因：原因： 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批
分配攻击。

固定值：固定值： 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入数据有效内容明确定义并实施模式。

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： 
{"companyNumber":"CN-SZ-00-0201","is_admin":true,"is_sso":true,"role":"admin"}

推理：推理： 测试结果似乎指示存在漏洞，因为测试响应成功（返回 200 OK），这表明应用程序/API 访问成功。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/area/select HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950565
X-SIGN: NCraRoZf/H+ztpfC1M4vbXgiXsijnzXYdgktC7F1mFYmR91B0sLERt8s9cJ8KeHrc2bzquxIY6IIlW1qcft3PyIrkDx59IuoQeVlRcRINtA=
X-RANDOM: HybtooLkGYNHegB
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 78

{
 "companyNumber": "CN-SZ-00-0201",
 "is_admin": true,
 "is_sso": true,
 "role": "admin"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:31 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0
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{
 "success": false,
 "code": "A0147",
 "message": " 非法操作，签名不匹配"
}

问题   5   /   8

API 成批分配成批分配

严重性：严重性： 高高

CVSS 分数：分数： 7.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/department/getMoreLevelsDepartment

实体：实体： getMoreLevelsDepartment (Page)

风险：风险： API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制

原因：原因： 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批
分配攻击。

固定值：固定值： 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入数据有效内容明确定义并实施模式。

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： 
{"companyNumber":"CN-SZ-00-0201","is_admin":true,"is_sso":true,"role":"admin"}

推理：推理： 测试结果似乎指示存在漏洞，因为测试响应成功（返回 200 OK），这表明应用程序/API 访问成功。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/department/getMoreLevelsDepartment HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950566
X-SIGN: wtWv/Kgq7vRB9eBGryxoTCefLJkyMQWqUdREpbquQDcfDf+j9/KKZULggnvfgRh/sQ6UD1Nni+kR9JzpMJR7J7Kkgr5lt6MuPme0YNplIcE=
X-RANDOM: W5jddNkC049
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 78

{
 "companyNumber": "CN-SZ-00-0201",
 "is_admin": true,
 "is_sso": true,
 "role": "admin"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:31 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0

{
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 "success": false,
 "code": "A0147",
 "message": " 非法操作，签名不匹配"
}

问题   6   /   8

API 成批分配成批分配

严重性：严重性： 高高

CVSS 分数：分数： 7.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForBook

实体：实体： getManagerPageForBook (Page)

风险：风险： API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制

原因：原因： 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批
分配攻击。

固定值：固定值： 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入数据有效内容明确定义并实施模式。

差异：差异： 主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","pageSize":10,"pageNum":1}  至： 
{"companyNumber":"CN-SZ-00-0201","pageSize":10,"pageNum":1,"is_admin":true,"is_sso":true,"role":"admin"}

推理：推理： 测试结果似乎指示存在漏洞，因为测试响应成功（返回 200 OK），这表明应用程序/API 访问成功。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/manageUser/getManagerPageForBook HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950547
X-SIGN: fKcOtb9n2UL7Q53uvPLXyhtaBs1YhwhY9U7du9rdLYxkG6Hajr0IPzI5YNUErzl37JVLzZmqozyrO4PmO+CJ/yGY+6lUE77KcCeCpZJ0twk=
X-RANDOM: v7VJcPxftQg
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 104

{
 "companyNumber": "CN-SZ-00-0201",
 "pageSize": 10,
 "pageNum": 1,
 "is_admin": true,
 "is_sso": true,
 "role": "admin"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:31 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0
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{
 "success": false,
 "code": "A0147",
 "message": " 非法操作，签名不匹配"
}

问题   7   /   8

API 成批分配成批分配

严重性：严重性： 高高

CVSS 分数：分数： 7.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/conference/selectPage

实体：实体： selectPage (Page)

风险：风险： API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制

原因：原因： 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批
分配攻击。

固定值：固定值： 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入数据有效内容明确定义并实施模式。

差异：差异： 主体主体  从以下位置进行控制： 
{"companyNumber":"CN-SZ-00-0201","pageCount":10,"currntPage":1,"startTime":"2024-10-24 09:49:10","endTime":"2024-10-24 1
0:04:10"}

 至： 
{"companyNumber":"CN-SZ-00-0201","pageCount":10,"currntPage":1,"startTime":"2024-10-24 09:49:10","endTime":"2024-10-24 1
0:04:10","is_admin":true,"is_sso":true,"role":"admin"}

推理：推理： 测试结果似乎指示存在漏洞，因为测试响应成功（返回 200 OK），这表明应用程序/API 访问成功。

测试请求和响应：测试请求和响应：

POST /newmeeting/api/conference/selectPage HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950598
X-SIGN: fWAZ62ftlOe2Edb/Gmz3f/xpH9rS2K7kkhMWckCvEThIDV7LoshPcp3mE2rEvY2Bg+awL5TaWGpcdw5PkkzCou9VoUqxhzekmTtYked7l3A=
X-RANDOM: wRyplk2UCJF
Authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json;charset=UTF-8
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 174

{
 "companyNumber": "CN-SZ-00-0201",
 "pageCount": 10,
 "currntPage": 1,
 "startTime": "2024-10-24 09:49:10",
 "endTime": "2024-10-24 10:04:10",
 "is_admin": true,
 "is_sso": true,
 "role": "admin"
}

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:31 GMT
Content-Type: application/json
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Transfer-Encoding: chunked
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0

{
 "success": false,
 "code": "A0147",
 "message": " 非法操作，签名不匹配"
}

问题   8   /   8

API 成批分配成批分配

严重性：严重性： 高高

CVSS 分数：分数： 7.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/api/auth/login

实体：实体： login (Page)

风险：风险： API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制

原因：原因： 如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批
分配攻击。

固定值：固定值： 避免使用自动将客户机输入数据绑定到代码变量或内部对象的功能。如果适用，请为输入数据有效内容明确定义并实施模式。

差异：差异： 主体主体  从以下位置进行控制： 
{"username":"admin@czj","password":"4a0485a939aebb35b8e9cb9e869359384a50cf9f3ff1ab6bbf710af66ee85ac9","code":"csba","uui
d":"2a779133e4524fbc9e5ae23fb1d6de6d"}

 至： 
{"username":"admin@czj","password":"4a0485a939aebb35b8e9cb9e869359384a50cf9f3ff1ab6bbf710af66ee85ac9","code":"csba","uui
d":"2a779133e4524fbc9e5ae23fb1d6de6d","is_admin":true,"is_sso":true,"role":"admin"}

推理：推理： 测试结果似乎指示存在漏洞，因为测试响应成功（返回 200 OK），这表明应用程序/API 访问成功。

测试请求和响应：测试请求和响应：

POST /api/auth/login HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Content-Type: application/json
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
Content-Length: 203
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg

{
 "username": "admin@czj",
 "password": "4a0485a939aebb35b8e9cb9e869359384a50cf9f3ff1ab6bbf710af66ee85ac9",
 "code": "csba",
 "uuid": "2a779133e4524fbc9e5ae23fb1d6de6d",
 "is_admin": true,
 "is_sso": true,
 "role": "admin"
}

2024/10/24 25

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L
http://192.168.5.164:38083/api/auth/login


HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:12:30 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive

{
 "code": 200,
 "msg": null,
 "data": {
  "access_token":  
"eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIyYTI4MWQ4ZS1kZTE2LTRlMDAtYWRjNS00YTc3MDc1MmVlNzEiLCJ1c2VybmFtZ
SI6ImFkbWluQGN6aiJ9.1Uo6ODXevKDmZO6SDRs4jlqIRUDKGPk9vO-OJP3DB3An995AghN77oyz2v9oW1z7lQlYetFPdlqcFSEpF9JN-Q",
  "expires_in": 720
 }
}
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中 临时文件下载   1 TOC

问题   1   /   1

临时文件下载临时文件下载

严重性：严重性： 中中

CVSS 分数：分数： 5.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/api/auth/login

实体：实体： login (Page)

风险：风险： 可能会下载临时脚本文件，这会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信息

原因：原因： 在生产环境中留下临时文件

固定值：固定值： 除去虚拟目录中的旧版本文件

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

主体主体  从以下位置进行控制： 
{"username":"admin@czj","password":"4a0485a939aebb35b8e9cb9e869359384a50cf9f3ff1ab6bbf710af66ee85ac9","code":"csba","uui
d":"2a779133e4524fbc9e5ae23fb1d6de6d"}

 至： 
标题标题  Content-Type   已从请求除去： application/json

路径路径  从以下位置进行控制： /api/auth/login  至： /api/auth/login.lzma

推理：推理： AppScan 接收到响应状态“200 OK”，而且内容类型与请求的文件扩展名匹配。

测试请求和响应：测试请求和响应：

GET /api/auth/login.lzma HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:12:28 GMT
Content-Type: application/json
Content-Length: 42
Connection: keep-alive

{
 "code": 500,
 "msg": " 内部服务器错误"
}

2024/10/24 27

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
http://192.168.5.164:38083/api/auth/login


TOC

中 归档文件下载   1 TOC

问题   1   /   1

归档文件下载归档文件下载

严重性：严重性： 中中

CVSS 分数：分数： 5.3

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/api/auth/login

实体：实体： login (Page)

风险：风险： 可能会下载临时脚本文件，这会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信息

原因：原因： 在生产环境中留下临时文件

固定值：固定值： 除去虚拟目录中的旧版本文件

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

主体主体  从以下位置进行控制： 
{"username":"admin@czj","password":"4a0485a939aebb35b8e9cb9e869359384a50cf9f3ff1ab6bbf710af66ee85ac9","code":"csba","uui
d":"2a779133e4524fbc9e5ae23fb1d6de6d"}

 至： 
标题标题  Content-Type   已从请求除去： application/json

路径路径  从以下位置进行控制： /api/auth/login  至： /api/auth/login.ARC

推理：推理： AppScan 接收到响应状态“200 OK”，而且内容类型与请求的文件扩展名匹配。

测试请求和响应：测试请求和响应：

GET /api/auth/login.ARC HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:12:28 GMT
Content-Type: application/json
Content-Length: 42
Connection: keep-alive

{
 "code": 500,
 "msg": " 内部服务器错误"
}
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低 Spring Boot Actuator 端点已公开   14 TOC

问题   1   /   14

Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/manageUser/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiI2NmEzZmI1YS1iMDQ3LTRjYzgtYTY2Yy1lZTc2Zjg3ZGRiNWMiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.EgE3svZ8bvCps5KsBEabTqxLqYHhly1jPJ2-WMy02KRkd1Ue8VbqeKesazsvUbihsDBe236BYI0gXAzU_5ZI5A

路径路径  从以下位置进行控制： /oldmeeting/api/manageUser/judgePossessor  至： /oldmeeting/api/manageUser/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /oldmeeting/api/manageUser/health?uid=77595 HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525944
X-SIGN: W5F14bdny15vvcdsUeSq1EAlwhkAtDpJERUJTS3G5d5niaIdLar3BNaNjPfetoSujUV6ws7U1O9PGOvHcrwIPky7IN0+bPmPGE9JBjsQfIU=
X-RANDOM: OUulICuyJ6p
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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问题   2   /   14

Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/company/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiI2NmEzZmI1YS1iMDQ3LTRjYzgtYTY2Yy1lZTc2Zjg3ZGRiNWMiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.EgE3svZ8bvCps5KsBEabTqxLqYHhly1jPJ2-WMy02KRkd1Ue8VbqeKesazsvUbihsDBe236BYI0gXAzU_5ZI5A

路径路径  从以下位置进行控制： /oldmeeting/api/company/getCompanyPageList  至： /oldmeeting/api/company/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /oldmeeting/api/company/health?companyNumber=CN-SZ-00-0201&pageNum=1&pageSize=99&key= HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525943
X-SIGN: GCWM6/vjZ51Lix8/LfVMVj1O8QR3xGd6hUEu/UpCmEy3TVouqUbWsToVIyYHojptZORFz24Yh97C3RJECulVLV6EF9YICKKWN7F7dkCaoWU=
X-RANDOM: RB5GRoN0fDK
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}

问题   3   /   14
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/role/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiI2NmEzZmI1YS1iMDQ3LTRjYzgtYTY2Yy1lZTc2Zjg3ZGRiNWMiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.EgE3svZ8bvCps5KsBEabTqxLqYHhly1jPJ2-WMy02KRkd1Ue8VbqeKesazsvUbihsDBe236BYI0gXAzU_5ZI5A

路径路径  从以下位置进行控制： /oldmeeting/api/role/query/  至： /oldmeeting/api/role/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /oldmeeting/api/role/health?keyword= HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525945
X-SIGN: pCFibJqmth91fTdaR0b5XZc/4Wsd2wHPWUL6DijTgzNeQYvcALMtrO8zwRaGcx+eDzXToJlAQDh06UdBD7rjOSW8+M1D625M/8in4daz2P4=
X-RANDOM: nkHaP6cofDud8o
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}

问题   4   /   14
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/role/query/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiI2NmEzZmI1YS1iMDQ3LTRjYzgtYTY2Yy1lZTc2Zjg3ZGRiNWMiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.EgE3svZ8bvCps5KsBEabTqxLqYHhly1jPJ2-WMy02KRkd1Ue8VbqeKesazsvUbihsDBe236BYI0gXAzU_5ZI5A

路径路径  从以下位置进行控制： /oldmeeting/api/role/query/  至： /oldmeeting/api/role/query/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /oldmeeting/api/role/query/health?keyword= HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525945
X-SIGN: pCFibJqmth91fTdaR0b5XZc/4Wsd2wHPWUL6DijTgzNeQYvcALMtrO8zwRaGcx+eDzXToJlAQDh06UdBD7rjOSW8+M1D625M/8in4daz2P4=
X-RANDOM: nkHaP6cofDud8o
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/department/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","key":""}  至： 
标题标题  Content-Type   已从请求除去： application/json;charset=UTF-8

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiI2NmEzZmI1YS1iMDQ3LTRjYzgtYTY2Yy1lZTc2Zjg3ZGRiNWMiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.EgE3svZ8bvCps5KsBEabTqxLqYHhly1jPJ2-WMy02KRkd1Ue8VbqeKesazsvUbihsDBe236BYI0gXAzU_5ZI5A

路径路径  从以下位置进行控制： /oldmeeting/api/department/select  至： /oldmeeting/api/department/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /oldmeeting/api/department/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525944
X-SIGN: 4jQW73FxxT0FA101APU7ivi3SmC2W6zPKtWaFTQ+Hq87EpCJZBh320hL7LTqIhKU1yi6C/rJOTm43DhS1M97utNWpxSE81F9NgfoNQGEPUk=
X-RANDOM: 7BaI0sQSDyuMlha
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiI2NmEzZmI1YS1iMDQ3LTRjYzgtYTY2Yy1lZTc2Zjg3ZGRiNWMiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.EgE3svZ8bvCps5KsBEabTqxLqYHhly1jPJ2-WMy02KRkd1Ue8VbqeKesazsvUbihsDBe236BYI0gXAzU_5ZI5A

路径路径  从以下位置进行控制： /oldmeeting/api/role/query/  至： /oldmeeting/api/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /oldmeeting/api/health?keyword= HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525945
X-SIGN: pCFibJqmth91fTdaR0b5XZc/4Wsd2wHPWUL6DijTgzNeQYvcALMtrO8zwRaGcx+eDzXToJlAQDh06UdBD7rjOSW8+M1D625M/8in4daz2P4=
X-RANDOM: nkHaP6cofDud8o
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/api/position/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","key":""}  至： 
标题标题  Content-Type   已从请求除去： application/json;charset=UTF-8

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiI2NmEzZmI1YS1iMDQ3LTRjYzgtYTY2Yy1lZTc2Zjg3ZGRiNWMiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.EgE3svZ8bvCps5KsBEabTqxLqYHhly1jPJ2-WMy02KRkd1Ue8VbqeKesazsvUbihsDBe236BYI0gXAzU_5ZI5A

路径路径  从以下位置进行控制： /oldmeeting/api/position/select  至： /oldmeeting/api/position/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /oldmeeting/api/position/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733525945
X-SIGN: eitUZPzqwIyGWv8IepZsthj9zIO8V+HqP8ic76qNqjcCA+DVjE4KJgtcErILt5KyRxuWi3ncn4pj9GQ9uJ4wPbib6bIdp8tSwkY11EIPOHU=
X-RANDOM: K1yAu25SzaW
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/conference/getConferenceByType/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIzYzlhN2ZlMi0yMDExLTQxYmQtODMyYy1lYThlZTI0ZDNhMTEiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.Vag0FnNkBGCSnkxpT4m_psTtKQ5oWNXKldopn31ZnfDPhcxwa5tuhkfLO5K4lw4GXgY4jrV69U35tYucPL8ZuQ

路径路径  从以下位置进行控制： /newmeeting/api/conference/getConferenceByType/CN-SZ-00-0201/2  至： 
/newmeeting/api/conference/getConferenceByType/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /newmeeting/api/conference/getConferenceByType/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950548
X-SIGN: ldoMl+MR1itX97DlmnAwSePj/pa6PGeInEzZg7a/mjhDU77FxNSYgt+UM5dJk69f5NLDVyGWzCMTr3mAmX45jGJDWFE9kdy3Lx+Mj5heCtw=
X-RANDOM: fgQf5L85c0b3
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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TOC

Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/conference/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIzYzlhN2ZlMi0yMDExLTQxYmQtODMyYy1lYThlZTI0ZDNhMTEiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.Vag0FnNkBGCSnkxpT4m_psTtKQ5oWNXKldopn31ZnfDPhcxwa5tuhkfLO5K4lw4GXgY4jrV69U35tYucPL8ZuQ

路径路径  从以下位置进行控制： /newmeeting/api/conference/getConferenceByType/CN-SZ-00-0201/2  至： 
/newmeeting/api/conference/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /newmeeting/api/conference/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950548
X-SIGN: ldoMl+MR1itX97DlmnAwSePj/pa6PGeInEzZg7a/mjhDU77FxNSYgt+UM5dJk69f5NLDVyGWzCMTr3mAmX45jGJDWFE9kdy3Lx+Mj5heCtw=
X-RANDOM: fgQf5L85c0b3
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/conference/getConferenceByType/CN-SZ-00-0201/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIzYzlhN2ZlMi0yMDExLTQxYmQtODMyYy1lYThlZTI0ZDNhMTEiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.Vag0FnNkBGCSnkxpT4m_psTtKQ5oWNXKldopn31ZnfDPhcxwa5tuhkfLO5K4lw4GXgY4jrV69U35tYucPL8ZuQ

路径路径  从以下位置进行控制： /newmeeting/api/conference/getConferenceByType/CN-SZ-00-0201/2  至： 
/newmeeting/api/conference/getConferenceByType/CN-SZ-00-0201/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /newmeeting/api/conference/getConferenceByType/CN-SZ-00-0201/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950548
X-SIGN: ldoMl+MR1itX97DlmnAwSePj/pa6PGeInEzZg7a/mjhDU77FxNSYgt+UM5dJk69f5NLDVyGWzCMTr3mAmX45jGJDWFE9kdy3Lx+Mj5heCtw=
X-RANDOM: fgQf5L85c0b3
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/function/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： 
标题标题  Content-Type   已从请求除去： application/json;charset=UTF-8

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIzYzlhN2ZlMi0yMDExLTQxYmQtODMyYy1lYThlZTI0ZDNhMTEiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.Vag0FnNkBGCSnkxpT4m_psTtKQ5oWNXKldopn31ZnfDPhcxwa5tuhkfLO5K4lw4GXgY4jrV69U35tYucPL8ZuQ

路径路径  从以下位置进行控制： /newmeeting/api/function/select  至： /newmeeting/api/function/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /newmeeting/api/function/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950565
X-SIGN: 32jy2Jp1iYmVgHRcxRQioitC2Np4V1nr0M2U12wCml51/yu0jtrYjjpTvFNPA1LRwTxi3Y78zi5mEjz0gPzJ3MW5BwyNrKOKRKoWPE4whxw=
X-RANDOM: iHuR1c7iM
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/area/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： 
标题标题  Content-Type   已从请求除去： application/json;charset=UTF-8

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIzYzlhN2ZlMi0yMDExLTQxYmQtODMyYy1lYThlZTI0ZDNhMTEiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.Vag0FnNkBGCSnkxpT4m_psTtKQ5oWNXKldopn31ZnfDPhcxwa5tuhkfLO5K4lw4GXgY4jrV69U35tYucPL8ZuQ

路径路径  从以下位置进行控制： /newmeeting/api/area/select  至： /newmeeting/api/area/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /newmeeting/api/area/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950565
X-SIGN: NCraRoZf/H+ztpfC1M4vbXgiXsijnzXYdgktC7F1mFYmR91B0sLERt8s9cJ8KeHrc2bzquxIY6IIlW1qcft3PyIrkDx59IuoQeVlRcRINtA=
X-RANDOM: HybtooLkGYNHegB
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/manageUser/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201","pageSize":10,"pageNum":1}  至： 
标题标题  Content-Type   已从请求除去： application/json;charset=UTF-8

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIzYzlhN2ZlMi0yMDExLTQxYmQtODMyYy1lYThlZTI0ZDNhMTEiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.Vag0FnNkBGCSnkxpT4m_psTtKQ5oWNXKldopn31ZnfDPhcxwa5tuhkfLO5K4lw4GXgY4jrV69U35tYucPL8ZuQ

路径路径  从以下位置进行控制： /newmeeting/api/manageUser/getManagerPageForBook  至： /newmeeting/api/manageUser/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /newmeeting/api/manageUser/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950547
X-SIGN: fKcOtb9n2UL7Q53uvPLXyhtaBs1YhwhY9U7du9rdLYxkG6Hajr0IPzI5YNUErzl37JVLzZmqozyrO4PmO+CJ/yGY+6lUE77KcCeCpZJ0twk=
X-RANDOM: v7VJcPxftQg
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}
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Spring Boot Actuator 端点已公开端点已公开

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/api/department/

实体：实体： health (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 将 Spring 服务器端点配置为仅允许访问已认证的用户

差异：差异： 方法方法  从以下位置进行控制： POST  至： GET

主体主体  从以下位置进行控制： {"companyNumber":"CN-SZ-00-0201"}  至： 
标题标题  Content-Type   已从请求除去： application/json;charset=UTF-8

标题标题  Authorization   已从请求除去： 
Bearer eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIzYzlhN2ZlMi0yMDExLTQxYmQtODMyYy1lYThlZTI0ZDNhMTEiLCJ1
c2VybmFtZSI6ImFkbWluQGN6aiJ9.Vag0FnNkBGCSnkxpT4m_psTtKQ5oWNXKldopn31ZnfDPhcxwa5tuhkfLO5K4lw4GXgY4jrV69U35tYucPL8ZuQ

路径路径  从以下位置进行控制： /newmeeting/api/department/getMoreLevelsDepartment  至： /newmeeting/api/department/health

推理：推理： 测试响应包含已请求的 Spring 端点的内容，这指示其暴露于未经认证的用户。

测试请求和响应：测试请求和响应：

GET /newmeeting/api/department/health HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733950566
X-SIGN: wtWv/Kgq7vRB9eBGryxoTCefLJkyMQWqUdREpbquQDcfDf+j9/KKZULggnvfgRh/sQ6UD1Nni+kR9JzpMJR7J7Kkgr5lt6MuPme0YNplIcE=
X-RANDOM: W5jddNkC049
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Origin: http://192.168.5.164:38083
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:08:20 GMT
Content-Type: application/json
Content-Length: 39
Connection: keep-alive

{
 "code": 401,
 "msg": " 令牌不能为空"
}

低 “Content-Security-Policy”头缺失   2 TOC
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“Content-Security-Policy”头缺失头缺失

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/

实体：实体： 192.168.5.164 (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
可能会劝说初级用户提供诸如用户名、密码、信用卡号、社会保险号等敏感信息

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 将服务器配置为使用安全策略的“Content-Security-Policy”头

差异：差异：

推理：推理： AppScan 检测到 Content-Security-Policy 响应头缺失或具有不安全策略，这可能会更大程度地暴露于各种跨站点注入攻击之
下

测试请求和响应：测试请求和响应：

GET /newmeeting/api/systemConfiguration/systemConfig?companyNumber=CN-SZ-00-0201 HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733518897
needEncrypt: true
X-SIGN: zKKKkzNI79NNqMlfcIeKFcmI/KOZFOLuLjLrZUlSnjNaEcp2mm0XZIN8ZE9o3MWUGjT7urkGNWbrbJn5Ows2/hvc/ftlqrxmX/MbIM4gfeU=
RandomCode: ASDjPZ6ZxIrrtfBWyIVXSLgWYCe5MLSiGIUVS0hID51QrGDBG3pTZfewvJag
X-RANDOM: VUQQpK2gXIJ
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:11:31 GMT
Content-Type: application/json
Transfer-Encoding: chunked
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0

{
 "success": false,
 "code": "A0147",
 "message": " 非法操作，签名不匹配"
}
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“Content-Security-Policy”头缺失头缺失

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:8888/

实体：实体： 192.168.5.164 (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
可能会劝说初级用户提供诸如用户名、密码、信用卡号、社会保险号等敏感信息

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 将服务器配置为使用安全策略的“Content-Security-Policy”头

差异：差异：

推理：推理： AppScan 检测到 Content-Security-Policy 响应头缺失或具有不安全策略，这可能会更大程度地暴露于各种跨站点注入攻击之
下

测试请求和响应：测试请求和响应：

GET / HTTP/1.1
Host: 192.168.5.164:8888
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.12.2
Date: Thu, 24 Oct 2024 02:08:42 GMT
Content-Type: text/html
Content-Length: 612
Last-Modified: Sun, 29 Apr 2018 05:24:05 GMT
Connection: keep-alive
ETag: "5ae556f5-264"
Accept-Ranges: bytes

<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
<style>
    body {
        width: 35em;
        margin: 0 auto;
        font-family: Tahoma, Verdana, Arial, sans-serif;
    }
</style>
</head>
<body>
<h1>Welcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at
<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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低 “X-Content-Type-Options”头缺失或不安全   2 TOC

问题   1   /   2

“X-Content-Type-Options”头缺失或不安全头缺失或不安全

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/

实体：实体： 192.168.5.164 (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
可能会劝说初级用户提供诸如用户名、密码、信用卡号、社会保险号等敏感信息

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 将服务器配置为使用值为“nosniff”的“X-Content-Type-Options”头

差异：差异：

推理：推理： AppScan 检测到“X-Content-Type-Options”响应头缺失或具有不安全值，这可能会更大程度地暴露于偷渡式下载攻击之下

测试请求和响应：测试请求和响应：

GET /static/config.json HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:12:43 GMT
Content-Type: application/json
Content-Length: 1929
Last-Modified: Wed, 23 Oct 2024 02:09:07 GMT
Connection: keep-alive
ETag: "67185ac3-789"
Accept-Ranges: bytes

{
 
"processEnvTest": false,
 
"globalConfigRead": 0,
 
"console": false,
 
"create_meeting": "/newmeeting/#/CreateMeeting",
 
"meeting_schedule": "/newmeeting/#/todayMeeting",
 
"meeting_control": "/newmeeting/#/MeetingControl",
 
"meeting_login": "/newmeeting",
 
"setting_system": "/oldmeeting/#/",
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"MeetingRoomList": "/newmeeting/#/MeetingRoomList",
 
"NotificationMessage": "/newmeeting/#/NotificationMessage",
 
"UserList": "/newmeeting/#/UserList",
 
"Meeting": "/newmeeting/#/Meeting",
 
"ManagePanel": "/newmeeting/#/ManagePanel",
 
"StatisticsModule": "/newmeeting/#/StatisticsModule",
 
"windowManagement": "/newmeeting/#/materialList",
 
"terminalMaintenance": "/newmeeting/#/TerminalMaintenance",
 
"showMeetingSchedule": true,
 
"showCreateMeeting": true,
 
"showRoom": true,
 
"showMessage": true,
 
"showUserList": true,
 
"showMeeting": true,
 
"showStatisticsModule": true,
 
"showManagePanel": true,
 
"showSettingSystem": true,
 
"showTerminalMaintenance": true,
 
"showWindowManagement": true,
 
"theme": "dark",
 
"redirect_uri": "http://nat.ubainsyun.com:30053/meeting/#/pagesA/Sign/index",
 
"ww_appid": "wwdd81918c5e54d843",
 
"ww_agentid": "1000017",
 
"wxphoneaddress": "/mobileunified/",
 
"companyNumber": "CN-SZ-00-0201",
 
"apiPre": "/newmeeting",
 
"apiPre2": "/oldmeeting",
 
"safeline": 1,
 
"Meetinginspection": "/newmeeting/#/Meetinginspection",
 
"Meetingmaintenance": "/newmeeting/#/Meetingmaintenance",
 
"UsedataModule": "/newmeeting/#/UsedataModule",
 
"ErrorModule": "/newmeeting/#/ErrorModule",
 
"Assetinformation": "/newmeeting/#/Assetinformation",
 
"Meetingtemplate": "/newmeeting/#/Meetingtemplate",
 
"ConferenceManagement": "/newmeeting/#/ConferenceManagement",
 
"ConferenceWorkOrder": "/newmeeting/#/ConferenceWorkOrder",
 
"govWechat": {
 
"gw_appid": "wwc20afc2f93482ccb",
 
"gw_agentid": ""

 },
 
"isAdminPage": 0

}
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“X-Content-Type-Options”头缺失或不安全头缺失或不安全

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:8888/

实体：实体： 192.168.5.164 (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
可能会劝说初级用户提供诸如用户名、密码、信用卡号、社会保险号等敏感信息

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 将服务器配置为使用值为“nosniff”的“X-Content-Type-Options”头

差异：差异：

推理：推理： AppScan 检测到“X-Content-Type-Options”响应头缺失或具有不安全值，这可能会更大程度地暴露于偷渡式下载攻击之下

测试请求和响应：测试请求和响应：

GET / HTTP/1.1
Host: 192.168.5.164:8888
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.12.2
Date: Thu, 24 Oct 2024 02:08:42 GMT
Content-Type: text/html
Content-Length: 612
Last-Modified: Sun, 29 Apr 2018 05:24:05 GMT
Connection: keep-alive
ETag: "5ae556f5-264"
Accept-Ranges: bytes

<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
<style>
    body {
        width: 35em;
        margin: 0 auto;
        font-family: Tahoma, Verdana, Arial, sans-serif;
    }
</style>
</head>
<body>
<h1>Welcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at
<a href="http://nginx.com/">nginx.com</a>.</p>
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<p><em>Thank you for using nginx.</em></p>
</body>
</html>

低 发现 Web 应用程序源代码泄露模式   3 TOC

问题   1   /   3

发现发现 Web 应用程序源代码泄露模式应用程序源代码泄露模式

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/static/js/vendor.c957ed4a3048e5062e1f1728438058047.js

实体：实体： vendor.c957ed4a3048e5062e1f1728438058047.js (Page)

风险：风险： 可能会检索服务器端脚本的源代码，这可能会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信息

原因：原因： 在生产环境中留下临时文件
程序员在 Web 页面上留下调试信息
未安装第三方产品的最新补丁或最新修补程序

固定值：固定值： 除去 web-server 中的源代码文件并应用任何相关补丁

差异：差异：

推理：推理： 响应包含可能会泄露有关站点和应用程序逻辑的敏感信息的脚本文件源代码。

测试请求和响应：测试请求和响应：

GET /static/js/vendor.c957ed4a3048e5062e1f1728438058047.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:05:07 GMT
Content-Type: application/javascript
Content-Length: 1317779
Last-Modified: Wed, 23 Oct 2024 02:06:30 GMT
Connection: keep-alive
ETag: "67185a26-141b93"
Accept-Ranges: bytes

webpackJsonp([5],{"++K3":function(e,t){var n,i,r,o,a,s,l,c,u,h,d,f,p,m,v,g=!1;function b(){if(!g){g=!0;var 
e=navigator.userAgent,t=/(?:MSIE.(\d+\.\d+))|(?:(?:Firefox|GranParadiso|Iceweasel).(\d+\.\d+))|(?:Opera(?:.+Version.|.)
(\d+\.\d+))|(?:AppleWebKit.(\d+(?:\.\d+)?))|(?:Trident\/\d+\.\d+.*rv:(\d+\.\d+))/.exec(e),b=/(Mac OS X)|(Windows)|
(Linux)/.exec(e);if(f=/\b(iPhone|iP[ao]d)/.exec(e),p=/\b(iP[ao]d)/.exec(e),h=/Android/i.exec(e),m=/FBAN\/\w+;/i.exec(e),v=/
Mobile/i.exec(e),d=!!/Win64/.exec(e),t){(n=t[1]?parseFloat(t[1]):t[5]?
parseFloat(t[5]):NaN)&&document&&document.documentMode&&(n=document.documentMode);var 
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y=/(?:Trident\/(\d+.\d+))/.exec(e);s=y?parseFloat(y[1])+4:n,i=t[2]?parseFloat(t[2]):NaN,r=t[3]?parseFloat(t[3]):NaN,
(o=t[4]?parseFloat(t[4]):NaN)?(t=/(?:Chrome\/(\d+\.\d+))/.exec(e),a=t&&t[1]?parseFloat(t[1]):NaN):a=NaN}else 
n=i=r=a=o=NaN;if(b){if(b[1]){var _=/(?:Mac OS X (\d+(?:[._]\d+)?))/.exec(e);l=!_||parseFloat(_[1].replace("_","."))}else 
l=!1;c=!!b[2],u=!!b[3]}else l=c=u=!1}}var y={ie:function(){return b()||n},ieCompatibilityMode:function(){return 
b()||s>n},ie64:function(){return y.ie()&&d},firefox:function(){return b()||i},opera:function(){return 
b()||r},webkit:function(){return b()||o},safari:function(){return y.webkit()},chrome:function(){return 
b()||a},windows:function(){return b()||c},osx:function(){return b()||l},linux:function(){return b()||u},iphone:function()
{return b()||f},mobile:function(){return b()||f||p||h||v},nativeApp:function(){return b()||m},android:function(){return 
b()||h},ipad:function(){return b()||p}};e.exports=y},"+2s9":function(e,t,n){"use strict";var i=n("P1fK")
("span").classList,r=i&&i.constructor&&i.constructor.prototype;e.exports=r===Object.prototype?void 
0:r},"+3lO":function(e,t,n){n("abPz");for(var i=n("YjQv"),r=n("aLzV"),o=n("yYxz"),a=n("hgbu")
("toStringTag"),s="CSSRuleList,CSSStyleDeclaration,CSSValueList,ClientRectList,DOMRectList,DOMStringList,DOMTokenList,DataT
ransferItemList,FileList,HTMLAllCollection,HTMLCollection,HTMLFormElement,HTMLSelectElement,MediaList,MimeTypeArray,NamedNo
deMap,NodeList,PaintRequestList,Plugin,PluginArray,SVGLengthList,SVGNumberList,SVGP
...
...
...
on","text-rendering","textlength","type","u1","u2","unicode","values","viewbox","visibility","version","vert-adv-y","vert-
origin-x","vert-origin-y","width","word-spacing","wrap","writing-
mode","xchannelselector","ychannelselector","x","x1","x2","xmlns","y","y1","y2","z","zoomandpan"]),N=o(["accent","accentund
er","align","bevelled","close","columnsalign","columnlines","columnspan","denomalign","depth","dir","display","displaystyle
","encoding","fence","frame","height","href","id","largeop","length","linethickness","lspace","lquote","mathbackground","ma
thcolor","mathsize","mathvariant","maxsize","minsize","movablelimits","notation","numalign","open","rowalign","rowlines","r
owspacing","rowspan","rspace","rquote","scriptlevel","scriptminsize","scriptsizemultiplier","selection","separator","separa
tors","stretchy","subscriptshift","supscriptshift","symmetric","voffset","width","xmlns"]),R=o(["xlink:href","xml:id","xlin
k:title","xml:space","xmlns:xlink"]),B=a(/\{\{[\w\W]*|[\w\W]*\}\}/gm),F=a(/<%[\w\W]*|
[\w\W]*%>/gm),V=a(/\${[\w\W]*}/gm),H=a(/^data-[\-\w.\u00B7-\uFFFF]/),z=a(/^aria-[\-\w]+$/),W=a(/^(?:(?:(?:f|ht)tps?
|mailto|tel|callto|sms|cid|xmpp):|[^a-z]|[a-z+.\-]+(?:[^a-z+.\-:]|$))/i),U=a(/^(?:\w+script|data):/i),G=a(/[\u0000-
\u0020\u00A0\u1680\u180E\u2000-\u2029\u205F\u3000]/g),q=a(/^html$/i),K=a(/^[a-z][.\w]*(-[.\w]+)+$/i);var 
Y=Object.freeze({__proto__:null,MUSTACHE_EXPR:B,ERB_EXPR:F,TMPLIT_EXPR:V,DATA_ATTR:H,ARIA_ATTR:z,IS_ALLOWED_URI:W,IS_SCRIPT
_OR_DATA:U,ATTR_WHITESPACE:G,DOCTYPE_NAME:q,CUSTOM_ELEMENT:K});const X=
{element:1,attribute:2,text:3,cdataSection:4,entityReference:5,entityNode:6,progressingInstruction:7,comment:8,document:9,d
ocumentType:10,documentFragment:11,notation:12},Z=function(){return"undefined"==typeof window?null:window},J=function(e,t)
{if("object"!=typeof e||"function"!=typeof e.createPolicy)return null;let n=null;t&&t.hasAttribute("data-tt-policy-
suffix")&&(n=t.getAttribute("data-tt-policy-suffix"));con
...
...
...

问题   2   /   3

发现发现 Web 应用程序源代码泄露模式应用程序源代码泄露模式

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js

实体：实体： app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js (Page)

风险：风险： 可能会检索服务器端脚本的源代码，这可能会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信息

原因：原因： 在生产环境中留下临时文件
程序员在 Web 页面上留下调试信息
未安装第三方产品的最新补丁或最新修补程序

固定值：固定值： 除去 web-server 中的源代码文件并应用任何相关补丁

差异：差异：

推理：推理： 响应包含可能会泄露有关站点和应用程序逻辑的敏感信息的脚本文件源代码。

测试请求和响应：测试请求和响应：

GET /oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
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Accept-Language: en-US
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:05:12 GMT
Content-Type: application/javascript
Content-Length: 2789509
Last-Modified: Wed, 23 Oct 2024 02:07:10 GMT
Connection: keep-alive
ETag: "67185a4e-2a9085"
Accept-Ranges: bytes

webpackJsonp([116],{"+361":function(e
...
...
...
ey",y],["curry",M],["curryRight",k],["flip",x],["partial",w],["partialRight",S],["rearg",C]],B="[object Arguments]",W="
[object Array]",V="[object AsyncFunction]",H="[object Boolean]",z="[object Date]",q="[object DOMException]",G="[object 
Error]",K="[object Function]",X="[object GeneratorFunction]",J="[object Map]",Z="[object Number]",Q="[object Null]",ee="
[object Object]",te="[object Proxy]",ne="[object RegExp]",ie="[object Set]",re="[object String]",oe="[object Symbol]",ae="
[object Undefined]",se="[object WeakMap]",le="[object WeakSet]",ce="[object ArrayBuffer]",ue="[object DataView]",de="
[object Float32Array]",fe="[object Float64Array]",he="[object Int8Array]",pe="[object Int16Array]",me="[object 
Int32Array]",ve="[object Uint8Array]",ge="[object Uint8ClampedArray]",_e="[object Uint16Array]",ye="[object 
Uint32Array]",be=/\b__p \+= '';/g,Me=/\b(__p \+=) '' \+/g,ke=/(__e\(.*?\)|\b__t\)) \+\n'';/g,we=/&
(?:amp|lt|gt|quot|#39);/g,Se=/[&<>"']/g,Ee=RegExp(we.source),Ce=RegExp(Se.source),xe=/<%-
([\s\S]+?)%>/g,Te=/<%([\s\S]+?)%>/g,Pe=/<%=([\s\S]+?)%>/g,De=/\.|\[(?:[^[\]]*|(["'])(?:(?!\1)[^\\]|\\.)*?
\1)\]/,Le=/^\w*$/,Ae=/[^.[\]]+|\[(?:(-?\d+(?:\.\d+)?)|(["'])((?:(?!\2)[^\\]|\\.)*?)\2)\]|(?=(?:\.|\[\])(?:\.|\
[\]|$))/g,Ne=/[\\^$.*+?()[\]{}|]/g,Oe=RegExp(Ne.source),Ie=/^\s+|\s+$/g,je=/^\s+/,$e=/\s+$/,Re=/\{(?:\n\/\* \[wrapped with 
.+\] \*\/)?\n?/,Fe=/\{\n\/\* \[wrapped with (.+)\] \*/,Ue=/,? & /,Ye=/[^\x00-\x2f\x3a-\x40\x5b-\x60\x7b-\x7f]+/g,Be=/\\
(\\)?/g,We=/\$\{([^\\}]*(?:\\.[^\\}]*)*)\}/g,Ve=/\w*$/,He=/^[-+]0x[0-9a-f]+$/i,ze=/^0b[01]+$/i,qe=/^\[object .+?
Constructor\]$/,Ge=/^0o[0-7]+$/i,Ke=/^(?:0|[1-9]\d*)$/,Xe=/[\xc0-\xd6\xd8-\xf6\xf8-\xff\u0100-
\u017f]/g,Je=/($^)/,Ze=/['\n\r\u2028\u2029\\]/g,Qe="\\u0300-\\u036f\\ufe20-\\ufe2f\\u20d0-
\\u20ff",et="\\xac\\xb1\\xd7\\xf7\\x00-\\x2f\\x3a-\\x40\\x5b-\\x60\\x7b-\\xbf\\u2000-\\u206f 
\\t\\x0b\\f\\xa0\\ufeff\\n\\r\\u2028\\u2029\\u1680\\u180e\\u2000\\u2001\\u2002\\u2003\\u2004\\u2005\\u2006\\u2007\\u2008\\u
2009\\u200a\\u202f\\u205f\\
...
...
...
on","text-rendering","textlength","type","u1","u2","unicode","values","viewbox","visibility","version","vert-adv-y","vert-
origin-x","vert-origin-y","width","word-spacing","wrap","writing-
mode","xchannelselector","ychannelselector","x","x1","x2","xmlns","y","y1","y2","z","zoomandpan"]),$=o(["accent","accentund
er","align","bevelled","close","columnsalign","columnlines","columnspan","denomalign","depth","dir","display","displaystyle
","encoding","fence","frame","height","href","id","largeop","length","linethickness","lspace","lquote","mathbackground","ma
thcolor","mathsize","mathvariant","maxsize","minsize","movablelimits","notation","numalign","open","rowalign","rowlines","r
owspacing","rowspan","rspace","rquote","scriptlevel","scriptminsize","scriptsizemultiplier","selection","separator","separa
tors","stretchy","subscriptshift","supscriptshift","symmetric","voffset","width","xmlns"]),R=o(["xlink:href","xml:id","xlin
k:title","xml:space","xmlns:xlink"]),F=a(/\{\{[\w\W]*|[\w\W]*\}\}/gm),U=a(/<%[\w\W]*|
[\w\W]*%>/gm),Y=a(/\${[\w\W]*}/gm),B=a(/^data-[\-\w.\u00B7-\uFFFF]/),W=a(/^aria-[\-\w]+$/),V=a(/^(?:(?:(?:f|ht)tps?
|mailto|tel|callto|sms|cid|xmpp):|[^a-z]|[a-z+.\-]+(?:[^a-z+.\-:]|$))/i),H=a(/^(?:\w+script|data):/i),z=a(/[\u0000-
\u0020\u00A0\u1680\u180E\u2000-\u2029\u205F\u3000]/g),q=a(/^html$/i),G=a(/^[a-z][.\w]*(-[.\w]+)+$/i);var 
K=Object.freeze({__proto__:null,MUSTACHE_EXPR:F,ERB_EXPR:U,TMPLIT_EXPR:Y,DATA_ATTR:B,ARIA_ATTR:W,IS_ALLOWED_URI:V,IS_SCRIPT
_OR_DATA:H,ATTR_WHITESPACE:z,DOCTYPE_NAME:q,CUSTOM_ELEMENT:G});const X=
{element:1,attribute:2,text:3,cdataSection:4,entityReference:5,entityNode:6,progressingInstruction:7,comment:8,document:9,d
ocumentType:10,documentFragment:11,notation:12},J=function(){return"undefined"==typeof window?null:window},Z=function(e,t)
{if("object"!=typeof e||"function"!=typeof e.createPolicy)return null;let n=null;t&&t.hasAttribute("data-tt-policy-
suffix")&&(n=t.getAttribute("data-tt-policy-suffix"));con
...
...
...

问题   3   /   3
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严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/static/js/app.b95efa2fbfea7e1b4c2d1729646934114.js

实体：实体： app.b95efa2fbfea7e1b4c2d1729646934114.js (Page)

风险：风险： 可能会检索服务器端脚本的源代码，这可能会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信息

原因：原因： 在生产环境中留下临时文件
程序员在 Web 页面上留下调试信息
未安装第三方产品的最新补丁或最新修补程序

固定值：固定值： 除去 web-server 中的源代码文件并应用任何相关补丁

差异：差异：

推理：推理： 响应包含可能会泄露有关站点和应用程序逻辑的敏感信息的脚本文件源代码。

测试请求和响应：测试请求和响应：

GET /newmeeting/static/js/app.b95efa2fbfea7e1b4c2d1729646934114.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:05:12 GMT
Content-Type: application/javascript
Content-Length: 1737333
Last-Modified: Wed, 23 Oct 2024 02:07:18 GMT
Connection: keep-alive
ETag: "67185a56-1a8275"
Accept-Ranges: bytes

webpackJsonp([42],{"++K3":function(e,t){var n,i,r,o,a,s,c,l,u,d,f,h,p,_,m,v=!1;function g(){if(!v){v=!0;var 
e=navigator.userAgent,t=/(?:MSIE.(\d+\.\d+))|(?:(?:Firefox|GranParadiso|Iceweasel).(\d+\.\d+))|(?:Opera(?:.+Version.|.)
(\d+\.\d+))|(?:AppleWebKit.(\d+(?:\.\d+)?))|(?:Trident\/\d+\.\d+.*rv:(\d+\.\d+))/.exec(e),g=/(Mac OS X)|(Windows)|
(Linux)/.exec(e);if(h=/\b(iPhone|iP[ao]d)/.exec(e),p=/\b(iP[ao]d)/.exec(e),d=/Android/i.exec(e),_=/FBAN\/\w+;/i.exec(e),m=/
Mobile/i.exec(e),f=!!/Win64/.exec(e),t){(n=t[1]?parseFloat(t[1]):t[5]?
parseFloat(t[5]):NaN)&&document&&document.documentMode&&(n=document.documentMode);var 
C=/(?:Trident\/(\d+.\d+))/.exec(e);s=C?parseFloat(C[1])+4:n,i=t[2]?parseFloat(t[2]):NaN,r=t[3]?parseFloat(t[3]):NaN,
(o=t[4]?parseFloat(t[4]):NaN)?(t=/(?:Chrome\/(\d+\.\d+))/.exec(e),a=t&&t[1]?parseFloat(t[1]):NaN):a=NaN}else 
n=i=r=a=o=NaN;if(g){if(g[1]){var b=/(?:Mac OS X (\d+(?:[._]\d+)?))/.exec(e);c=!b||parseFloat(b[1].replace("_","."))}else 
c=!1;l=!!g[2],u=!!g[3]}else c=l=u=!1}}var C={ie:function(){return g()||n},ieCompatibilityMode:function(){return 
g()||s>n},ie64:function(){return C.ie()&&f},firefox:function(){return g()||i},opera:function(){return 
g()||r},webkit:function(){return g()||o},safari:function(){return C.webkit()},chrome:function(){return 
g()||a},windows:function(){return g()||l},osx:function(){return g()||c},linux:function(){return g()||u},iphone:function()
{return g()||h},mobile:function(){return g()||h||p||d||m},nativeApp:function(){return g()||_},android:function(){return 
g()||d},ipad:function(){return g()||p}};e.exports=C},"+2s9":function(e,t,n){"use strict";var i=n("P1fK")
("span").classList,r=i&&i.constructor&&i.constructor.prototype;e.exports=r===Object.prototype?void 
0:r},"+3lO":function(e,t,n){n("abPz");for(var i=n("YjQv"),r=n("aLzV"),o=n("yYxz"),a=n("hgbu")
("toStringTag"),s="CSSRuleList,CSSStyleDeclaration,CSSValueList,ClientRectList,DOMRectList,DOMStringList,DOMTokenList,DataT
ransferItemList,FileList,HTMLAllCollection,HTMLCollection,HTMLFormElement,HTMLSelectElement,MediaList,MimeTypeArray,NamedNo
deMap,NodeList,PaintRequestList,Plugin,PluginArray,SVGLengthLis
...
...
...
on","text-rendering","textlength","type","u1","u2","unicode","values","viewbox","visibility","version","vert-adv-y","vert-
origin-x","vert-origin-y","width","word-spacing","wrap","writing-
mode","xchannelselector","ychannelselector","x","x1","x2","xmlns","y","y1","y2","z","zoomandpan"]),j=o(["accent","accentund
er","align","bevelled","close","columnsalign","columnlines","columnspan","denomalign","depth","dir","display","displaystyle
","encoding","fence","frame","height","href","id","largeop","length","linethickness","lspace","lquote","mathbackground","ma
thcolor","mathsize","mathvariant","maxsize","minsize","movablelimits","notation","numalign","open","rowalign","rowlines","r
owspacing","rowspan","rspace","rquote","scriptlevel","scriptminsize","scriptsizemultiplier","selection","separator","separa
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tors","stretchy","subscriptshift","supscriptshift","symmetric","voffset","width","xmlns"]),$=o(["xlink:href","xml:id","xlin
k:title","xml:space","xmlns:xlink"]),F=a(/\{\{[\w\W]*|[\w\W]*\}\}/gm),U=a(/<%[\w\W]*|
[\w\W]*%>/gm),B=a(/\${[\w\W]*}/gm),V=a(/^data-[\-\w.\u00B7-\uFFFF]/),z=a(/^aria-[\-\w]+$/),H=a(/^(?:(?:(?:f|ht)tps?
|mailto|tel|callto|sms|cid|xmpp):|[^a-z]|[a-z+.\-]+(?:[^a-z+.\-:]|$))/i),W=a(/^(?:\w+script|data):/i),G=a(/[\u0000-
\u0020\u00A0\u1680\u180E\u2000-\u2029\u205F\u3000]/g),q=a(/^html$/i),Y=a(/^[a-z][.\w]*(-[.\w]+)+$/i);var 
K=Object.freeze({__proto__:null,MUSTACHE_EXPR:F,ERB_EXPR:U,TMPLIT_EXPR:B,DATA_ATTR:V,ARIA_ATTR:z,IS_ALLOWED_URI:H,IS_SCRIPT
_OR_DATA:W,ATTR_WHITESPACE:G,DOCTYPE_NAME:q,CUSTOM_ELEMENT:Y});const X=
{element:1,attribute:2,text:3,cdataSection:4,entityReference:5,entityNode:6,progressingInstruction:7,comment:8,document:9,d
ocumentType:10,documentFragment:11,notation:12},J=function(){return"undefined"==typeof window?null:window},Z=function(e,t)
{if("object"!=typeof e||"function"!=typeof e.createPolicy)return null;let n=null;t&&t.hasAttribute("data-tt-policy-
suffix")&&(n=t.getAttribute("data-tt-policy-suffix"));con
...
...
...

低 在应用程序中发现不必要的 Http 响应头   2 TOC

问题   1   /   2

在应用程序中发现不必要的在应用程序中发现不必要的 Http 响应头响应头

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:8888/

实体：实体： 192.168.5.164 (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 请勿允许敏感信息泄漏。

差异：差异：

推理：推理： 响应包含不必要的头，这可能会帮助攻击者计划进一步攻击。

测试请求和响应：测试请求和响应：

GET / HTTP/1.1
Host: 192.168.5.164:8888
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.12.2
Date: Thu, 24 Oct 2024 02:08:42 GMT
Content-Type: text/html
Content-Length: 612
Last-Modified: Sun, 29 Apr 2018 05:24:05 GMT
Connection: keep-alive
ETag: "5ae556f5-264"
Accept-Ranges: bytes
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<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
<style>
    body {
        width: 35em;
        margin: 0 auto;
        font-family: Tahoma, Verdana, Arial, sans-serif;
    }
</style>
</head>
<body>
<h1>Welcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at
<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

问题   2   /   2

在应用程序中发现不必要的在应用程序中发现不必要的 Http 响应头响应头

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/static/config.json

实体：实体： 192.168.5.164 (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 请勿允许敏感信息泄漏。

差异：差异：

推理：推理： 响应包含不必要的头，这可能会帮助攻击者计划进一步攻击。

测试请求和响应：测试请求和响应：

GET /static/config.json HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:12:43 GMT
Content-Type: application/json
Content-Length: 1929
Last-Modified: Wed, 23 Oct 2024 02:09:07 GMT
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Connection: keep-alive
ETag: "67185ac3-789"
Accept-Ranges: bytes

{
 
"processEnvTest": false,
 
"globalConfigRead": 0,
 
"console": false,
 
"create_meeting": "/newmeeting/#/CreateMeeting",
 
"meeting_schedule": "/newmeeting/#/todayMeeting",
 
"meeting_control": "/newmeeting/#/MeetingControl",
 
"meeting_login": "/newmeeting",
 
"setting_system": "/oldmeeting/#/",
 
"MeetingRoomList": "/newmeeting/#/MeetingRoomList",
 
"NotificationMessage": "/newmeeting/#/NotificationMessage",
 
"UserList": "/newmeeting/#/UserList",
 
"Meeting": "/newmeeting/#/Meeting",
 
"ManagePanel": "/newmeeting/#/ManagePanel",
 
"StatisticsModule": "/newmeeting/#/StatisticsModule",
 
"windowManagement": "/newmeeting/#/materialList",
 
"terminalMaintenance": "/newmeeting/#/TerminalMaintenance",
 
"showMeetingSchedule": true,
 
"showCreateMeeting": true,
 
"showRoom": true,
 
"showMessage": true,
 
"showUserList": true,
 
"showMeeting": true,
 
"showStatisticsModule": true,
 
"showManagePanel": true,
 
"showSettingSystem": true,
 
"showTerminalMaintenance": true,
 
"showWindowManagement": true,
 
"theme": "dark",
 
"redirect_uri": "http://nat.ubainsyun.com:30053/meeting/#/pagesA/Sign/index",
 
"ww_appid": "wwdd81918c5e54d843",
 
"ww_agentid": "1000017",
 
"wxphoneaddress": "/mobileunified/",
 
"companyNumber": "CN-SZ-00-0201",
 
"apiPre": "/newmeeting",
 
"apiPre2": "/oldmeeting",
 
"safeline": 1,
 
"Meetinginspection": "/newmeeting/#/Meetinginspection",
 
"Meetingmaintenance": "/newmeeting/#/Meetingmaintenance",
 
"UsedataModule": "/newmeeting/#/UsedataModule",
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"ErrorModule": "/newmeeting/#/ErrorModule",
 
"Assetinformation": "/newmeeting/#/Assetinformation",
 
"Meetingtemplate": "/newmeeting/#/Meetingtemplate",
 
"ConferenceManagement": "/newmeeting/#/ConferenceManagement",
 
"ConferenceWorkOrder": "/newmeeting/#/ConferenceWorkOrder",
 
"govWechat": {
 
"gw_appid": "wwc20afc2f93482ccb",
 
"gw_agentid": ""

 },
 
"isAdminPage": 0

}

低 检测到隐藏目录   2 TOC

问题   1   /   2

检测到隐藏目录检测到隐藏目录

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/

实体：实体： new/ (Page)

风险：风险： 可能会检索有关站点文件系统结构的信息，这可能会帮助攻击者映射此 Web 站点

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 对禁止的资源发布“404 - Not Found”响应状态代码，或者将其完全除去

差异：差异： 路径路径  从以下位置进行控制： /static/config.json  至： /new/

推理：推理： 测试尝试检测服务器上的隐藏目录/文件。响应状态为 200 OK 或 403 Forbidden。状态 200 表示测试成功检索了所请求目录/
文件的内容。状态 403 表明它确实存在，尽管不允许访问。

测试请求和响应：测试请求和响应：

GET /new/ HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0
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HTTP/1.1 403 Forbidden
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:06:17 GMT
Content-Type: text/html
Content-Length: 555
Connection: keep-alive

<html>
<head><title>403 Forbidden</title></head>
<body>
<center><h1>403 Forbidden</h1></center>
<hr><center>nginx/1.26.2</center>
</body>
</html>
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->

问题   2   /   2

检测到隐藏目录检测到隐藏目录

严重性：严重性： 低低

CVSS 分数：分数： 3.7

CVSS 向量：向量： AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/

实体：实体： static/ (Page)

风险：风险： 可能会检索有关站点文件系统结构的信息，这可能会帮助攻击者映射此 Web 站点

原因：原因： Web 服务器或应用程序服务器是以不安全的方式配置的

固定值：固定值： 对禁止的资源发布“404 - Not Found”响应状态代码，或者将其完全除去

差异：差异： 路径路径  从以下位置进行控制： /static/config.json  至： /static/

推理：推理： 测试尝试检测服务器上的隐藏目录/文件。响应状态为 200 OK 或 403 Forbidden。状态 200 表示测试成功检索了所请求目录/
文件的内容。状态 403 表明它确实存在，尽管不允许访问。

测试请求和响应：测试请求和响应：

GET /static/ HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 403 Forbidden
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:06:17 GMT
Content-Type: text/html
Content-Length: 555
Connection: keep-alive

<html>
<head><title>403 Forbidden</title></head>
<body>
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<center><h1>403 Forbidden</h1></center>
<hr><center>nginx/1.26.2</center>
</body>
</html>
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
<!-- a padding to disable MSIE and Chrome friendly error page -->
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参 "Referral Policy" Security 头缺失   2 TOC

问题   1   /   2

"Referral Policy" Security 头缺失头缺失

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/

实体：实体： 192.168.5.164 (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
可能会劝说初级用户提供诸如用户名、密码、信用卡号、社会保险号等敏感信息

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 将服务器配置为使用安全策略的 "Referrer Policy" 头

差异：差异：

推理：推理： AppScan 检测到 Referrer Policy 响应头缺失或具有不安全的策略，这可能会增加暴露于各种跨站点注入攻击的风险

测试请求和响应：测试请求和响应：

GET /newmeeting/api/systemConfiguration/systemConfig?companyNumber=CN-SZ-00-0201 HTTP/1.1
Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
X-TIMESTAMP: 1729733518897
needEncrypt: true
X-SIGN: zKKKkzNI79NNqMlfcIeKFcmI/KOZFOLuLjLrZUlSnjNaEcp2mm0XZIN8ZE9o3MWUGjT7urkGNWbrbJn5Ows2/hvc/ftlqrxmX/MbIM4gfeU=
RandomCode: ASDjPZ6ZxIrrtfBWyIVXSLgWYCe5MLSiGIUVS0hID51QrGDBG3pTZfewvJag
X-RANDOM: VUQQpK2gXIJ
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 01:31:55 GMT
Content-Type: application/json
Connection: keep-alive
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: 0
Content-Length: 7427

{
 "success": false,
 "code": "200",
 "message": "OPERATION_SUCCESSFUL",
 "result":  
"vJg8+GIrTI0i6v/JvmwNJbwTxZ9vwgHvx1+HhvOob/GCkmQTHsjGHwUNf6DXSXPekpfdKQrkhlIpz2BG5E6+SPwidwR70FoCUI4iAX96Kfthp0LSU0BkF3V4KS
51rcgX7R+GntIeaKnwWlj9xf5qMsNeM83CznSjla7Z7dO/df+/oNBsEUHrlXOl3SCKQ4LAUrW7JHrTrwLunl3dPGGLZYLav+Dh9/Dr9buYi0WsYMMYMl0JdIkOs
0bdoqiolz8Nv+c8BAHh4WT5Lghg0mdmxUJ+utymOAL1l9dxD+6c3DEG6ZTFp4c2YJW98HJvzCdBwEr9xlpY1ItR1ChC5+PlgsrhPifQJbUWs2NO1S0TNYmtRrMr
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sgua66QwtgHnLIEjXcObspoOTtZoQOEE3crRNi3zurS/YxI38kW0v7TcwxbUxTVeHCtnkfhugQb0m3DOXOJ1+Hf249G94BUPFVh0qZ0TvugwIEFqWLZhE34GpV1
z+mUU1Sf1yn/zNYhyAP4f+lX9MXhZHoeCSYGAKrKrgYTm6G75VhmO5UKlku4H1dkIRKdcdKPvfb+q42gS7swVp5dhX3zs+WHmHHLtgC2Zc+eGVxEO2uYCVaYd+H
yCHEjQfZE06piOcrHkzReORTf4cB64dai61UA5b9DHS/TdY7QXnehwgAOPW3U8ig8ReM9JpDsmJAL8sb3Qeq/aqueVKpAF1x18rYNVk3H1VqZJq+PYfWKRRu3t5
hmnvdleBcXooHsWVqe1IGyxYSNtUNRQO9uNBvvLHW9kPNQo+E4b8Ou+4V0PjeEd3cRdtv3Aj7sxY/1nYvT8sonigzxrk46uPJKro5jAOcodQxeF5ahcUN551h0k
AcNeWEWC3M1UNEgK9CncxXX6IWqhWeijeTpzfHYpqKBAoUK0v6IAS31eSQglbI1ebzl9Fu+c43+SuEfYgOKHcrZ/vfz2zl/V3uf4hdQbQpz2IzJ1qLnhAHAJEJP
hiYZmexr0VoPjClYt5ebck8WQZ0pjp25sTSUONO749po6zAsOHxGNmip4hqsngm938aQHA/eZG6WOeG7vP8K/51FuSL0fhia2rE+LtEYvjLG6GkXpsZ9QS7Q4HN
JxJY6NW3FqUexWOexGKYEuxIFuO42t/MHXRQuoiJF5OV/XjQOIpmaJDV/PhjfQZ7hFvvOf20TrQZsyYOSPosvnE9LkbYpfigGbfy9BWOAu/bfmsGQU+e4PAd8QK
SKMFILqe3EbrWwzSqgkap/6v6oO5dtkXNWnvjU1NcXWbo2nJsGiSi8b6HRk+uHIDHPR+yyjmzgDZwE/szy3U/B06z/DDF6e/MSbBoHT07l1pdWJzw/H6gPhJeZq
dyNRRMQZpDLg+ZKgMkv/szz0SXFGoHc7STjfBZivKAkTpjDEAhSikoc2Yg0ycVUfhDTNWnmXSAEqzd72QDrXGO2G9SbfkdDXYA+Oamd9qweuqbfs57DarRLPyzd
+imfZryc3qocWMRVH6/BJYXbfSZcwFPO6mF95jst1ulP0q8bqBc+ZQQRhGEvpw4nzo021CpPjlGrtlLqpzPDBQyxK5Xzt1rNmZthdVkfX7pJjp2FY9T0/MNb+4m
ZTZGmdb+l+wFl9K3R7A1HsMVLEdd91jfh7imPnvN0EjWScqyIUVz9/S04VuSnG+ErrzLnJ8b8ltQgnq4ScVRUNvozQ1Yflxj/Szd59NORiXF/CmtqYtOD1gXXFB
I2oyPuv9vfz2T59voOlIB4wqlfmM1mEgGG+QmdlHs31DWqLFTMHNcFzErPjM8ZTq1Abo5PLNSOaVbpeLNx6pN0Ow7VaAqMqe4AS+NYgONkhww3J3m4fMd+qF/Ut
iMDlDo/HRJs+nPi6fmmR3m/4DSLE+79fluW8Yxe9KKhYEbRfnusfs6Ebe2zJGa2W4uCjTDd6ev7zmELD2VkJapY+7ScgeCKH7jrdV+IVhelCx/U0ZQHqy6CnS5i
2ctb9av2M26UE1j0J2kJ7seJvdPMxNCzEWD4I2LBhpyGooG+K5gG9aeYzukOCpKtUMzulc8jC9Wpw5o96FNoE0v1/L29CPx/Twy2xRHYgKKm07rYQHXR8uhtUnD
DveX4e8d2B3wlagi7LnqJiBWofqNXliNwJouT7/L31Tcb3rIcSXLyP/C5WEp+PRvbywy2VvQlFISLoeS5DaHvtqNgtTbludNdC/3dH0UMJ0JLLxY7kWAPbS8D5t
cAvttNaeKttxh16Z5+MxjtL9sxDUqTFHKVmRGKMPVVa8LCkSGwnNgX6X/U99RNtGx8Qm8uzjLMKz/Uog3WeZ42zRpARaNjpGDmWh0dOYL8LXE3PbnJiLoN96JZh
vozYIeRgg6X4B3HDUHkOD90iJm6gVcZhidYPVQ39WopnqegMSz19ElshG38/pThEgRT5oujCHJIv/ofkCQvctOZKAip284bse20YeCB92GVlMxkPJ6OM692Rhrr
o8LiSvtZxy+aTsvP+fxZrqHBx57AYDD0M8YGvMNdsdHSBTOLEUhSWkwyFo0PJ6pmzAqHl7Z8MyBAhaz2a5chr+4e8Huh3rnePpV/XAPTw9jFBIFMk5a5O7y72cG
wljBWzEWBZXXuO8JOuQAjdvTEOFaK1Yw7NQ9WoxQtm2BMNfWbsLLGYb9mA9+0giFsJ0lHqJv/sp5Yaly/TO8Dr53+CSLEIEp7jzxItRb+Zk2yC7hUcM9gwLpdlf
BN0lC2BfNm9MxL4geeopO4Xu5og2u40WBQAe9Eh3Y54FvMm27kZC7CvBbnilKUKf2uXvP4yjjdhAWNMugMqzxYJQcMFGxzos9EVNutfStFyiYrFQudDKFXY2UxK
pGxNehSTaWGt+CJE4RqNiPY9uPypSLKPkUuzOR3wb15PYiNm0vYyWi/r5XteLNoUTK5otd7G+5EVh4ScWTNYfGbsU9gcubK3CGsn+AuYUCjnUA1nqw69ZofHNoB
7ZAwMr+lq9531N1iuCzg8ej4VBS2F9ApKLqImdkgmYJIopzs7yZigKxj6QF2J0/LA/T/7i3CRiv3LAqB7/0qzm2AI+UcQUIGhnpaQleBIvWhzw7iBml7+7zfkZc
4A83WMGfFQkecu5SIZ1uVePJrpAkQPOEY8e4zrM0Dfvw9T153Wt3H/ch+iHUSlq+kDn/m3Lg/VZ4p1e6GheIU/RjV1TciQI4hWDvDDygKbgJ2KM9qBGSJUs7ZG0
xC7Tnkpm0+Rq1OL5V/PqkK0gQcR1lRQtdst7PLJv/mFhiHuZ/6T8FOSrwqzyjoiNAWFtNP/MSjmsMrJ/obnTZ+c7rKyrDKpiC8UYlHzNYWr38yEhJcT1Sx6Ttl2
MnNznp75eTzH4xC0RZq8XdJXTSWQFwXTtCdyO/SAagkHb01Bz+bYl3D0XPT3M8CoXRTsgzCO0YUey4DCKOw0ks8fySBnCst/fCti4WuHLNPc3lH7qv5m4xNbqFx
74x1DUlp4UJzqxPJC4XOEeV5iPMHY9bppgnZzGB7Lwm8p72hpo6XZT+klshTXRX8GExWTDN8PX1ddtTSbWWG14lUwdxV/3Q/tXG4vl6iZXGWDtUN4282vzMKZT8
JzBWHA9qAdzSbZ+D7V6m7ttJkX7gor2nflji29/nC96oTlJ7/B1bHuJqmbcO2etJH8XYRRj7N5XLzJjGjTPmU5M2q+6ZABQ7c1ZB/UN54Tdv30Bie3xMzAyB5A4
10kBdV9A2ncbb6jEqGDB4iAQSyK7Jim3HYjNWpP4fAJfHCuyvEnPP0PomB6Gn/vy1Dp1eakAHlag88ZhN+PAGrkugFacsfRgiQfV99wOEF4sHGXa+1LSwnVZFpP
5FA/cLcaO0AK1ggsGLHGCnENuibAzqeFqNZQY5YUEp18KZzpKBMMCdiDVJLohIaRpt2wfXQHY90PvgMXB9i85DxSIpMKWmg5U2U6kwAyp2ExHJvPF5F0e+BeE22
qsqRP
...
...
...

问题   2   /   2

"Referral Policy" Security 头缺失头缺失

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:O/RC:C/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:8888/

实体：实体： 192.168.5.164 (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
可能会劝说初级用户提供诸如用户名、密码、信用卡号、社会保险号等敏感信息

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 将服务器配置为使用安全策略的 "Referrer Policy" 头

差异：差异：

推理：推理： AppScan 检测到 Referrer Policy 响应头缺失或具有不安全的策略，这可能会增加暴露于各种跨站点注入攻击的风险

测试请求和响应：测试请求和响应：

GET / HTTP/1.1
Host: 192.168.5.164:8888
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
Content-Length: 0
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HTTP/1.1 200 OK
Server: nginx/1.12.2
Date: Thu, 24 Oct 2024 01:39:05 GMT
Content-Type: text/html
Content-Length: 612
Last-Modified: Sun, 29 Apr 2018 05:24:05 GMT
Connection: keep-alive
ETag: "5ae556f5-264"
Accept-Ranges: bytes

<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
<style>
    body {
        width: 35em;
        margin: 0 auto;
        font-family: Tahoma, Verdana, Arial, sans-serif;
    }
</style>
</head>
<body>
<h1>Welcome to nginx!</h1>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at
<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

参 发现内部 IP 泄露模式   1 TOC

问题   1   /   1

发现内部发现内部 IP 泄露模式泄露模式

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/static/config.json

实体：实体： config.json (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 除去 Web 站点中的内部 IP 地址

差异：差异：

推理：推理： AppScan 在响应中发现了看似为内部 IP 地址的内容。

测试请求和响应：测试请求和响应：

GET /newmeeting/static/config.json HTTP/1.1
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Host: 192.168.5.164:38083
Accept: application/json, text/plain, */*
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:03:34 GMT
Content-Type: application/json
Content-Length: 450
Last-Modified: Wed, 23 Oct 2024 02:09:57 GMT
Connection: keep-alive
ETag: "67185af5-1c2"
Accept-Ranges: bytes

{
 
"processEnvTest": true,
 
"projectCode": "ubains",
 
"console": true,
 
"polycomIdDemo": "",
 
"mqttHost": "192.168.1.193",
 
"mqttPort": "18082",
 
"WebSocketUrl": "/newmeeting/merge",
 
"webSocketLog": false,
 
"apiPre": "/newmeeting",
 
"apiPre2": "/oldmeeting",
 
"isHuaweienvi": 0,
 
"ishowHeavypulling": 0,
 
"OrgOrArea": "org",
 
"companyNumber": "CN-SZ-00-0201",
 
"zzhDataDisplayUrl": "https://10.206.129.134/newmeeting"

}
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问题   1   /   3
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发现可能的服务器路径泄露模式发现可能的服务器路径泄露模式

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/static/js/vendor.c957ed4a3048e5062e1f1728438058047.js

实体：实体： vendor.c957ed4a3048e5062e1f1728438058047.js (Page)

风险：风险： 可能会检索 Web 服务器安装的绝对路径，这可能会帮助攻击者开展进一步攻击和获取有关 Web 应用程序文件系统结构的信息

原因：原因： 未安装第三方产品的最新补丁或最新修补程序

固定值：固定值： 为 Web 服务器或 Web 应用程序下载相关的安全补丁

差异：差异：

推理：推理： 响应包含服务器上文件的绝对路径和/或文件名。

测试请求和响应：测试请求和响应：

GET /static/js/vendor.c957ed4a3048e5062e1f1728438058047.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:05:07 GMT
Content-Type: application/javascript
Content-Length: 1317779
Last-Modified: Wed, 23 Oct 2024 02:06:30 GMT
Connection: keep-alive
ETag: "67185a26-141b93"
Accept-Ranges: bytes

webpackJsonp([5],{"++K3":function(e,t){var n,i,r,o,a,s,l,c,u,h,d,f,p,m,v,g=!1;function b(){if(!g){g=!0;var 
e=navigator.userAgent,t=/(?:MSIE.(\d+\.\d+))|(?:(?:Firefox|GranParadiso|Iceweasel).(\d+\.\d+))|(?:Opera(?:.+Version.|.)
(\d+\.\d+))|(?:AppleWebKit.(\d+(?:\.\d+)?))|(?:Trident\/\d+\.\d+.*rv:(\d+\.\d+))/.exec(e),b=/(Mac OS X)|(Windows)|
(Linux)/.exec(e);if(f=/\b(iPhone|iP[ao]d)/.exec(e),p=/\b(iP[ao]d)/.exec(e),h=/Android/i.exec(e),m=/FBAN\/\w+;/i.exec(e),v=/
Mobile/i.exec(e),d=!!/Win64/.exec(e),t){(n=t[1]?parseFloat(t[1]):t[5]?
parseFloat(t[5]):NaN)&&document&&document.documentMode&&(n=document.documentMode);var 
y=/(?:Trident\/(\d+.\d+))/.exec(e);s=y?parseFloat(y[1])+4:n,i=t[2]?parseFloat(t[2]):NaN,r=t[3]?parseFloat(t[3]):NaN,
(o=t[4]?parseFloat(t[4]):NaN)?(t=/(?:Chrome\/(\d+\.\d+))/.exec(e),a=t&&t[1]?parseFloat(t[1]):NaN):a=NaN}else 
n=i=r=a=o=NaN;if(b){if(b[1]){var _=/(?:Mac OS X (\d+(?:[._]\d+)?))/.exec(e);l=!_||parseFloat(_[1].replace("_","."))}else 
l=!1;c=!!b[2],u=!!b[3]}else l=c=u=!1}}var y={ie:function(){return b()||n},ieCompatibilityMode:function(){return 
b()||s>n},ie64:function(){return y.ie()&&d},firefox:function(){return b()||i},opera:function(){return 
b()||r},webkit:function(){return b()||o},safari:function(){return y.webkit()},chrome:function(){return 
b()||a},windows:function(){return b()||c},osx:function(){return b()||l},linux:function(){return b()||u},iphone:function()
{return b()||f},mobile:function(){return b()||f||p||h||v},nativeApp:function(){return b()||m},android:function(){return 
b()||h},ipad:function(){return b()||p}};e.exports=y},"+2s9":function(e,t,n){"use strict";var i=n("P1fK")
("span").classList,r=i&&i.constructor&&i.constructor.prototype;e.exports=r===Object.prototype?void 
0:r},"+3lO":function(e,t,n){n("abPz");for(var i=n("YjQv"),r=n("aLzV"),o=n("yYxz"),a=n("hgbu")
("toStringTag"),s="CSSRuleList,CSSStyleDeclaration,CSSValueList,ClientRectList,DOMRectList,DOMStringList,DOMTokenList,DataT
ransferItemList,FileList,HTMLAllCollection,HTMLCollection,HTMLFormElement,HTMLSelectElement,MediaList,MimeTypeArray,NamedNo
deMap,NodeList,PaintRequestList,Plugin,PluginArray,SVGLengthList,SVGNumberList,SVGP
...
...
...
upload-list.vue";var Xa=Ya.exports,Za=n(24),Ja=n.n(Za);var Qa=function(){var 
e=this,t=e.$createElement;return(e._self._c||t)("div",{staticClass:"el-upload-dragger",class:{"is-dragover":e.dragover},on:
{drop:function(t){return t.preventDefault(),e.onDrop(t)},dragover:function(t){return 
t.preventDefault(),e.onDragover(t)},dragleave:function(t){t.preventDefault(),e.dragover=!1}}},
[e._t("default")],2)};Qa._withStripped=!0;var es=r({name:"ElUploadDrag",props:{disabled:Boolean},inject:{uploader:
{default:""}},data:function(){return{dragover:!1}},methods:{onDragover:function(){this.disabled||
(this.dragover=!0)},onDrop:function(e){if(!this.disabled&&this.uploader){var t=this.uploader.accept;this.dragover=!1,t?
this.$emit("file",[].slice.call(e.dataTransfer.files).filter(function(e){var n=e.type,i=e.name,r=i.indexOf(".")>-
1?"."+i.split(".").pop():"",o=n.replace(/\/.*$/,"");return t.split(",").map(function(e){return 
e.trim()}).filter(function(e){return e}).some(function(e){return/\..+$/.test(e)?r===e:/\/\*$/.test(e)?

2024/10/24 62

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N
http://192.168.5.164:38083/static/js/vendor.c957ed4a3048e5062e1f1728438058047.js


TOC

o===e.replace(/\/\*$/,""):!!/^[^\/]+\/[^\/]+$/.test(e)&&n===e})})):this.$emit("file",e.dataTransfer.files)}}}},Qa,
[],!1,null,null,null);es.options.__file="packages/upload/src/upload-dragger.vue";var ts=r({inject:["uploader"],components:
{UploadDragger:es.exports},props:{type:String,action:{type:String,required:!0},name:
{type:String,default:"file"},data:Object,headers:Object,withCredentials:Boolean,multiple:Boolean,accept:String,onStart:Func
tion,onProgress:Function,onSuccess:Function,onError:Function,beforeUpload:Function,drag:Boolean,onPreview:
{type:Function,default:function(){}},onRemove:{type:Function,default:function()
{}},fileList:Array,autoUpload:Boolean,listType:String,httpRequest:{type:Function,default:function(e){if("undefined"!=typeof 
XMLHttpRequest){var t=new XMLHttpRequest,n=e.action;t.upload&&(t.upload.onprogress=function(t){t.total>0&&
(t.percent=t.loaded/t.total*100),e.onProgress(t)});var i=new FormData;e.data&&O
...
...
...

问题   2   /   3

发现可能的服务器路径泄露模式发现可能的服务器路径泄露模式

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js

实体：实体： app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js (Page)

风险：风险： 可能会检索 Web 服务器安装的绝对路径，这可能会帮助攻击者开展进一步攻击和获取有关 Web 应用程序文件系统结构的信息

原因：原因： 未安装第三方产品的最新补丁或最新修补程序

固定值：固定值： 为 Web 服务器或 Web 应用程序下载相关的安全补丁

差异：差异：

推理：推理： 响应包含服务器上文件的绝对路径和/或文件名。

测试请求和响应：测试请求和响应：

GET /oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
Accept-Language: en-US
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

...

...

...upload-list.vue";var Qa=Za.exports,es=n(24),ts=n.n(es);var ns=function(){var 
e=this,t=e.$createElement;return(e._self._c||t)("div",{staticClass:"el-upload-dragger",class:{"is-dragover":e.dragover},on:
{drop:function(t){return t.preventDefault(),e.onDrop(t)},dragover:function(t){return 
t.preventDefault(),e.onDragover(t)},dragleave:function(t){t.preventDefault(),e.dragover=!1}}},
[e._t("default")],2)};ns._withStripped=!0;var is=r({name:"ElUploadDrag",props:{disabled:Boolean},inject:{uploader:
{default:""}},data:function(){return{dragover:!1}},methods:{onDragover:function(){this.disabled||
(this.dragover=!0)},onDrop:function(e){if(!this.disabled&&this.uploader){var t=this.uploader.accept;this.dragover=!1,t?
this.$emit("file",[].slice.call(e.dataTransfer.files).filter(function(e){var n=e.type,i=e.name,r=i.indexOf(".")>-
1?"."+i.split(".").pop():"",o=n.replace(/\/.*$/,"");return t.split(",").map(function(e){return 
e.trim()}).filter(function(e){return e}).some(function(e){return/\..+$/.test(e)?r===e:/\/\*$/.test(e)?
o===e.replace(/\/\*$/,""):!!/^[^\/]+\/[^\/]+$/.test(e)&&n===e})})):this.$emit("file",e.dataTransfer.files)}}}},ns,
[],!1,null,null,null);is.options.__file="packages/upload/src/upload-dragger.vue";var rs=r({inject:["uploader"],components:
{UploadDragger:is.exports},props:{type:String,action:{type:String,required:!0},name:
{type:String,default:"file"},data:Object,headers:Object,withCredentials:Boolean,multiple:Boolean,accept:String,onStart:Func
tion,onProgress:Function,onSuccess:Function,onError:Function,beforeUpload:Function,drag:Boolean,onPreview:
{type:Function,default:function(){}},onRemove:{type:Function,default:function()
{}},fileList:Array,autoUpload:Boolean,listType:String,httpRequest:{type:Function,default:function(e){if("undefined"!=typeof 
XMLHttpRequest){var t=new XMLHttpRequest,n=e.action;t.upload&&(t.upload.onprogress=function(t){t.total>0&&
(t.percent=t.loaded/t.total*100),e.onProgress(t)});var i=new FormData;e.data&&O
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...

...

...
n[be])?Me:n[ke]<0||n[ke]>24||24===n[ke]&&(0!==n[we]||0!==n[Se]||0!==n[Ee])?ke:n[we]<0||n[we]>59?we:n[Se]<0||n[Se]>59?
Se:n[Ee]<0||n[Ee]>999?Ee:-1,v(e)._overflowDayOfYear&&(t<ye||t>Me)&&(t=Me),v(e)._overflowWeeks&&-1===t&&
(t=Ce),v(e)._overflowWeekday&&-1===t&&(t=xe),v(e).overflow=t),e}var gt=/^\s*((?:[+-]\d{6}|\d{4})-(?:\d\d-\d\d|W\d\d-
\d|W\d\d|\d\d\d|\d\d))(?:(T| )(\d\d(?::\d\d(?::\d\d(?:[.,]\d+)?)?)?)([+-]\d\d(?::?\d\d)?|\s*Z)?)?$/,_t=/^\s*((?:[+-
]\d{6}|\d{4})(?:\d\d\d\d|W\d\d\d|W\d\d|\d\d\d|\d\d|))(?:(T| )(\d\d(?:\d\d(?:\d\d(?:[.,]\d+)?)?)?)([+-]\d\d(?::?\d\d)?
|\s*Z)?)?$/,yt=/Z|[+-]\d\d(?::?\d\d)?/,bt=[["YYYYYY-MM-DD",/[+-]\d{6}-\d\d-\d\d/],["YYYY-MM-DD",/\d{4}-\d\d-\d\d/],["GGGG-
[W]WW-E",/\d{4}-W\d\d-\d/],["GGGG-[W]WW",/\d{4}-W\d\d/,!1],["YYYY-DDD",/\d{4}-\d{3}/],["YYYY-MM",/\d{4}-\d\d/,!1],
["YYYYYYMMDD",/[+-]\d{10}/],["YYYYMMDD",/\d{8}/],["GGGG[W]WWE",/\d{4}W\d{3}/],["GGGG[W]WW",/\d{4}W\d{2}/,!1],
["YYYYDDD",/\d{7}/],["YYYYMM",/\d{6}/,!1],["YYYY",/\d{4}/,!1]],Mt=[["HH:mm:ss.SSSS",/\d\d:\d\d:\d\d\.\d+/],
["HH:mm:ss,SSSS",/\d\d:\d\d:\d\d,\d+/],["HH:mm:ss",/\d\d:\d\d:\d\d/],["HH:mm",/\d\d:\d\d/],
["HHmmss.SSSS",/\d\d\d\d\d\d\.\d+/],["HHmmss,SSSS",/\d\d\d\d\d\d,\d+/],["HHmmss",/\d\d\d\d\d\d/],["HHmm",/\d\d\d\d/],
["HH",/\d\d/]],kt=/^\/?Date\((-?\d+)/i,wt=/^(?:(Mon|Tue|Wed|Thu|Fri|Sat|Sun),?\s)?
(\d{1,2})\s(Jan|Feb|Mar|Apr|May|Jun|Jul|Aug|Sep|Oct|Nov|Dec)\s(\d{2,4})\s(\d\d):(\d\d)(?::(\d\d))?\s(?:(UT|GMT|[ECMP]
[SD]T)|([Zz])|([+-]\d{4}))$/,St={UT:0,GMT:0,EDT:-240,EST:-300,CDT:-300,CST:-360,MDT:-360,MST:-420,PDT:-420,PST:-
480};function Et(e){var t,n,i,r,o,a,s=e._i,l=gt.exec(s)||_t.exec(s),c=bt.length,u=Mt.length;if(l)
{for(v(e).iso=!0,t=0,n=c;t<n;t++)if(bt[t][1].exec(l[1])){r=bt[t][0],i=!1!==bt[t][2];break}if(null==r)return 
void(e._isValid=!1);if(l[3]){for(t=0,n=u;t<n;t++)if(Mt[t][1].exec(l[3])){o=(l[2]||" ")+Mt[t][0];break}if(null==o)return 
void(e._isValid=!1)}if(!i&&null!=o)return void(e._isValid=!1);if(l[4]){if(!yt.exec(l[4]))return 
void(e._isValid=!1);a="Z"}e._f=r+(o||"")+(a||""),Dt(e)}else e._isValid=!1}function Ct(e,t,n,i,r,o
...
...
...
rts=function(e,t){return(e=i(e))<0?r(e+t,0):o(e,t)}},function(e,t,n){var i=n(20),r=Math.min;e.exports=function(e){return 
e>0?r(i(e),9007199254740991):0}},function(e,t,n){var i=n(17);e.exports=function(e){return Object(i(e))}},function(e,t,n)
{var i=n(10);e.exports=function(e,t){if(!i(e))return e;var 
n,r;if(t&&"function"==typeof(n=e.toString)&&!i(r=n.call(e)))return 
r;if("function"==typeof(n=e.valueOf)&&!i(r=n.call(e)))return 
r;if(!t&&"function"==typeof(n=e.toString)&&!i(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive 
value")}},function(e,t){var n=0,i=Math.random();e.exports=function(e){return"Symbol(".concat(void 0===e?"":e,")_",
(++n+i).toString(36))}},function(e,t,n){var i=n(18);i(i.S+i.F*!n(6),"Object",{defineProperty:n(19).f})},function(e,t,n){var 
i=n(58),r=n(51);n(52)("keys",function(){return function(e){return r(i(e))}})},function(e,t,n){(e.exports=n(0)
(!0)).push([e.i,".uploader-unsupport{position:relative;z-index:10;overflow:hidden}","",
{version:3,sources:["/Users/didi/Documents/git/private/vue-uploader/src/components/unsupport.vue"],names:
[],mappings:"AACA,oBACE,kBAAmB,AACnB,WAAY,AACZ,eAAiB,CAClB",file:"unsupport.vue",sourcesContent:["\n.uploader-unsupport {\n
position: relative;\n  z-index: 10;\n  overflow: hidden;\n}\n"],sourceRoot:""}])},function(e,t,n){(e.exports=n(0)
(!0)).push([e.i,".uploader-list{position:relative}.uploader-list>ul{list-style:none;margin:0;padding:0}","",
{version:3,sources:["/Users/didi/Documents/git/private/vue-uploader/src/components/list.vue"],names:
[],mappings:"AACA,eACE,iBAAmB,CACpB,AACD,kBACE,gBAAiB,AACjB,SAAU,AACV,SAAU,CACX",file:"list.vue",sourcesContent:
["\n.uploader-list {\n  position: relative;\n}\n.uploader-list > ul {\n  list-style: none;\n  margin: 0;\n  padding: 
0\n}\n"],sourceRoot:""}])},function(e,t,n){(e.exports=n(0)(!0)).push([e.i,'.uploader-
file{position:relative;height:49px;line-height:49px;overflow:hidden;border-bottom:1px solid #cdcdcd}.uploader-
file[status=error] .uploader-file-retry,.uploader-file[status=paused] .uploader-file-resume,.uploader-
file[status=uploading] .uploader-file-pause,.uploader-file[status=waiting] .uploader-file-pause{display:block}.uploader-
file[status=success] .uploader-file-remove{display:none}.uploader-file[status=error] .uploader-file-
progress{background:#ffe0e0}.uploader-file-progress{position:absolute;width:100%;height:100%;background:#e2eeff;-webkit-
transform
...
...
...
aUAtqQS14toLNM5fN5APdwBJA8G83Pk/aK/rgzVvXzeQD3cASQPBvNz5P2ssTzAaGUIrHEO6zI5gNDKEUjyHcxxWkh4Ylcowwk1QQpIeGJXKMMJO0EgwqyjGCio
JBJvDrxRMSuVOTJEXfbz1/bHwWtBL0yoQehK6RucgE+bGzanzulQh6E3IgQV+xpc8kcrfuSO7eTfJ3ZYmQw0Oy9azVKOk1C/bJ5D5F38YPeLfx0rjWJxHsS0Sqs
SYuxySjj5qO5Oj7xQWy2VBtFOwzCy6ryH3YfE3uh64Y1xckgstJPydEjkkeHv07Iy4Xaao15+KCWTBx6M/db+T9xivSErqaJDdzXI6yLRE8Vgg0coex/SPJvT0S
bWu0KpZtbgSpCH3NRt7I5OxHkObc6heU+/M/J5vrpBFM5GBLqCQux14COXs5CNXK5OjPGm1tSMrJSOMNYQ4mVTGV/L6zTL7+DovkbFUxbSW0Wo05l8hJWsU+cRW
fSh+Mt5Lb1ck/J1TvVsdDaR/MiEni+llsdZuZp62EViu+96bpNjNPWwmtVnzvFd5m9IVVC54x/wA7gNvqFG9vXQAAAABJRU5ErkJggg==") no-repeat 0 
0}.uploader-file-actions>span:hover{background-position-x:-21px}.uploader-file-actions .uploader-file-pause{background-
position-y:0}.uploader-file-actions .uploader-file-resume{background-position-y:-17px}.uploader-file-actions .uploader-
file-retry{background-position-y:-53px}.uploader-file-actions .uploader-file-remove{display:block;background-position-y:-
34px}',"",{version:3,sources:["/Users/didi/Documents/git/private/vue-uploader/src/components/file.vue"],names:
[],mappings:"AACA,eACE,kBAAmB,AACnB,YAAa,AACb,iBAAkB,AAClB,gBAAiB,AACjB,+BAAiC,CAClC,AAQD,gNACE,aAAe,CAChB,AACD,qDACE,YAAc,
CACf,AACD,qDACE,kBAAoB,CACrB,AACD,wBACE,kBAAmB,AACnB,WAAY,AACZ,YAAa,AACb,mBAAoB,AACpB,oCAAqC,AAC7B,2BAA6B,CACtC,AACD,2BACE,
kCAAmC,AACnC,yBAA2B,CAC5B,AACD,oBACE,kBAAmB,AACnB,UAAW,AACX,YAAa,AACb,eAAiB,CAClB,AACD,0BACE,kCAA2C,CAC5C,AACD,6CAEE,iBAAmB
,CACpB,AACD,yGAKE,WAAY,AACZ,kBAAmB,AACnB,WAAa,CACd,AACD,oBACE,UAAW,AACX,gBAAiB,AACjB,mBAAoB,AACpB,uBAAwB,AACxB,gBAAkB,CACnB
,AACD,oBACE,WAAY,AACZ,YAAa,AACb,qBAAsB,AACtB,mBAAoB,AACpB,gBAAiB,AACjB,gBAAkB,CACnB,AACD,2BACE,iBAAc,AACd,cAAe,AACf,YAAa,AA
Cb,eAAgB,AAChB,cAAe,AACf,aAAe,CAChB,AACD,wCACE,gBAAc,CACf,AACD,uCACE,gBAAc,CACf,AACD,uCACE,gBAAc,CACf,AACD,uCACE,gBAAc,CACf
,AACD,0CACE,gBAAc,CACf,AACD,oBACE,UAAW,AACX,gBAAkB,CACnB,AACD,oBACE,QAAU,CACX,AACD,sBACE,UAAW,AACX,gBAAkB,CACnB,AACD,uBACE,
SAAW,CACZ,AACD
...
...
...
E+bGzanzulQh6E3IgQV+xpc8kcrfuSO7eTfJ3ZYmQw0Oy9azVKOk1C/bJ5D5F38YPeLfx0rjWJxHsS0SqsSYuxySjj5qO5Oj7xQWy2VBtFOwzCy6ryH3YfE3uh6
4Y1xckgstJPydEjkkeHv07Iy4Xaao15+KCWTBx6M/db+T9xivSErqaJDdzXI6yLRE8Vgg0coex/SPJvT0SbWu0KpZtbgSpCH3NRt7I5OxHkObc6heU+/M/J5vrp
BFM5GBLqCQux14COXs5CNXK5OjPGm1tSMrJSOMNYQ4mVTGV/L6zTL7+DovkbFUxbSW0Wo05l8hJWsU+cRWfSh+Mt5Lb1ck/J1TvVsdDaR/MiEni+llsdZuZp62E
Viu+96bpNjNPWwmtVnzvFd5m9IVVC54x/wA7gNvqFG9vXQAAAABJRU5ErkJggg==") no-repeat 0 0;\n}\n.uploader-file-actions > span:hover 
{\n  background-position-x: -21px;\n}\n.uploader-file-actions .uploader-file-pause {\n  background-position-y: 
0;\n}\n.uploader-file-actions .uploader-file-resume {\n  background-position-y: -17px;\n}\n.uploader-file-actions 
.uploader-file-retry {\n  background-position-y: -53px;\n}\n.uploader-file-actions .uploader-file-remove {\n  display: 
block;\n  background-position-y: -34px;\n}\n'],sourceRoot:""}])},function(e,t,n){(e.exports=n(0)
(!0)).push([e.i,".uploader{position:relative}","",{version:3,sources:["/Users/didi/Documents/git/private/vue-
uploader/src/components/uploader.vue"],names:[],mappings:"AACA,UACE,iBAAmB,CACpB",file:"uploader.vue",sourcesContent:
["\n.uploader {\n  position: relative;\n}\n"],sourceRoot:""}])},function(e,t,n){(e.exports=n(0)(!0)).push([e.i,".uploader-
drop{position:relative;padding:10px;overflow:hidden;border:1px dashed #ccc;background-color:#f5f5f5}.uploader-
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dragover{border-color:#999;background-color:#f7f7f7}","",{version:3,sources:["/Users/didi/Documents/git/private/vue-
uploader/src/components/drop.vue"],names:
[],mappings:"AACA,eACE,kBAAmB,AACnB,aAAc,AACd,gBAAiB,AACjB,uBAAwB,AACxB,wBAA0B,CAC3B,AACD,mBACE,kBAAmB,AACnB,wBAA0B,CAC3B",
file:"drop.vue",sourcesContent:["\n.uploader-drop {\n  position: relative;\n  padding: 10px;\n  overflow: hidden;\n  
border: 1px dashed #ccc;\n  background-color: #f5f5f5;\n}\n.uploader-dragover {\n  border-color: #999;\n  background-color: 
#f7f7f7;\n}\n"],sourceRoot:""}])},function(e,t,n){(e.exports=n(0)(!0)).push([e.i,".uploader-
files{position:relative}.uploader-files>ul{list-style:none;margin:0;padding:0}","",
{version:3,sources:["/Users/didi/Documents/git/private/vue-uploader/src/components/files.vue"],names:
[],mappings:"AACA,gBACE,iBAAmB,CACpB,AACD,mBACE,gBAAiB,AACjB,SAAU,AACV,SAAU,CACX",file:"files.vue",sourcesContent:
["\n.uploader-files {\n  position: relative;\n}\n.uploader-files > ul {\n  list-style: none;\n  margin: 0;\n  padding: 
0\n}\n"],sourceRoot:""}])},function(e,t,n){(e.exports=n(0)(!0)).push([e.i,".uploader-btn{display:inline-
block;position:relative;padding:4px 8px;font-size:100%;line-height:1.4;color:#666;border:1px solid 
#666;cursor:pointer;border-radius:2px;background:none;outline:none}.uploader-btn:hover{background-
color:rgba(0,0,0,.08)}","",{version:3,sources:["/Users/didi/Documents/git/private/vue-
uploader/src/components/btn.vue"],names:
[],mappings:"AACA,cACE,qBAAsB,AACtB,kBAAmB,AACnB,gBAAiB,AACjB,eAAgB,AAChB,gBAAiB,AACjB,WAAY,AACZ,sBAAuB,AACvB,eAAgB,AAChB,k
BAAmB,AACnB,gBAAiB,AACjB,YAAc,CACf,AACD,oBACE,gCAAqC,CACtC",file:"btn.vue",sourcesContent:["\n.uploader-btn {\n  display: 
inline-block;\n  position: relative;\n  padding: 4px 8px;\n  font-size: 100%;\n  line-height: 1.4;\n  color: #666;\n  
border: 1px solid #666;\n  cursor: pointer;\n  border-radius: 2px;\n  background: none;\n  outline: none;\n}\n.uploader-
btn:hover {\n  background-color: rgba(0, 0, 0, .08);\n}\n"],sourceRoot:""}])},function(e,t,n){var i=n(7).each,r=
{_eventData:null,on:function(e,t){this._eventData||(this._eventData={}),this._eventData[e]||(this._eventData[e]=[]);var 
n=!1;i(this._eventData[e],function(e){if(e===t)return n=!0,!1}),n||this._eventData[e].push(t)},off:function(e,t)
{this._eventData||(this._eventData={}),this._even
...
...
...

问题   3   /   3

发现可能的服务器路径泄露模式发现可能的服务器路径泄露模式

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/static/js/app.b95efa2fbfea7e1b4c2d1729646934114.js

实体：实体： app.b95efa2fbfea7e1b4c2d1729646934114.js (Page)

风险：风险： 可能会检索 Web 服务器安装的绝对路径，这可能会帮助攻击者开展进一步攻击和获取有关 Web 应用程序文件系统结构的信息

原因：原因： 未安装第三方产品的最新补丁或最新修补程序

固定值：固定值： 为 Web 服务器或 Web 应用程序下载相关的安全补丁

差异：差异：

推理：推理： 响应包含服务器上文件的绝对路径和/或文件名。

测试请求和响应：测试请求和响应：

GET /newmeeting/static/js/app.b95efa2fbfea7e1b4c2d1729646934114.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:05:12 GMT
Content-Type: application/javascript
Content-Length: 1737333
Last-Modified: Wed, 23 Oct 2024 02:07:18 GMT
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Connection: keep-alive
ETag: "67185a56-1a8275"
Accept-Ranges: bytes

webpackJsonp([42],{"++K3":function(e,t){var n,i,r,o,a,s,c,l,u,d,f,h,p,_,m,v=!1;function g(){if(!v){v=!0;var 
e=navigator.userAgent,t=/(?:MSIE.(\d+\.\d+))|(?:(?:Firefox|GranParadiso|Iceweasel).(\d+\.\d+))|(?:Opera(?:.+Version.|.)
(\d+\.\d+))|(?:AppleWebKit.(\d+(?:\.\d+)?))|(?:Trident\/\d+\.\d+.*rv:(\d+\.\d+))/.exec(e),g=/(Mac OS X)|(Windows)|
(Linux)/.exec(e);if(h=/\b(iPhone|iP[ao]d)/.exec(e),p=/\b(iP[ao]d)/.exec(e),d=/Android/i.exec(e),_=/FBAN\/\w+;/i.exec(e),m=/
Mobile/i.exec(e),f=!!/Win64/.exec(e),t){(n=t[1]?parseFloat(t[1]):t[5]?
parseFloat(t[5]):NaN)&&document&&document.documentMode&&(n=document.documentMode);var 
C=/(?:Trident\/(\d+.\d+))/.exec(e);s=C?parseFloat(C[1])+4:n,i=t[2]?parseFloat(t[2]):NaN,r=t[3]?parseFloat(t[3]):NaN,
(o=t[4]?parseFloat(t[4]):NaN)?(t=/(?:Chrome\/(\d+\.\d+))/.exec(e),a=t&&t[1]?parseFloat(t[1]):NaN):a=NaN}else 
n=i=r=a=o=NaN;if(g){if(g[1]){var b=/(?:Mac OS X (\d+(?:[._]\d+)?))/.exec(e);c=!b||parseFloat(b[1].replace("_","."))}else 
c=!1;l=!!g[2],u=!!g[3]}else c=l=u=!1}}var C={ie:function(){return g()||n},ieCompatibilityMode:function(){return 
g()||s>n},ie64:function(){return C.ie()&&f},firefox:function(){return g()||i},opera:function(){return 
g()||r},webkit:function(){return g()||o},safari:function(){return C.webkit()},chrome:function(){return 
g()||a},windows:function(){return g()||l},osx:function(){return g()||c},linux:function(){return g()||u},iphone:function()
{return g()||h},mobile:function(){return g()||h||p||d||m},nativeApp:function(){return g()||_},android:function(){return 
g()||d},ipad:function(){return g()||p}};e.exports=C},"+2s9":function(e,t,n){"use strict";var i=n("P1fK")
("span").classList,r=i&&i.constructor&&i.constructor.prototype;e.exports=r===Object.prototype?void 
0:r},"+3lO":function(e,t,n){n("abPz");for(var i=n("YjQv"),r=n("aLzV"),o=n("yYxz"),a=n("hgbu")
("toStringTag"),s="CSSRuleList,CSSStyleDeclaration,CSSValueList,ClientRectList,DOMRectList,DOMStringList,DOMTokenList,DataT
ransferItemList,FileList,HTMLAllCollection,HTMLCollection,HTMLFormElement,HTMLSelectElement,MediaList,MimeTypeArray,NamedNo
deMap,NodeList,PaintRequestList,Plugin,PluginArray,SVGLengthLis
...
...
...
upload-list.vue";var Za=Ja.exports,Qa=n(24),es=n.n(Qa);var ts=function(){var 
e=this,t=e.$createElement;return(e._self._c||t)("div",{staticClass:"el-upload-dragger",class:{"is-dragover":e.dragover},on:
{drop:function(t){return t.preventDefault(),e.onDrop(t)},dragover:function(t){return 
t.preventDefault(),e.onDragover(t)},dragleave:function(t){t.preventDefault(),e.dragover=!1}}},
[e._t("default")],2)};ts._withStripped=!0;var ns=r({name:"ElUploadDrag",props:{disabled:Boolean},inject:{uploader:
{default:""}},data:function(){return{dragover:!1}},methods:{onDragover:function(){this.disabled||
(this.dragover=!0)},onDrop:function(e){if(!this.disabled&&this.uploader){var t=this.uploader.accept;this.dragover=!1,t?
this.$emit("file",[].slice.call(e.dataTransfer.files).filter(function(e){var n=e.type,i=e.name,r=i.indexOf(".")>-
1?"."+i.split(".").pop():"",o=n.replace(/\/.*$/,"");return t.split(",").map(function(e){return 
e.trim()}).filter(function(e){return e}).some(function(e){return/\..+$/.test(e)?r===e:/\/\*$/.test(e)?
o===e.replace(/\/\*$/,""):!!/^[^\/]+\/[^\/]+$/.test(e)&&n===e})})):this.$emit("file",e.dataTransfer.files)}}}},ts,
[],!1,null,null,null);ns.options.__file="packages/upload/src/upload-dragger.vue";var is=r({inject:["uploader"],components:
{UploadDragger:ns.exports},props:{type:String,action:{type:String,required:!0},name:
{type:String,default:"file"},data:Object,headers:Object,withCredentials:Boolean,multiple:Boolean,accept:String,onStart:Func
tion,onProgress:Function,onSuccess:Function,onError:Function,beforeUpload:Function,drag:Boolean,onPreview:
{type:Function,default:function(){}},onRemove:{type:Function,default:function()
{}},fileList:Array,autoUpload:Boolean,listType:String,httpRequest:{type:Function,default:function(e){if("undefined"!=typeof 
XMLHttpRequest){var t=new XMLHttpRequest,n=e.action;t.upload&&(t.upload.onprogress=function(t){t.total>0&&
(t.percent=t.loaded/t.total*100),e.onProgress(t)});var i=new FormData;e.data&&O
...
...
...
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严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/static/js/0.9ab7a4b131fd6e2fdbe62.0.2441.649-2024-10-12.js

实体：实体： 0.9ab7a4b131fd6e2fdbe62.0.2441.649-2024-10-12.js (Page)

风险：风险： 可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置

原因：原因： Web 应用程序编程或配置不安全

固定值：固定值： 除去 Web 站点中的电子邮件地址

差异：差异：

推理：推理： 响应包含可能是专用的电子邮件地址。

测试请求和响应：测试请求和响应：

GET /oldmeeting/static/js/0.9ab7a4b131fd6e2fdbe62.0.2441.649-2024-10-12.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
Accept-Language: en-US
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:03:25 GMT
Content-Type: application/javascript
Content-Length: 1373723
Last-Modified: Wed, 23 Oct 2024 02:07:02 GMT
Connection: keep-alive
ETag: "67185a46-14f61b"
Accept-Ranges: bytes

webpackJsonp([0],{"+1Bp":function(t,e,i){i("roIn").__DEV__;var 
n=i("A5tq"),r=n.createHashMap,o=n.isString,a=n.isArray,s=n.each,c=(n.assert,i("4y0g").parseXML),l=r(),u=
{registerMap:function(t,e,i){var n;return a(e)?n=e:e.svg?n=[{type:"svg",source:e.svg,specialAreas:e.specialAreas}]:
(e.geoJson&&!e.features&&(i=e.specialAreas,e=e.geoJson),n=[{type:"geoJSON",source:e,specialAreas:i}]),s(n,function(t){var 
e=t.type;"geoJson"===e&&(e=t.type="geoJSON"),(0,h[e])(t)}),l.set(t,n)},retrieveMap:function(t){return l.get(t)}},h=
{geoJSON:function(t){var e=t.source;t.geoJSON=o(e)?"undefined"!=typeof JSON&&JSON.parse?JSON.parse(e):new Function("return 
("+e+");")():e},svg:function(t){t.svgXML=c(t.source)}};t.exports=u},"+2Hi":function(t,e,i){var 
n=i("bDs9"),r=i("w9uD").round;function o(t,e,i){var 
r=t.getArea(),o=t.getBaseAxis().isHorizontal(),a=r.x,s=r.y,c=r.width,l=r.height,u=i.get("lineStyle.width")||2;a-=u/2,s-
=u/2,c+=u,l+=u,a=Math.floor(a),c=Math.round(c);var h=new n.Rect({shape:{x:a,y:s,width:c,height:l}});return e&&
(h.shape[o?"width":"height"]=0,n.initProps(h,{shape:{width:c,height:l}},i)),h}function a(t,e,i){var o=t.getArea(),a=new 
n.Sector({shape:
{cx:r(t.cx,1),cy:r(t.cy,1),r0:r(o.r0,1),r:r(o.r,1),startAngle:o.startAngle,endAngle:o.endAngle,clockwise:o.clockwise}});ret
urn e&&(a.shape.endAngle=o.startAngle,n.initProps(a,{shape:
{endAngle:o.endAngle}},i)),a}e.createGridClipPath=o,e.createPolarClipPath=a,e.createClipPath=function(t,e,i){return 
t?"polar"===t.type?a(t,e,i):"cartesian2d"===t.type?o(t,e,i):null:null}},"+DRX":function(t,e,i){"use strict";var 
n=i("DLTi").Buffer,r=i("kFjB"),o=i("vKNg"),a=i("mwrz"),s=i("KHsM"),c=i("DTQn"),l=i("BN1J");function u(t)
{o.Writable.call(this);var e=l[t];if(!e)throw new Error("Unknown message 
digest");this._hashType=e.hash,this._hash=r(e.hash),this._tag=e.id,this._signType=e.sign}function h(t)
{o.Writable.call(this);var e=l[t];if(!e)throw new Error("Unknown message 
digest");this._hash=r(e.hash),this._tag=e.id,this._signType=e.sign}function f(t){return new u(t)}functi
...
...
...
DQogICAgICB9DQogICAgPC9zdHlsZT4NCiAgPC9kZWZzPg0KICA8cGF0aCBpZD0i55+p5b2iXzEiIGRhdGEtbmFtZT0i55+p5b2iIDEiIGNsYXNzPSJjbHMtMSI
gZD0iTTAsMEg0MFYxMDU0SDBWMEgwWiIvPg0KICA8cGF0aCBpZD0i55+p5b2iXzEtMiIgZGF0YS1uYW1lPSLnn6nlvaIgMSIgY2xhc3M9ImNscy0xIiBkPSJNOD
UsMGg0MFYxMDU0SDg1VjBoMFoiLz4NCiAgPHBhdGggaWQ9IuefqeW9ol8xLTMiIGRhdGEtbmFtZT0i55+p5b2iIDEiIGNsYXNzPSJjbHMtMiIgZD0iTTg1LDQya
DQwdjk3MEg4NVY0MmgwWiIvPg0KICA8cGF0aCBpZD0i55+p5b2iXzIiIGRhdGEtbmFtZT0i55+p5b2iIDIiIGNsYXNzPSJjbHMtMSIgZD0iTTAsMEgxMjVWNDBI
MFYwSDBaIi8+DQogIDxwYXRoIGlkPSLnn6nlvaJfMi0yIiBkYXRhLW5hbWU9IuefqeW9oiAyIiBjbGFzcz0iY2xzLTEiIGQ9Ik0wLDEwMTRIMTI1djQwSDB2LTQ
wSDBaIi8+DQo8L3N2Zz4NCg=="},z0Ns:function(t,e){t.exports={name:"elliptic",version:"6.5.7",description:"EC 
cryptography",main:"lib/elliptic.js",files:["lib"],scripts:{lint:"eslint lib test","lint:fix":"npm run lint -- --
fix",unit:"istanbul test _mocha --reporter=spec test/index.js",test:"npm run lint && npm run unit",version:"grunt dist && 
git add dist/"},repository:{type:"git",url:"git@github.com:indutny/elliptic"},keywords:
["EC","Elliptic","curve","Cryptography"],author:"Fedor Indutny <fedor@indutny.com>",license:"MIT",bugs:
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{url:"https://github.com/indutny/elliptic/issues"},homepage:"https://github.com/indutny/elliptic",devDependencies:
{brfs:"^2.0.2",coveralls:"^3.1.0",eslint:"^7.6.0",grunt:"^1.2.1","grunt-browserify":"^5.3.0","grunt-cli":"^1.3.2","grunt-
contrib-connect":"^3.0.0","grunt-contrib-copy":"^1.0.0","grunt-contrib-uglify":"^5.0.0","grunt-mocha-
istanbul":"^5.0.2","grunt-saucelabs":"^9.0.1",istanbul:"^0.4.5",mocha:"^8.0.1"},dependencies:
{"bn.js":"^4.11.9",brorand:"^1.1.0","hash.js":"^1.0.0","hmac-drbg":"^1.0.1",inherits:"^2.0.4","minimalistic-
assert":"^1.0.1","minimalistic-crypto-
utils":"^1.0.1"},__npminstall_done:!0,_from:"elliptic@6.5.7",_resolved:"https://registry.npmmirror.com/elliptic/-/elliptic-
6.5.7.tgz"}},z2li:function(t,e,i){"use strict";(function(e){void 
0===e||!e.version||0===e.version.indexOf("v0.")||0===e.version.indexOf("v1.")&&0!==e.version.indexOf("v1.8.")?t.exports=
{nextTick:function(t,i,n,r){if("fu
...
...
...
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问题   1   /   3

客户端（客户端（JavaScript））Cookie 引用引用

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/static/js/vendor.c957ed4a3048e5062e1f1728438058047.js

实体：实体： webpackJsonp([5],{"++K3":function(e,t){var n,i,r,o,a,s,l,c,u,h,d,f,p,m,v,g=!1;function b(){if(!g){g=... (Page)

风险：风险： 此攻击的最坏情形取决于在客户端所创建的 cookie 的上下文和角色

原因：原因： Cookie 是在客户端创建的

固定值：固定值： 除去客户端中的业务逻辑和安全逻辑

差异：差异：

推理：推理： AppScan 在 JavaScript 中找到对 cookie 的引用。

测试请求和响应：测试请求和响应：

GET /static/js/vendor.c957ed4a3048e5062e1f1728438058047.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
Accept-Language: en-US
Referer: http://192.168.5.164:38083/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:05:07 GMT
Content-Type: application/javascript
Content-Length: 1317779
Last-Modified: Wed, 23 Oct 2024 02:06:30 GMT
Connection: keep-alive
ETag: "67185a26-141b93"
Accept-Ranges: bytes
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webpackJsonp([5],{"++K3":function(e,t){var n,i,r,o,a,s,l,c,u,h,d,f,p,m,v,g=!1;function b(){if(!g){g=!0;var 
e=navigator.userAgent,t=/(?:MSIE.(\d+\.\d+))|(?:(?:Firefox|GranParadiso|Iceweasel).(\d+\.\d+))|(?:Opera(?:.+Version.|.)
(\d+\.\d+))|(?:AppleWebKit.(\d+(?:\.\d+)?))|(?:Trident\/\d+\.\d+.*rv:(\d+\.\d+))/.exec(e),b=/(Mac OS X)|(Windows)|
(Linux)/.exec(e);if(f=/\b(iPhone|iP[ao]d)/.exec(e),p=/\b(iP[ao]d)/.exec(e),h=/Android/i.exec(e),m=/FBAN\/\w+;/i.exec(e),v=/
Mobile/i.exec(e),d=!!/Win64/.exec(e),t){(n=t[1]?parseFloat(t[1]):t[5]?
parseFloat(t[5]):NaN)&&document&&document.documentMode&&(n=document.documentMode);var 
y=/(?:Trident\/(\d+.\d+))/.exec(e);s=y?parseFloat(y[1])+4:n,i=t[2]?parseFloat(t[2]):NaN,r=t[3]?parseFloat(t[3]):NaN,
(o=t[4]?parseFloat(t[4]):NaN)?(t=/(?:Chrome\/(\d+\.\d+))/.exec(e),a=t&&t[1]?parseFloat(t[1]):NaN):a=NaN}else 
n=i=r=a=o=NaN;if(b){if(b[1]){var _=/(?:Mac OS X (\d+(?:[._]\d+)?))/.exec(e);l=!_||parseFloat(_[1].replace("_","."))}else 
l=!1;c=!!b[2],u=!!b[3]}else l=c=u=!1}}var y={ie:function(){return b()||n},ieCompatibilityMode:function(){return 
b()||s>n},ie64:function(){return y.ie()&&d},firefox:function(){return b()||i},opera:function(){return 
b()||r},webkit:function(){return b()||o},safari:function(){return y.webkit()},chrome:function(){return 
b()||a},windows:function(){return b()||c},osx:function(){return b()||l},linux:function(){return b()||u},iphone:function()
{return b()||f},mobile:function(){return b()||f||p||h||v},nativeApp:function(){return b()||m},android:function(){return 
b()||h},ipad:function(){return b()||p}};e.exports=y},"+2s9":function(e,t,n){"use strict";var i=n("P1fK")
("span").classList,r=i&&i.constructor&&i.constructor.prototype;e.exports=r===Object.prototype?void 
0:r},"+3lO":function(e,t,n){n("abPz");for(var i=n("YjQv"),r=n("aLzV"),o=n("yYxz"),a=n("hgbu")
("toStringTag"),s="CSSRuleList,CSSStyleDeclaration,CSSValueList,ClientRectList,DOMRectList,DOMStringList,DOMTokenList,DataT
ransferItemList,FileList,HTMLAllCollection,HTMLCollection,HTMLFormElement,HTMLSelectElement,MediaList,MimeTypeArray,NamedNo
deMap,NodeList,PaintRequestList,Plugin,PluginArray,SVGLengthList,SVGNumberList,SVGPathSegList,SVGPointList,SVGStringList,SV
GTransformList,SourceBufferList,StyleSheetList,TextTrackCueList,TextTrackList,TouchList".split(","),l=0;l<s.length;l++){var 
c=s[l],u=i[c],h=u&&u.prototype;h&&!h[a]&&r(h,a,c),o[c]=o.Array}},"+MZ2":function(e,t){e.exports=function(e){if(void 
0==e)throw TypeError("Can't call method on  "+e);return e}},"+SdG":function(e,t,n){var i=n("a/OS")
("keys"),r=n("GmwO");e.exports=function(e){return i[e]||(i[e]=r(e))}},"+VX5":function(e,t,n){var 
i=n("W6Rd"),r=Math.max,o=Math.min;e.exports=function(e,t){return(e=i(e))<0?r(e+t,0):o(e,t)}},"+e1w":function(e,t,n){"use 
strict";var i=n("whWw"),r=n("3dPm");e.exports=function(e){var t=i(e,"string");return r(t)?t:t+""}},"+iDZ":function(e,t,n)
{var i=n("YjQv").document;e.exports=i&&i.documentElement},"+zJ9":function(e,t,n){var i=n("GmwO")
("meta"),r=n("8ANE"),o=n("x//u"),a=n("GCs6").f,s=0,l=Object.isExtensible||function(){return!0},c=!n("zyKz")(function()
{return l(Object.preventExtensions({}))}),u=function(e){a(e,i,{value:{i:"O"+ ++s,w:{}}})},h=e.exports=
{KEY:i,NEED:!1,fastKey:function(e,t){if(!r(e))return"symbol"==typeof e?e:("string"==typeof e?"S":"P")+e;if(!o(e,i))
{if(!l(e))return"F";if(!t)return"E";u(e)}return e[i].i},getWeak:function(e,t){if(!o(e,i))
{if(!l(e))return!0;if(!t)return!1;u(e)}return e[i].w},onFreeze:function(e){return 
c&&h.NEED&&l(e)&&!o(e,i)&&u(e),e}}},"/09a":function(e,t,n){"use strict";var 
i=n("AMIE"),r=n("YveC");e.exports=Object.keys||function(e){return i(e,r)}},"/506":function(e,t,n){"use strict";var 
i=n("PNE4").version,r={};["object","boolean","number","function","string","symbol"].forEach(function(e,t){r[e]=function(n)
{return typeof n===e||"a"+(t<1?"n ":" ")+e}});var o={};r.transitional=function(e,t,n){function r(e,t){return"[Axios v"+i+"] 
Transitional option '"+e+"'"+t+(n?". "+n:"")}return function(n,i,a){if(!1===e)throw new Error(r(i," has been removed"+(t?" 
in "+t:"")));return t&&!o[i]&&(o[i]=!0,console.warn(r(i," has been deprecated since v"+t+" and will be removed in the nea
...
...
...

问题   2   /   3

客户端（客户端（JavaScript））Cookie 引用引用

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js

实体：实体： webpackJsonp([116],{"+361":function(e,t,n){"use strict";function i(e){return o.ddSdk.invokeAPI(a,e)}... (Page)

风险：风险： 此攻击的最坏情形取决于在客户端所创建的 cookie 的上下文和角色

原因：原因： Cookie 是在客户端创建的

固定值：固定值： 除去客户端中的业务逻辑和安全逻辑

差异：差异：

推理：推理： AppScan 在 JavaScript 中找到对 cookie 的引用。

测试请求和响应：测试请求和响应：

GET /oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
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Accept-Language: en-US
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:05:12 GMT
Content-Type: application/javascript
Content-Length: 2789509
Last-Modified: Wed, 23 Oct 2024 02:07:10 GMT
Connection: keep-alive
ETag: "67185a4e-2a9085"
Accept-Ranges: bytes

webpackJsonp([116],{"+361":function(e,t,n){"use strict";function i(e){return o.ddSdk.invokeAPI(a,e)}var 
r;Object.defineProperty(t,"__esModule",{value:!0}),t.setKeepScreenOn$=void 0;var 
o=n("34Xc"),a="biz.util.setScreenKeepOn";o.ddSdk.setAPI(a,((r={})[o.ENV_ENUM.ios]={vs:"5.1.26"},r[o.ENV_ENUM.android]=
{vs:"5.1.26"},r)),t.setKeepScreenOn$=i,t.default=i},"+53f":function(e,t,n){"use strict";n("tZOJ")("link",function(e){return 
function(t){return e(this,"a","href",t)}})},"+956":function(e,t,n){"use strict";t.__esModule=!0;var i=n("Yg+z");var 
r=function(){function e(){!function(e,t){if(!(e instanceof t))throw new TypeError("Cannot call a class as a function")}
(this,e)}return e.prototype.beforeEnter=function(e){(0,i.addClass)(e,"collapse-transition"),e.dataset||(e.dataset=
{}),e.dataset.oldPaddingTop=e.style.paddingTop,e.dataset.oldPaddingBottom=e.style.paddingBottom,e.style.height="0",e.style.
paddingTop=0,e.style.paddingBottom=0},e.prototype.enter=function(e)
{e.dataset.oldOverflow=e.style.overflow,0!==e.scrollHeight?
(e.style.height=e.scrollHeight+"px",e.style.paddingTop=e.dataset.oldPaddingTop,e.style.paddingBottom=e.dataset.oldPaddingBo
ttom):
(e.style.height="",e.style.paddingTop=e.dataset.oldPaddingTop,e.style.paddingBottom=e.dataset.oldPaddingBottom),e.style.ove
rflow="hidden"},e.prototype.afterEnter=function(e){(0,i.removeClass)(e,"collapse-
transition"),e.style.height="",e.style.overflow=e.dataset.oldOverflow},e.prototype.beforeLeave=function(e){e.dataset||
(e.dataset=
{}),e.dataset.oldPaddingTop=e.style.paddingTop,e.dataset.oldPaddingBottom=e.style.paddingBottom,e.dataset.oldOverflow=e.sty
le.overflow,e.style.height=e.scrollHeight+"px",e.style.overflow="hidden"},e.prototype.leave=function(e)
{0!==e.scrollHeight&&((0,i.addClass)(e,"collapse-
transition"),e.style.height=0,e.style.paddingTop=0,e.style.paddingBottom=0)},e.prototype.afterLeave=function(e)
{(0,i.removeClass)(e,"collapse-
transition"),e.style.height="",e.style.overflow=e.dataset.oldOverflow,e.style.paddingTop=e.dataset.oldPaddingTop,e.style.pa
ddingBottom=e.dataset.oldPaddingBottom},e}();t.default={name:"ElCollapseTransition",functional:!0,render:function(e,t){var 
n=t.children;return e("transition",{on:new r},n)}}},"+9bS":function(e,t,n){"use strict";function i(e){return 
a.ddSdk.invokeAPI("runtime.h5nuvabridge.exec",o({_action:s},e))}var r,o=this&&this.__assign||function()
{return(o=Object.assign||function(e){for(var t,n=1,i=arguments.length;n<i;n++)for(var r in 
t=arguments[n])Object.prototype.hasOwnProperty.call(t,r)&&(e[r]=t[r]);return 
e}).apply(this,arguments)};Object.defineProperty(t,"__esModule",{value:!0}),t.getBluetoothAdapterState$=void 0;var 
a=n("34Xc"),s="getBluetoothAdapterState";a.ddSdk.setAPI("runtime.h5nuvabridge.exec",((r={})[a.ENV_ENUM.ios]=
{vs:"4.6.38"},r[a.ENV_ENUM.android]={vs:"4.6.38"},r)),t.getBluetoothAdapterState$=i,t.default=i},"+AFK":function(e,t,n)
{(function(e){"use strict";e.defineLocale("da",
{months:"januar_februar_marts_april_maj_juni_juli_august_september_oktober_november_december".split("_"),monthsShort:"jan_f
eb_mar_apr_maj_jun_jul_aug_sep_okt_nov_dec".split("_"),weekdays:"s\xf8ndag_mandag_tirsdag_onsdag_torsdag_fredag_l\xf8rdag".
split("_"),weekdaysShort:"s\xf8n_man_tir_ons_tor_fre_l\xf8r".split("_"),weekdaysMin:"s\xf8_ma_ti_on_to_fr_l\xf8".split("_")
,longDateFormat:{LT:"HH:mm",LTS:"HH:mm:ss",L:"DD.MM.YYYY",LL:"D. MMMM YYYY",LLL:"D. MMMM YYYY HH:mm",LLLL:"dddd [d.] D. 
MMMM YYYY [kl.] HH:mm"},calendar:{sameDay:"[i dag kl.] LT",nextDay:"[i morgen kl.] LT",nextWeek:"p\xe5 dddd [kl.] 
LT",lastDay:"[i g\xe5r kl.] LT",lastWeek:"[i] dddd[s kl.] LT",sameElse:"L"},relativeTime:{future:"om %s",past:"%s 
siden",s:"f\xe5 sekunder",ss:"%d sekunder",m:"et minut",mm:"%d minutter",h:"en time",hh:"%d timer",d:"en dag",dd:"%d 
dage",M:"en m\xe5ned",MM:"%d m\xe5neder",y:"et \xe5r",yy:"%d \xe5r"},dayOfMonthOrdinalParse:/\d{1,2}\./,ordinal:"%d.",week:
{dow:1,doy:4}})})(n("PxTW"))},"+Et9":function(e,t,n){n("5J4Y")("Set")},"+GGp":function(e,t,n){"use strict";function i(e)
{return o.ddSdk.invokeAPI(a,e)}var r;Object.defineProperty(t,"__esModule",{value:!0}),t.quickCallList$=void 0;var 
o=n("34Xc"),a="biz.telephone.quickCallList";o.ddSdk.setAPI
...
...
...

问题   3   /   3
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客户端（客户端（JavaScript））Cookie 引用引用

严重性：严重性： 参考参考

CVSS 分数：分数： 0.0

CVSS 向量：向量： AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N/E:X/RL:X/RC:X/CR:X/IR:X/AR:X/MAV:X/MAC:X/MPR:X/MUI:X/MS:X/MC:X/MI:X/MA:X

URL：： http://192.168.5.164:38083/newmeeting/static/js/app.b95efa2fbfea7e1b4c2d1729646934114.js

实体：实体： webpackJsonp([42],{"++K3":function(e,t){var n,i,r,o,a,s,c,l,u,d,f,h,p,_,m,v=!1;function g(){if(!v){v... (Page)

风险：风险： 此攻击的最坏情形取决于在客户端所创建的 cookie 的上下文和角色

原因：原因： Cookie 是在客户端创建的

固定值：固定值： 除去客户端中的业务逻辑和安全逻辑

差异：差异：

推理：推理： AppScan 在 JavaScript 中找到对 cookie 的引用。

测试请求和响应：测试请求和响应：

GET /newmeeting/static/js/app.b95efa2fbfea7e1b4c2d1729646934114.js HTTP/1.1
Host: 192.168.5.164:38083
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36
Accept: */*
Accept-Language: en-US
Referer: http://192.168.5.164:38083/newmeeting/
Connection: keep-alive
authorization: Bearer 
eyJhbGciOiJIUzUxMiJ9.eyJ1c2VyX2lkIjo3NzU5NSwidXNlcl9rZXkiOiIxOTg2ZDZiNC0zYTcwLTRiYzAtYjYwNi0yOWU0NTA0ODhlZTQiLCJ1c2VybmFtZS
I6ImFkbWluQGN6aiJ9.gpP4Wtla_drFcUkdsLHy436KxpCFairWf3CDrDT8_Zq6khzMdcVGBDodBrk0LNFwRzaXjpNwore4Nm3Pa8e0Qg
Content-Length: 0

HTTP/1.1 200 OK
Server: nginx/1.26.2
Date: Thu, 24 Oct 2024 02:05:12 GMT
Content-Type: application/javascript
Content-Length: 1737333
Last-Modified: Wed, 23 Oct 2024 02:07:18 GMT
Connection: keep-alive
ETag: "67185a56-1a8275"
Accept-Ranges: bytes

webpackJsonp([42],{"++K3":function(e,t){var n,i,r,o,a,s,c,l,u,d,f,h,p,_,m,v=!1;function g(){if(!v){v=!0;var 
e=navigator.userAgent,t=/(?:MSIE.(\d+\.\d+))|(?:(?:Firefox|GranParadiso|Iceweasel).(\d+\.\d+))|(?:Opera(?:.+Version.|.)
(\d+\.\d+))|(?:AppleWebKit.(\d+(?:\.\d+)?))|(?:Trident\/\d+\.\d+.*rv:(\d+\.\d+))/.exec(e),g=/(Mac OS X)|(Windows)|
(Linux)/.exec(e);if(h=/\b(iPhone|iP[ao]d)/.exec(e),p=/\b(iP[ao]d)/.exec(e),d=/Android/i.exec(e),_=/FBAN\/\w+;/i.exec(e),m=/
Mobile/i.exec(e),f=!!/Win64/.exec(e),t){(n=t[1]?parseFloat(t[1]):t[5]?
parseFloat(t[5]):NaN)&&document&&document.documentMode&&(n=document.documentMode);var 
C=/(?:Trident\/(\d+.\d+))/.exec(e);s=C?parseFloat(C[1])+4:n,i=t[2]?parseFloat(t[2]):NaN,r=t[3]?parseFloat(t[3]):NaN,
(o=t[4]?parseFloat(t[4]):NaN)?(t=/(?:Chrome\/(\d+\.\d+))/.exec(e),a=t&&t[1]?parseFloat(t[1]):NaN):a=NaN}else 
n=i=r=a=o=NaN;if(g){if(g[1]){var b=/(?:Mac OS X (\d+(?:[._]\d+)?))/.exec(e);c=!b||parseFloat(b[1].replace("_","."))}else 
c=!1;l=!!g[2],u=!!g[3]}else c=l=u=!1}}var C={ie:function(){return g()||n},ieCompatibilityMode:function(){return 
g()||s>n},ie64:function(){return C.ie()&&f},firefox:function(){return g()||i},opera:function(){return 
g()||r},webkit:function(){return g()||o},safari:function(){return C.webkit()},chrome:function(){return 
g()||a},windows:function(){return g()||l},osx:function(){return g()||c},linux:function(){return g()||u},iphone:function()
{return g()||h},mobile:function(){return g()||h||p||d||m},nativeApp:function(){return g()||_},android:function(){return 
g()||d},ipad:function(){return g()||p}};e.exports=C},"+2s9":function(e,t,n){"use strict";var i=n("P1fK")
("span").classList,r=i&&i.constructor&&i.constructor.prototype;e.exports=r===Object.prototype?void 
0:r},"+3lO":function(e,t,n){n("abPz");for(var i=n("YjQv"),r=n("aLzV"),o=n("yYxz"),a=n("hgbu")
("toStringTag"),s="CSSRuleList,CSSStyleDeclaration,CSSValueList,ClientRectList,DOMRectList,DOMStringList,DOMTokenList,DataT
ransferItemList,FileList,HTMLAllCollection,HTMLCollection,HTMLFormElement,HTMLSelectElement,MediaList,MimeTypeArray,NamedNo
deMap,NodeList,PaintRequestList,Plugin,PluginArray,SVGLengthList,SVGNumberList,SVGPathSegList,SVGPointList,SVGStringList,SV
GTransformList,SourceBufferList,StyleSheetList,TextTrackCueList,TextTrackList,TouchList".split(","),c=0;c<s.length;c++){var 
l=s[c],u=i[l],d=u&&u.prototype;d&&!d[a]&&r(d,a,l),o[l]=o.Array}},"+MZ2":function(e,t){e.exports=function(e){if(void 
0==e)throw TypeError("Can't call method on  "+e);return e}},"+SdG":function(e,t,n){var i=n("a/OS")
("keys"),r=n("GmwO");e.exports=function(e){return i[e]||(i[e]=r(e))}},"+VX5":function(e,t,n){var 
i=n("W6Rd"),r=Math.max,o=Math.min;e.exports=function(e,t){return(e=i(e))<0?r(e+t,0):o(e,t)}},"+ZEg":function(e,t,n){"use 
strict";var 
i=n("dZco"),r=n("celx"),o=n("fduV"),a=n("H8Gx"),s=n("HBY2"),c=n("EJk4"),l=n("r54x"),u=i.RangeError,d=i.Int8Array,f=d&&d.pro
totype,h=f&&f.set,p=o.aTypedArray,_=o.exportTypedArrayMethod,m=!l(function(){var e=new Uint8ClampedArray(2);return r(h,e,
{length:1,0:3},1),3!==e[1]}),v=m&&o.NATIVE_ARRAY_BUFFER_VIEWS&&l(function(){var e=new d(2);return 
e.set(1),e.set("2",1),0!==e[0]||2!==e[1]});_("set",function(e){p(this);var t=s(arguments.length>1?arguments[1]:void 
0,1),n=c(e);if(m)return r(h,this,n,t);var i=this.length,o=a(n),l=0;if(o+t>i)throw new u("Wrong 
length");for(;l<o;)this[t+l]=n[l++]},!m||v)},"+e1w":function(e,t,n){"use strict";var 
i=n("whWw"),r=n("3dPm");e.exports=function(e){var t=i(e,"string");return r(t)?t:t+""}},"+hPR":function(e,t,n){var 
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i=n("VpOn"),r=n("PGRs"),o=i.key,a=i.set;i.exp({defineMetadata:function(e,t,n,i){a(e,t,r(n),o(i))}})},"+iDZ":function(e,t,n)
{var i=n("YjQv").document;e.exports=i&&i.documentElement},"+qBm":function(e,t,n){"use strict";var 
i=n("HTem");e.exports=function(e,t){return!!e&&i(function(){t?e.call(null,function()
{},1):e.call(null)})}},"+zJ9":function(e,t,n){var i=n("GmwO")
("meta"),r=n("8ANE"),o=n("x//u"),a=n("GCs6").f,s=0,c=Object.isExtensible||function(){return!0},l=!n("zyKz")(function()
{return c(Object.preventExtensions({}))}),u=function(e){a(e,i,{value:{i:"O"+ ++s,w:{}}})},d=e.exports=
{KEY:i,NEED:!1,fastKey:function(e,
...
...
...
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修复方法

NoSQL 注入注入

原因：
未对用户输入正确执行危险字符清理

风险：
可以查看、变更或删除数据库条目和表格
该软件使用受外部影响的输入构建全部或部分 NoSQL DB 查询，但无法中和在将查询发送到数据库时可能修改查询的元素。
如果没有足够的类型检查或对用户可控制的输入进行转义，则生成的查询可能会导致这些输入被解释为查询的一部分而不是普通的用户数据。
这两个变量（$user 和 $pass）包含了用户在登录表单中输入的用户凭证。如果用户输入“jsmith”作为用户名，并输入“Demo1234”作为密码，那
么查询将如下所示：
例如，假设我们有一个带有登录表单的 HTML 页面，该页面最终使用以下 PHP 代码中的用户输入在数据库上运行以下 MongoDB 查询：
db->logins->find(array("用户名"=>$user, "密码"=>$pass));
$user 和 $pass 这两个变量包含用户在登录表单中输入的用户凭证。
如果用户输入“jsmith”作为用户名，输入“Demo1234”作为密码，则查询将如下所示：
db.logins.find（{ username: "jsmith", password: "Demo1234" } ）
但是如果用户发送“user[$ne]=1”而不是用户参数，发送“pass[$ne]=1”而不是密码参数，则查询将如下所示（PHP 将用户和密码参数视为关联数
组，其中一个元素“$ne”的值为 1）：
db.logins.find（{ username: { $ne: 1 } ， 密码：{ $ne: 1 } }）
由于$ne是NoSQL中的“不等于”条件，此查询将查找登录集合中用户名不等于1且密码不等于1的所有条目，这意味着此查询肯定会返回登录集合
中的所有用户。在这种情况下，该漏洞将导致攻击者无需有效的用户名和密码即可登录应用程序。

受影响产品：
此问题可能影响不同类型的产品。

修订建议：

常规

1. 要缓解该问题，将接收到的参数转换为正确的类型（例如字符串）。
2. 在可能的情况下对接收查询的函数使用对象而不是字符串。否则，对用户输入进行正确地转义。

CWE:
89

API 成批分配成批分配
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原因：
如果 API 端点自动将提供数据的客户机转换为内部对象属性，而不考虑这些属性的敏感度和暴露水平，则 API 端点容易受到成批分配攻击。

风险：
API 成批分配利用可能导致特权升级、数据篡改、绕过安全机制。

修订建议：

常规

避免使用自动将客户端输入绑定到代码变量或内部对象的函数。如果适用，请明确定义并强制执行输入数据有效负载的架构。

CWE:
915
913

外部引用：
API 安全性

临时文件下载临时文件下载

原因：
在生产环境中留下临时文件

风险：
可以下载临时脚本文件，这会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信息
Web 服务器通常会使“公共网关接口（CGI）”文件扩展名（如 .pl）与 Perl 之类的某个处理程序相关联。 当 URL 路径结尾是 .pl 时，路径所指
定的文件名会发送给 Perl 执行；文件内容不会返回给浏览器。 然而，当在适当的位置编辑脚本文件时，编辑器可以用新的文件扩展名来保存所
编辑的脚本的备份副本，例如：.bak、.sav、.old、~ 等等。Web 服务器通常没有这些文件扩展名的特定处理程序。 如果攻击者请求这类文件，
文件内容会直接发送到浏览器。
从虚拟目录下除去这些临时文件很重要，因为它们可能含有调试目的所用的敏感信息，也可能显露有并非当前逻辑，但仍可能受到利用的应用
程序逻辑攻击。

受影响产品：
该问题可能会影响各种类型的产品。

修订建议：

常规

请勿将文件的备份/暂存版本归档在虚拟 Web 服务器根目录之下。 这通常在编辑器“就地”编辑这些文件之时发生。 相反地，当升级站点时，请将
文件移动或复制到虚拟根目录以外的目录、在这个目录中编辑文件，然后再将文件移动（或复制）回虚拟根目录。 请确保，在虚拟根目录下，只
有实际在使用的文件。

CWE:
531
200
668
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外部引用：
WASC 威胁分类：可预期的资源位置

归档文件下载归档文件下载

原因：
在生产环境中留下临时文件

风险：
可以下载临时脚本文件，这会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信息
Web 服务器通常会使“公共网关接口（CGI）”文件扩展名（如 .pl）与 Perl 之类的某个处理程序相关联。 当 URL 路径结尾是 .pl 时，路径所指
定的文件名会发送给 Perl 执行；文件内容不会返回给浏览器。 不过，当归档脚本文件时，会创建一个 ARC 文件。Web 服务器通常没有处理这
个文件扩展名的特定处理程序。如果攻击者请求这个文件，文件内容会直接发送到浏览器。

受影响产品：
该问题可能会影响各种类型的产品。

修订建议：

常规

请勿将文件的归档版本存放在虚拟 Web 服务器根目录之下。相反地，请将归档文件存放在虚拟根之外。请确保，在虚拟根目录下，只有实际在使
用的文件。

CWE:
531
200
668

外部引用：
WASC 威胁分类：可预期的资源位置

Spring Boot Actuator 端点已公开端点已公开

原因：
Web 服务器或应用程序服务器是以不安全的方式配置的

风险：
可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
Spring Boot 具备一系列功能，能够帮助监控和管理生产中的应用程序。
Actuator 端点允许监控上述应用程序并与之交互。Spring Boot 包含一系列内置端点，还可以添加其他端点。
由于端点可能会包含敏感信息，因此应仔细考虑何时公开这些端点。
务必注意，仅可向授权用户公开端点，并须阻止其他所有用户访问端点。
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受影响产品：
Spring Boot Actuator 端点已启用。

修订建议：

常规

1. 仅启用操作所需的 Spring Server 端点。
2. 仅在必要时公开端点以供远程访问。
3. 通过仅限授权用户（例如仅具备 ENDPOINT_ADMIN 角色的用户）访问的方式保证您的端点的访问安全。

CWE:
200
497

外部引用：
Spring Boot Actuator：生产就绪型功能（端点）

“Content-Security-Policy”头缺失头缺失

原因：
Insecure web application programming or configuration

风险：
It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or sensitive file
locations
It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social security
number etc.
The absence or improper values of CSP can cause the web application being vulnerable to XSS, clickjacking, etc.
The "Content-Security-Policy" header is designed to modify the way browsers render pages, and thus to protect from various cross-site
injections, including Cross-Site Scripting. It is important to set the header value correctly, in a way that will not prevent proper operation of the
web site. For example, if the header is set to prevent execution of inline JavaScript, the web site must not use inline JavaScript in its pages.
To protect against Cross-Site Scripting, Cross-Frame Scripting and clickjacking, it is important to set the following policies with proper values:
Both of 'default-src' and 'frame-ancestors' policies, *OR* all of 'script-src', 'object-src' and 'frame-ancestors’ policies.
For 'default-src', 'script-src' and 'object-src', insecure values such as '*', 'data:', 'unsafe-inline' or 'unsafe-eval' should be avoided.
For 'frame-ancestors', insecure values such as '*' or 'data:' should be avoided.
Additionally for 'script-src', and 'default-src' (fallback directive for 'script-src') 'self' is considered insecure and should be avoided.
Please refer the following links for more information.
Please note that "Content-Security-Policy" includes four different tests. A general test that verifies if the "Content-Security-Policy" header is
being used and three additional tests that check if "Frame-Ancestors", "Object-Src" and "Script-Src" were configured correctly.

受影响产品：
This issue may affect different types of products
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修订建议：

常规

Configure your server to send the "Content-Security-Policy" header.
It is recommended to configure Content-Security-Policy header with secure values for its directives as below:
For 'default-src', and 'script-src' secure values such as 'none', or https://any.example.com.
For 'frame-ancestors', and 'object-src' secure values such as 'self', 'none' or https://any.example.com are expected.
"unsafe-inline" and "unsafe-eval" must not be used in any circumstance. Using nonce / hash would be only considered for short-term
workaround.
For Apache, see:
http://httpd.apache.org/docs/2.2/mod/mod_headers.html
For IIS, see:
https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx
For nginx, see:
http://nginx.org/en/docs/http/ngx_http_headers_module.html

CWE:
1032
79
693
830
1021

外部引用：
List of some secure Headers
An Introduction to Content Security Policy
MDN web docs - Content-Security-Policy

“X-Content-Type-Options”头缺失或不安全头缺失或不安全

原因：
Web 应用程序编程或配置不安全

风险：
可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
可能会劝说初级用户提供诸如用户名、密码、信用卡号、社会保险号等敏感信息。
“X-Content-Type-Options”头（具有“nosniff”值）防止 IE 和 Chrome 忽略响应的内容类型。
此操作可能防止不可信内容（例如，用户上载内容）在用户浏览器上执行（例如，在恶意命名之后）。

受影响产品：
此问题可能影响不同类型的产品
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修订建议：

常规

将服务器配置为针对所有外发请求发送具有值“nosniff”的“X-Content-Type-Options”头。
关于 Apache，请参阅：
http://httpd.apache.org/docs/2.2/mod/mod_headers.html
关于 IIS，请参阅：
https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx
关于 nginx，请参阅：
http://nginx.org/en/docs/http/ngx_http_headers_module.html

CWE:
200
693

外部引用：
有用 HTTP 头列表
减少 MIME 类型安全风险

发现发现 Web 应用程序源代码泄露模式应用程序源代码泄露模式

原因：
未安装第三方产品的最新补丁或最新修订程序
在生产环境中留下临时文件
程序员在 Web 页面上留下调试信息

风险：
可能会检索服务器端脚本的源代码，这可能会泄露应用程序逻辑及其他诸如用户名和密码之类的敏感信息
AppScan 检测到含有应用程序源代码片段的响应。Web 用户不应具有访问应用程序源代码的能力，因为它可能含有敏感的应用程序信息及后端
逻辑。
虽然这类泄漏不一定代表安全的违规，但它为攻击者提供了有用的指导，以进行进一步利用。
泄漏敏感信息可能带来不同级别的风险，应该尽可能加以限制。

受影响产品：
该问题可能会影响各种类型的产品。

修订建议：

常规

许多方式可以诱使 Web 应用程序显示其源代码。
要确保应用程序不允许 Web 用户访问源代码，请执行下列操作：
[1] 检查已安装与源代码泄露相关的所有系统补丁。
[2] 检查未将应用程序源代码留在 HTML 注释中。
[3] 检查已从生产环境中除去所有源代码文件。

CWE:
540
200
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在应用程序中发现不必要的在应用程序中发现不必要的 Http 响应头响应头

原因：
不安全的 Web 应用程序编程或配置

风险：
可能会收集有关 Web 服务器类型、版本、操作系统等的敏感信息。
AppScan 检测到不必要的 Http 响应头。
出于安全和隐私方面的原因，“Server”、“X-Powered-By”、“X-AspNetMvc-Version”和“X-AspNet-Version”等 Http 响应头不应出现在网页中。
“Server”头是每当服务器向客户机发送响应时通常会缺省添加的头。
“X-Powered-By”头是每当服务器向客户机发送响应时可能会缺省添加的头。
这些添加的头可能会泄露有关内部服务器软件版本和类型的敏感信息，从而使攻击者能够对其进行指纹识别并有针对性地利用漏洞进行攻击。
此外，当一个新的漏洞为公众所知时，服务器很可能会受到利用该漏洞发起的攻击。

受影响产品：
此问题可能会影响不同类型的产品。

修订建议：

常规

配置服务器以除去向所有外发请求发送的缺省“Server”头。
关于 IIS，请参阅：
https://techcommunity.microsoft.com/t5/iis-support-blog/remove-unwanted-http-response-headers/ba-p/369710
关于 nginx，请参阅：
https://www.getpagespeed.com/server-setup/nginx/how-to-remove-the-server-header-in-nginx
关于 Weblogic，请参阅：
https://docs.oracle.com/cd/E13222_01/wls/docs81/adminguide/web_server.html
关于 Apache，请参阅：
https://techglimpse.com/set-modify-response-headers-http-tip/

CWE:
200
668
497

外部引用：
指纹
防止信息泄露

检测到隐藏目录检测到隐藏目录

原因：
Web 服务器或应用程序服务器是以不安全的方式配置的

2024/10/24 79

http://cwe.mitre.org/data/definitions/200.html
http://cwe.mitre.org/data/definitions/668.html
http://cwe.mitre.org/data/definitions/497.html
http://projects.webappsec.org/w/page/13246925/Fingerprinting
https://www.hacksplaining.com/prevention/information-leakage


TOC

风险：
可能会检索有关站点文件系统结构的信息，这可能会帮助攻击者映射此 Web 站点
Web 应用程序显现了站点中的目录。虽然目录并没有列出其内容，但此信息可以帮助攻击者发展对站点进一步的攻击。例如，知道目录名称之
后，攻击者便可以猜测它的内容类型，也许还能猜出其中的文件名或子目录，并尝试访问它们。
内容的敏感度越高，此问题也可能越严重。

受影响产品：
该问题可能会影响各种类型的产品。

修订建议：

常规

如果不需要禁止的资源，请将其从站点中除去。
可能的话，请发出改用“404 － 找不到”响应状态代码，而不是“403 － 禁止”。这项更改会将站点的目录模糊化，可以防止泄漏站点结构。

CWE:
200
497

"Referral Policy" Security 头缺失头缺失

原因：
不安全的 Web 应用程序编程或配置

风险：
可能会收集有关 Web 应用程序的敏感信息，例如用户名、密码、计算机名称和/或敏感文件位置
可能会诱使防备心不强的用户提供敏感信息，如用户名、密码、信用卡号、社会保险号等
缺少 Referrer Policy 或 Referrer Policy 的值不正确会导致 URL 本身泄露，甚至包含在 URL 中的敏感信息也会泄露到跨站点。
这是规则集的一部分，用于检查 Referrer Policy 是否存在，如果存在则测试其配置。“Referer Policy”头定义了在 Referer 头中可用的数据，用
于目标位置 (document.referrer) 中的导航和 iframe。该头被设计用来修改浏览器呈现页面的方式，从而防止跨域 Referer 泄露。请务必要正确
设置该头值，以免妨碍网站的正常运行。
Referer 头是一个请求报头，它指示流量来自哪个站点。如果没有适当的预防措施，URL 本身，甚至包含在 URL 中的敏感信息都会泄露到跨站
点。
“no-referrer-when-downgrade”和“unsafe-url”是泄露第三方网站完整 URL 的策略。其余策略包括“no-referrer”、“origin”、“origin-when-cross-
origin”、“same-origin”、“strict-origin”、“strict-origin-when-cross-origin”。
请参考以下链接获取更多信息。

受影响产品：
此问题可能会影响不同类型的产品
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修订建议：

常规

配置您的服务器以发送“Referrer Policy”头。
建议使用其指令的安全值配置 Referrer Policy 头，如下所示：
“strict-origin-when-cross-origin”提供了更多的隐私。使用此策略，仅在跨源请求的 Referer 头中发送源。
对于 Google Chrome，请参见：
https://developers.google.com/web/updates/2020/07/referrer-policy-new-chrome-default
对于 Firefox，请参见：
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy.

CWE:
200
664
668

外部引用：
MDN Web 文档 - Referrer-Policy

发现内部发现内部 IP 泄露模式泄露模式

原因：
Web 应用程序编程或配置不安全

风险：
可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
AppScan 检测到包含内部 IP 地址的响应。
内部 IP 定义为以下 IP 范围内的 IP：
10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255
内部 IP 公开对于攻击者非常有价值，因为它揭示了内部网络的 IP 联网模式。获知内部网络的 IP 联网模式可能会帮助攻击者计划针对内部网络
的进一步攻击。

受影响产品：
该问题可能会影响各种类型的产品。

修订建议：

常规

内部 IP 通常显现在 Web 应用程序/服务器所生成的错误消息中，或显现在 HTML/JavaScript 注释中。
[1] 关闭 Web 应用程序/服务器中有问题的详细错误消息。
[2] 确保已安装相关的补丁。
[3] 确保内部 IP 信息未留在 HTML/JavaScript 注释中。

CWE:
200
497
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发现可能的服务器路径泄露模式发现可能的服务器路径泄露模式

原因：
未安装第三方产品的最新补丁或最新修补程序

风险：
可能会检索 Web 服务器安装的绝对路径，这可能会帮助攻击者开展进一步攻击和获取有关 Web 应用程序文件系统结构的信息
AppScan 检测到包含文件绝对路径的响应（例如，Windows 中的 c:\dir\file，或 Unix 中的 /dir/file）。
攻击者可能能够利用这一信息访问服务器机器目录结构上的敏感信息，进而对站点发起进一步攻击。

受影响产品：
此问题可能影响不同类型的产品。

修订建议：

常规

有几种缓解技术：
[1] 如果漏洞存在于应用程序内，请修复服务器代码，以使得任何输出中都不包含文件位置。
[2] 否则，如果应用程序位于第三方产品中，请根据 Web 服务器或 Web 应用程序上使用的第三方产品下载相关的安全补丁。

CWE:
200
497

发现电子邮件地址模式发现电子邮件地址模式

原因：
Web 应用程序编程或配置不安全

风险：
可能会收集有关 Web 应用程序的敏感信息，如用户名、密码、机器名和/或敏感文件位置
Spambot 搜寻因特网站点，开始查找电子邮件地址来构建发送自发电子邮件（垃圾邮件）的邮件列表。
AppScan 检测到含有一或多个电子邮件地址的响应，可供利用以发送垃圾邮件。
而且，找到的电子邮件地址也可能是专用电子邮件地址，对于一般大众应是不可访问的。

受影响产品：
该问题可能会影响各种类型的产品。

修订建议：

常规

从 Web 站点中除去任何电子邮件地址，以便其不会被恶意用户利用。
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CWE:
359
200
311

外部引用：
Spambot 的定义（维基百科）

客户端（客户端（JavaScript））Cookie 引用引用

原因：
Cookie 是在客户端创建的

风险：
此攻击的最坏情形取决于在客户端所创建的 cookie 的上下文和角色
cookie 是一则信息，通常由 Web 服务器创建并存储在 Web 浏览器中。
web 应用程序主要（但不只是）使用 cookie 包含的信息来识别用户并维护用户的状态。
AppScan 检测到客户端上的 JavaScript 代码用于操控（创建或修改）站点的 cookie。
攻击者有可能查看此代码、了解其逻辑并根据所了解的知识将其用于组成其自己的 cookie，或修改现有 cookie。
攻击者可能导致的损坏取决于应用程序使用其 cookie 的方式或应用程序存储在这些 cookie 中的信息内容。
此外，cookie 操控还可能导致会话劫持或特权升级。
由 cookie 毒害导致的其他漏洞包含 SQL 注入和跨站点脚本编制。

受影响产品：
该问题可能会影响各种类型的产品。

修订建议：

常规

[1] 避免在客户端放置业务/安全逻辑。
[2] 查找并除去客户端不安全的 JavaScript 代码，该代码可能会对站点造成安全威胁。

CWE:
602
693

外部引用：
WASC 威胁分类：信息泄露
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应用程序数据

已访问的已访问的 URL 56

URL

http://192.168.5.164:38083/
http://192.168.5.164:38083/static/js/manifest.68a79aef5bd5ee4eec791728438058047.js
http://192.168.5.164:38083/static/js/app.70b673ef16d2c091e14f1728438058047.js
http://192.168.5.164:38083/static/config.json
http://192.168.5.164:38083/oldmeeting/api/company/getCompanyPageList?companyNumber=CN-SZ-00-0201&pageNum=1&pageSize=99&ke
y=
http://192.168.5.164:38083/oldmeeting/api/role/query/?keyword=
http://192.168.5.164:38083/oldmeeting/api/position/select
http://192.168.5.164:38083/oldmeeting/api/department/select
http://192.168.5.164:38083/static/js/vendor.c957ed4a3048e5062e1f1728438058047.js
http://192.168.5.164:38083/static/js/2.f1fbcfdf6f68fe7a98351728438058047.js
http://192.168.5.164:38083/newmeeting/api/systemConfiguration/systemConfig?companyNumber=CN-SZ-00-0201
http://192.168.5.164:38083/api/code
http://192.168.5.164:38083/api/auth/login
http://192.168.5.164:38083/static/js/1.697a7fd3562b96d071841728438058047.js
http://192.168.5.164:38083/static/js/0.d8eb35e1789db52941071728438058047.js
http://192.168.5.164:38083/oldmeeting/api/system/getUserInfo?type=1
http://192.168.5.164:38083/oldmeeting/api/systemConfiguration/globalConfig?companyNumber=CN-SZ-00-0201
http://192.168.5.164:38083/oldmeeting/
http://192.168.5.164:38083/oldmeeting/static/wxLogin.js
http://192.168.5.164:38083/oldmeeting/static/wwLogin-1.2.7.js
http://192.168.5.164:38083/oldmeeting/static/js/vendor.ead118a55a77a8ed4b002.0.2441.649-2024-10-12.js
http://192.168.5.164:38083/oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js
http://192.168.5.164:38083/oldmeeting/static/js/47.4fb0cd985ceb7cf9b5052.0.2441.649-2024-10-12.js
http://192.168.5.164:38083/oldmeeting/static/config.json
http://192.168.5.164:38083/oldmeeting/static/js/24.d1e2604ed51cb544ef062.0.2441.649-2024-10-12.js
http://192.168.5.164:38083/oldmeeting/static/js/0.9ab7a4b131fd6e2fdbe62.0.2441.649-2024-10-12.js
http://192.168.5.164:38083/oldmeeting/api/manageUser/judgePossessor?uid=77595
http://192.168.5.164:38083/oldmeeting/static/js/3.37b19c58d8b07851b6592.0.2441.649-2024-10-12.js
http://192.168.5.164:38083/newmeeting/api/system/getLoginAccount?userAccount=csba
http://192.168.5.164:38083/newmeeting/
http://192.168.5.164:38083/newmeeting/static/js/vendor.eb6d9e602293f31e2c771729646934114.js
http://192.168.5.164:38083/newmeeting/static/js/app.b95efa2fbfea7e1b4c2d1729646934114.js
http://192.168.5.164:38083/newmeeting/static/yw-cim-api.min.js
http://192.168.5.164:38083/newmeeting/static/config.json
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http://192.168.5.164:38083/newmeeting/api/system/getUserInfo?type=1
http://192.168.5.164:38083/newmeeting/api/systemConfiguration/globalConfig?companyNumber=CN-SZ-00-0201
http://192.168.5.164:38083/newmeeting/static/js/6.7500ed500866659b4d461729646934114.js
http://192.168.5.164:38083/newmeeting/static/js/0.ea56ece5194ed2117e2f1729646934114.js
http://192.168.5.164:38083/newmeeting/api/conference/getConferenceByType/CN-SZ-00-0201/2
http://192.168.5.164:38083/newmeeting/api/function/select
http://192.168.5.164:38083/newmeeting/api/area/select
http://192.168.5.164:38083/newmeeting/api/department/getMoreLevelsDepartment
http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForBook
http://192.168.5.164:38083/newmeeting/api/conference/selectPage
http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForBook
http://192.168.5.164:8888/
http://192.168.5.164:38083/newmeeting/api/conference/selectPage
http://192.168.5.164:38083/newmeeting/api/conference/selectPage
http://192.168.5.164:38083/newmeeting/api/conference/selectPage
http://192.168.5.164:38083/static/config.json
http://192.168.5.164:38083/newmeeting/api/systemConfiguration/systemConfig?companyNumber=CN-SZ-00-0201
http://192.168.5.164:38083/api/code
http://192.168.5.164:38083/api/auth/login
http://192.168.5.164:38083/oldmeeting/api/system/getUserInfo?type=1
http://192.168.5.164:38083/oldmeeting/api/systemConfiguration/globalConfig?companyNumber=CN-SZ-00-0201
http://192.168.5.164:38083/api/auth/login

参数参数 48

名称名称 值值 URL 类型类型

key http://192.168.5.164:38083/oldmeeting/api/company/getCompanyPageList?com
panyNumber=CN-SZ-00-0201&pageNum=1&pageSize=99&key=

简单
链接

->"uuid" c133b364318041c185c04717ceaf7825
1f8f18e5badd4ceb966e31575e3dd8c6
39104e921a214473975581c21baf54f4

http://192.168.5.164:38083/api/auth/login JSON

keyword http://192.168.5.164:38083/oldmeeting/api/role/query/?keyword= 简单
链接

uid 77595 http://192.168.5.164:38083/oldmeeting/api/manageUser/judgePossessor?uid=7
7595

简单
链接

company
Number

CN-SZ-00-0201 http://192.168.5.164:38083/oldmeeting/api/company/getCompanyPageList?com
panyNumber=CN-SZ-00-0201&pageNum=1&pageSize=99&key=

简单
链接

2024-10-12 http://192.168.5.164:38083/oldmeeting/static/js/47.4fb0cd985ceb7cf9b5052.0.2
441.649-2024-10-12.js

定制

company
Number

CN-SZ-00-0201 http://192.168.5.164:38083/newmeeting/api/systemConfiguration/systemConfig
?companyNumber=CN-SZ-00-0201

简单
链接

->"compa
nyNumber
"

CN-SZ-00-0201 http://192.168.5.164:38083/newmeeting/api/area/select JSON

->"key" http://192.168.5.164:38083/oldmeeting/api/position/select JSON
7500ed500866659b4d46172964693411 http://192.168.5.164:38083/newmeeting/static/js/6.7500ed500866659b4d46172

9646934114.js
定制

2024-10-12 http://192.168.5.164:38083/oldmeeting/static/js/0.9ab7a4b131fd6e2fdbe62.0.24
41.649-2024-10-12.js

定制
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->"pageC
ount"

10 http://192.168.5.164:38083/newmeeting/api/conference/selectPage JSON

type 1 http://192.168.5.164:38083/newmeeting/api/system/getUserInfo?type=1 简单
链接

68a79aef5bd5ee4eec79172843805804 http://192.168.5.164:38083/static/js/manifest.68a79aef5bd5ee4eec7917284380
58047.js

定制

->"currntP
age"

1 http://192.168.5.164:38083/newmeeting/api/conference/selectPage JSON

->"compa
nyNumber
"

CN-SZ-00-0201 http://192.168.5.164:38083/newmeeting/api/department/getMoreLevelsDepartm
ent

JSON

pageSize 99 http://192.168.5.164:38083/oldmeeting/api/company/getCompanyPageList?com
panyNumber=CN-SZ-00-0201&pageNum=1&pageSize=99&key=

简单
链接

->"key" http://192.168.5.164:38083/oldmeeting/api/department/select JSON
->"compa
nyNumber
"

CN-SZ-00-0201 http://192.168.5.164:38083/oldmeeting/api/department/select JSON

70b673ef16d2c091e14f172843805804 http://192.168.5.164:38083/static/js/app.70b673ef16d2c091e14f172843805804
7.js

定制

->"compa
nyNumber
"

CN-SZ-00-0201 http://192.168.5.164:38083/newmeeting/api/conference/selectPage JSON

->"compa
nyNumber
"

CN-SZ-00-0201 http://192.168.5.164:38083/newmeeting/api/function/select JSON

->"endTim
e"

2024-10-24 10:04:10
2024-10-24 09:55:01
2024-10-24 10:05:04

http://192.168.5.164:38083/newmeeting/api/conference/selectPage JSON

->"passwo
rd"

4a0485a939aebb35b8e9cb9e869359384
a50cf9f3ff1ab6bbf710af66ee85ac9

http://192.168.5.164:38083/api/auth/login JSON

->"compa
nyNumber
"

CN-SZ-00-0201 http://192.168.5.164:38083/oldmeeting/api/position/select JSON

company
Number

CN-SZ-00-0201 http://192.168.5.164:38083/newmeeting/api/systemConfiguration/globalConfig?
companyNumber=CN-SZ-00-0201

简单
链接

c957ed4a3048e5062e1f172843805804 http://192.168.5.164:38083/static/js/vendor.c957ed4a3048e5062e1f172843805
8047.js

定制

2024-10-12 http://192.168.5.164:38083/oldmeeting/static/js/vendor.ead118a55a77a8ed4b0
02.0.2441.649-2024-10-12.js

定制

type 1 http://192.168.5.164:38083/oldmeeting/api/system/getUserInfo?type=1 简单
链接

->"keywor
d"

csba http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForB
ook

JSON

d8eb35e1789db5294107172843805804 http://192.168.5.164:38083/static/js/0.d8eb35e1789db52941071728438058047.
js

定制

f1fbcfdf6f68fe7a9835172843805804 http://192.168.5.164:38083/static/js/2.f1fbcfdf6f68fe7a98351728438058047.js 定制

pageNum 1 http://192.168.5.164:38083/oldmeeting/api/company/getCompanyPageList?com
panyNumber=CN-SZ-00-0201&pageNum=1&pageSize=99&key=

简单
链接

b95efa2fbfea7e1b4c2d172964693411 http://192.168.5.164:38083/newmeeting/static/js/app.b95efa2fbfea7e1b4c2d172
9646934114.js

定制

eb6d9e602293f31e2c77172964693411 http://192.168.5.164:38083/newmeeting/static/js/vendor.eb6d9e602293f31e2c7
71729646934114.js

定制

->"pageSi
ze"

10 http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForB
ook

JSON

userAccou
nt

csba http://192.168.5.164:38083/newmeeting/api/system/getLoginAccount?userAcco
unt=csba

简单
链接

->"compa CN-SZ-00-0201 http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForB JSON
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nyNumber
"

ook

2024-10-12 http://192.168.5.164:38083/oldmeeting/static/js/24.d1e2604ed51cb544ef062.0.2
441.649-2024-10-12.js

定制

2024-10-12 http://192.168.5.164:38083/oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0
.2441.649-2024-10-12.js

定制

ea56ece5194ed2117e2f172964693411 http://192.168.5.164:38083/newmeeting/static/js/0.ea56ece5194ed2117e2f1729
646934114.js

定制

->"confere
nceName"

csba http://192.168.5.164:38083/newmeeting/api/conference/selectPage JSON

2024-10-12 http://192.168.5.164:38083/oldmeeting/static/js/3.37b19c58d8b07851b6592.0.2
441.649-2024-10-12.js

定制

697a7fd3562b96d07184172843805804 http://192.168.5.164:38083/static/js/1.697a7fd3562b96d071841728438058047.j
s

定制

->"userna
me"

admin@czj http://192.168.5.164:38083/api/auth/login JSON

->"pageN
um"

1 http://192.168.5.164:38083/newmeeting/api/manageUser/getManagerPageForB
ook

JSON

->"startTi
me"

2024-10-24 09:49:10
2024-10-24 09:40:01
2024-10-24 09:50:04

http://192.168.5.164:38083/newmeeting/api/conference/selectPage JSON

company
Number

CN-SZ-00-0201 http://192.168.5.164:38083/oldmeeting/api/systemConfiguration/globalConfig?c
ompanyNumber=CN-SZ-00-0201

简单
链接

失败的请求失败的请求 3

URL 原因原因

http://192.168.5.164:8888/null 响应状态“404” － 找不到

http://192.168.5.164:38083/new/ 响应状态“403” － 禁止

http://192.168.5.164:38083/static/ 响应状态“403” － 禁止

已过滤的已过滤的 URL 8

URL 原因原因

http://192.168.5.164:38083/static/css/app.6966afdda287cb0d12d748a1ed7bfaa5.css 文件扩展名

http://192.168.5.164:38083/oldmeeting/static/favicon.ico 文件扩展名

http://192.168.5.164:38083/oldmeeting/static/css/app.9fd216e6c120245d43bfce59c2293725.css 文件扩展名

http://192.168.5.164:38083/newmeeting/static/favicon.ico 文件扩展名

http://192.168.5.164:38083/newmeeting/static/css/app.a05ab4cbe4070daf5b42a3215c9e6e1b.css 文件扩展名

http://nginx.org/ 未测试的 Web Server
http://nginx.com/ 未测试的 Web Server
http://192.168.5.164:38083/ 类似主体
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注释注释 1

URL 注释注释

http://192.168.5.164:38083/ <!DOCTYPE html>

JavaScript 24

URL / 代码代码

http://192.168.5.164:38083/static/js/manifest.68a79aef5bd5ee4eec791728438058047.js

!function(e){var n=window.webpackJsonp;window.webpackJsonp=function(r,c,a){for(var i,u,f,d=0,s=
[];d<r.length;d++)u=r[d],t[u]&&s.push(t[u][0]),t[u]=0;for(i in c)Object.prototype.hasOwnProperty.call(c,i)&&
(e[i]=c[i]);for(n&&n(r,c,a);s.length;)s.shift()();if(a)for(d=0;d<a.length;d++)f=o(o.s=a[d]);return f};var r={},t={7:0};function o(n)
{if(r[n])return r[n].exports;var t=r[n]={i:n,l:!1,exports:{}};return 
e[n].call(t.exports,t,t.exports,o),t.l=!0,t.exports}o.e=function(e){var n=t[e];if(0===n)return new Promise(function(e)
{e()});if(n)return n[2];var r=new Promise(function(r,o){n=t[e]=[r,o]});n[2]=r;var c=document.getElementsByTagName("head")
[0],a=document.createElement("script");a.type="text/javascript",a.charset="utf-
8",a.async=!0,a.timeout=12e4,o.nc&&a.setAttribute("nonce",o.nc),a.src=o.p+"static/js/"+e+"."+
{0:"d8eb35e1789db5294107",1:"697a7fd3562b96d07184",2:"f1fbcfdf6f68fe7a9835",3:"0dfd5c2296d8b0776d9c",4:"a1fcd22c5b77ab6012c7"}
[e]+"1728438058047.js";var i=setTimeout(u,12e4);function u(){a.onerror=a.onload=null,clearTimeout(i);var n=t[e];0!==n&&(n&&n[1](new 
Error("Loading chunk "+e+" failed.")),t[e]=void 0)}return a.onerror=a.onload=u,c.appendChild(a),r},o.m=e,o.c=r,o.d=function(e,n,r)
{o.o(e,n)||Object.defineProperty(e,n,{configurable:!1,enumerable:!0,get:r})},o.n=function(e){var n=e&&e.__esModule?function(){return 
e.default}:function(){return e};return o.d(n,"a",n),n},o.o=function(e,n){return 
Object.prototype.hasOwnProperty.call(e,n)},o.p="./",o.oe=function(e){throw console.error(e),e}}([]);

http://192.168.5.164:38083/static/js/app.70b673ef16d2c091e14f1728438058047.js

webpackJsonp([6],{0:function(t,e){},4650:function(t,e,n){"use strict";var o=n("fKPv"),i=n.n(o),r=n("5fJT"),s=(n.n(r),n("q4B+")),a=
(n.n(s),n("zL8q")),c=(n.n(a),n("mtWM")),u=n.n(c),f=n("JaHG"),l=n("Av7u"),p=n.n(l),d=n("UkYy"),_=n("YaEn");function m(t,e){var 
n=Object.keys(t);if(Object.getOwnPropertySymbols){var o=Object.getOwnPropertySymbols(t);e&&(o=o.filter(function(e){return 
Object.getOwnPropertyDescriptor(t,e).enumerable})),n.push.apply(n,o)}return n}function g(t){for(var e=1;e<arguments.length;e++){var 
n=null!=arguments[e]?arguments[e]:{};e%2?m(Object(n),!0).forEach(function(e){i()(t,e,n[e])}):Object.getOwnPropertyDescriptors?
Object.defineProperties(t,Object.getOwnPropertyDescriptors(n)):m(Object(n)).forEach(function(e)
{Object.defineProperty(t,e,Object.getOwnPropertyDescriptor(n,e))})}return t}function h(t,e){let 
n=p.a.SHA256(e).toString(),o=n.slice(16,32),i=n.slice(0,8)+n.substring(n.length-8);return d.a.encrypt(t,o,i)}const 
y=u.a.create({baseURL:Object({NODE_ENV:"production"}).BASE_API,timeout:0});y.interceptors.request.use(function(t){let 
e=localStorage.getItem("platformToken")?JSON.parse(localStorage.getItem("platformToken")):"";e&&(t.headers.authorization="Bearer 
"+e.access_token,e="Bearer "+e.access_token);let n=f.a.genrateRandomWord(!0,8,16),o=(new 
Date).valueOf().toString(),i=null;if("get"==t.method||"delete"==t.method){let 
e=f.a.getAllParamsFromUrlToObj(t.url),n=t.params||null;i=function(t){if(0===Object.keys(t).length&&t.constructor===Object)return 
null;const e={};for(const n in t)if(t.hasOwnProperty(n)){const o=t[n];e[n]="number"==typeof o||"boolean"==typeof o?
o.toString():o}return e}(i=g(g({},e),n))}else t.data&&(i=isFormData(t.data)?null:t.data);let r="";r=i?
o.toString()+JSON.stringify(i)+n.toString():o.toString()+n.toString(),console.log(r,"加密后的数据"),r=p.a.SHA256(r).toString();let 
s="";if(e)s=h(r,e);else{let e=f.a.genrateRandomWord(!0,60,60);s=h(r,e),t.headers.RandomCode=e.toString()}return t.headers["X-
TIMESTAMP"]=o.toString(),t.headers["X-SIGN"]=s.toString(),t.headers["X-RANDOM"]=n.toString(),t},t=>
{Promise.reject(t)}),y.interceptors.response.use(function(t){let e=t.data.code;if(e&&"200"!=e){a.Message.closeAll();let 
n=t.data.msg||t.data.message;if(n||(n="请求失败，请稍后再试"),"401"==e||"B0005"==e||"A0076"==e||"A0323"==e)return 
localStorage.removeItem("platformToken"),localStorage.removeItem("userInfo"),n="登录失效，请重新登录",Object(a.Message)
({message:n,type:"error",duration:3e3,offset:0}),_.a.push("Login"),void(window.location.href=window.location.origin+"/#/login");Object(
a.Message)({message:n,type:"error",duration:3e3,offset:0})}return t},t=>{404!==t.response.status?
Promise.reject(t):_.a.push("NotFound")}),e.a=y},"5fGL":function(t,e){},"7MRW":function(t,e,n){"use strict";var o=n("q4B+"),i=
(n.n(o),n("Av7u")),r=n.n(i);e.a={encrypt(t){var e=r.a.enc.Utf8.parse("Ubains&&HuaZhao6");return r.a.AES.encrypt(t,e,
{mode:r.a.mode.ECB,padding:r.a.pad.Pkcs7}).toString()},globalEncrypt(t){let e=arguments.length>1&&void 0!==arguments[1]?
arguments[1]:"1234567890654321",n=arguments.length>2&&void 0!==arguments[2]?
arguments[2]:"1234567890654321",o=r.a.enc.Utf8.parse(e),i=r.a.enc.Utf8.parse(n),s=r.a.enc.Utf8.parse(t),a=r.a.AES.encrypt(s,o,
{iv:i,mode:r.a.mode.CBC,padding:r.a.pad.Pkcs7});return r.a.enc.Base64.stringify(a.ciphertext)},globalDecrypt(t){let 
e=arguments.length>1&&void 0!==arguments[1]?arguments[1]:"1234567890654321",n=arguments.length>2&&void 0!==arguments[2]?
arguments[2]:"1234567890654321";var o=r.a.enc.Utf8.parse(e);let i=r.a.enc.Utf8.parse(n);return r.a.AES.decrypt(t,o,
{iv:i,mode:r.a.mode.CBC,padding:r.a.pad.Pkcs7}).toString(r.a.enc.Utf8)}}},DoLv:function(t,e){},EOtn:function(t,e,n){"use strict";var 
o=n("f9UU"),i=
(n.n(o),n("7+uW")),r=n("urW8"),s=n.n(r),a=n("TXmL"),c=n("HNqP"),u=n.n(c),f=n("OnRt"),l=n.n(f),p=n("Vi3T"),d=n.n(p),_=n("wUZ8"),m=n.n(_)
;i.default.use(a.a);const g={en:Object.assign(l.a,m.a),zh:Object.assign(u.a,d.a)},h=new 
a.a({locale:localStorage.getItem("locale")||"zh",messages:g});s.a.i18n((t,e)=>h.t(t,e)),e.a=h},HNqP:function(t,e){t.exports={home:
{lang:"语言切换",theme:"主题",zh:"中文简体",en:"英文",dark:"深黑",blue:"天蓝",help:"客服/帮助",message:"消息通知",searchbtn:"搜索",home:"首
页",workbench:"工作台",app:"常用应用",control:"视讯会控",unified:"统一会议管理平台",schedule:"会议日程",create:"创建会议",systemSetings:"系统设
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置",meetingRoom:"会议室",news:"新闻资讯",notice:"通知公告",us:"关于我们",helpCenter:"帮助中心",siteProve:"网站证明",connect:"联系我
们",attention:"扫码关注",userlist:"通讯录",meeting:"会议列表",managePanel:"管理看板",dataStatistics:"数据统计",terminalMaintenance:"终端运
维"},placeholder:{search:"请输入内容搜索"},btn:{search:"搜索"},number:{one:"1",two:"2",three:"3",four:"4",five:"5",sex:"6"},login:
{messageFind:"短信找回",emailFind:"邮箱找回",passwordLogin:"密码登录",password:"密码",authcode:"图形验证",login:"登录",loginPlaceholder:"手机
号/用户名/邮箱"}}},JaHG:function(module,__webpack_exports__,__webpack_require__){"use strict";var 
__WEBPACK_IMPORTED_MODULE_0_core_js_modules_es_promise_js__=__webpack_require__("5fJT"),__WEBPACK_IMPORTED_MODULE_0_core_js_modules_es_
promise_js___default=__webpack_require__.n(__WEBPACK_IMPORTED...

http://192.168.5.164:38083/

// document.write('<script src="./static/mqttws31.js?v=' + Math.random() + '"><\/script>');
    // document.write('<script src="./static/config.js?v=' + Math.random() + '"><\/script>');
    var config = {
      processEnvTest: false,
      apiPre: "/newmeeting",
      apiPre2: "/oldmeeting",
      companyNumber: "CN-SZ-00-0201",
      isAdminPage: 0,
      console: 0,
      govWechat: {
        gw_appid: "wwc20afc2f93482ccb",
      }
    }

http://192.168.5.164:38083/static/js/2.f1fbcfdf6f68fe7a98351728438058047.js

webpackJsonp([2],{"0AbD":function(e,t){},"3jjC":function(e,t)
{e.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAACwAAAAsCAYAAAAehFoBAAAAAXNSR0IArs4c6QAABGJJREFUWEfNmW1sU1UYx//PuWPr2uJaMPhSQ
jaU+QYyB86YqDFETZSoKMgXX3AShxFFnMEIdmRmQyfGUAYSkOAcH0zQaDBCQowYUWNE5c1pAm5rIJthiK6zrKXd2vuY2+BYWbeec08buB+3//P7/+7Jae7pLSFHV1Ur324K3MeM
aQRcCyAJoAeMowC+LyvGl58sJOtvWhdpTQOo3M6PErAawMwsrCAYgQOLaINOp5Zw5YfJFhA9rSjwg2HS/J+rqUdxLhW3J1zPoqKM9xFwh51Sa6uwSTccrqY+1XlbwhWt5m4wHlA
tG54noO3QIpoJIlbhKAvPaEk8S6D3VUpGzTKaf33GeEmFpST82MdsHO03TwPwqpSMlTVIlB+upnZZnpLw9G2JhQB2yMJlcgS817a44AWZrPKH7satiR0gWNK5uwh/TeoyfN/UU0
IGKr3Cd9dzQY8vcRyATwaskmGRvP7YYscxmRlp4fItfDlo8E8AhTJglQxDPNheU7BLZkZeeFNsKhuiUwaqnCFe0F5T9KnMnLRwaQt7RHygmwCXDFglwzDvCT5XvFdmRlrYgpVti
lv7rFwGrJIRnJzSudTZJTOjJFy6MbaFCTUyYOkM4ciJ5x0Vsnkl4cnN0SoStF8WLpUjru1a6lwnlbVz+PFtiB0E+BbZgiy5eDE7SjqWUVyWp7TCFnRyoP9mU4gjsgVj5Rhcc3KZ
a6sKS1nYgl+1PmodWAIqRSOyjM9OLnfOV2XYErZKrghE/AAaVAvP5XeeWu56xM6sbWGrbNK6yDwwPgBJn95MZrx5utZVZ0fWmtEStgC+jeGJA4PGywAeB1A6ikg3A1/ANAJ/v+L
4w65sToSHyplp4vrobJHkm0B0NYjdDDrOJnf+43Z9iyU0qCP6/6z2CudCQoVhT7iZi7zRkMNkIUYrIwczxygj3/qfmz3x7lo6qyKrtCVK3jkzh8BzQTSbgfJzhyB7NwwwGDEIWP
v5kCDa3Vvr3iMjn7XQ8274ITbhB+hWGaDtDKONiZrCK9wfjcUYU/iyteFWAE/ZlrAxSMBOB0WfOLXiykim8czC9Vw43nnmOwBVNjr1RwgdJos7I6+6R7wdyijseju8ny6W7PnbD
fafHX8dLvhyOkLY3RTezOAl+sukTyDg8/7XSuYNJ6UJO9f2VcKkA/pVuSMQ872RlZ6vMj44it8K7wV4Tu7q9EkM/i220jNjhLCjqXcKWJzQr8g9QZiYFX3dczDtwVG05t8XQdyc
+zp9IoEbY6u8qRPe0B4ubAxtB9GT+vg8EBh7Bvye+y9Y4b59DNyVhzp9JNHvA6tKpqcJj1sT+gmM/D5+7at3Dvq91g8957dEQWPI+vp+cZ5sWW6EgY6k3zstTdho6P0RoNvsL0L
+JgloT9R5U2+chj50RkPoFwCz8lerQSYEk37vNWnCoqE3aL0+08DmczRi1k1wp6/wG6GHWfBcMJKp4/WlcBEIROOI+evk6gmpc3LWA/yl4D3c4T8WdU08KgMEiQAAAABJRU5Erk
Jggg=="},"5ng9":function(e,t)
{e.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAADAAAAAwCAYAAABXAvmHAAAAAXNSR0IArs4c6QAACAhJREFUaEPVmluMldUVx39rf+cMcztnxgsqr
TrcQcALMd5qFcUIaSTUtNU+tLXVh9rGaNXEJm0fevpQa2JqrTa22DZNjWkjNlXAiihWQFSMgKDBFERBQWC4KMx95nzf/jd7bsA4Z845XGba/Thn77X+/73WXrdvjALrpoWKtrcy
mohLBHMxrkRkMTbLszSCZQ1VfPD0zZYUkjEcf7dCSi5eqDq1MdGMWRhzgEuADLDVYBnGojhmw4bvcQgzDQfYwXQMSuCyJ5XtirnIGbMkXY8xAzilV0AMvGumf3nvXnKdbFx3ux3
6nyEw8RGNytYxRWK+THMNZgI1RwI0aJbYIGxpJJ5Z9xFbyJkfCRJHWWD6QlWM6uRcH3OtTN80uLTXbQbD1oSx2rC/kLDy7dts38gSyMnNPJfTEpJZZnYjcB1wVhFQH5nxtJdbTM
T6d26x1uEm0W+BiU8qW9PBhMT575oxH9EAuCKAukx6y5s9a7h/vnubfThiBC74s6YkJDMMfgBcC0QlgtmHWCb0h2nZ1JrhDqv9FpjxeDxPzqYLfwvYtBLBh20yscobDzdno2U7b
7b2Ms4e99Z+AtMe77pTzk1F/gaw4D7lrLfBHu700aIPhzmk9hOY/Hj+foPJwNXA6HLQm3gb0yMd6fSz22+1g+WcPd69/QQmLeh6DGMi6s649WUIjiVWOaffpfMVL226w1rKOHvc
W/sJTFjQ+QSeCRgXALUlSg7Ja7vQC5L7a0Njev2KnIVMPWzrMIHfdz4lGA+EB1xdAoI88LFgtYkXU5as3PLD6k9KOHdCt/QTGPtYx0KD8eohUFVESwC/DdlqjCWxJW9V5qv2b73
LOk8ouhKE9RNoeLT9bzImgIXCrZAFgsu0ATsQq8Feci7/6vY7aveUoOukbOkncPaj7QuAiaCLweoKaOsQbDNYLdmiCh+v3XZ3beNJQVai0H4CX3ik7QGMyYgvDxFG9wOvS1oSp/
TcvhG8+T5+/QTG/LbtR2BTQV+B7jro88vYAfaC5J9VV/XKxvuGv3gbCOqwBX7TeqOcmy70HWBKAQvuAl42sSjy+Vd23lv3aYmWPmnb+gmc+VDL+TIuMLM7gcsKaAxJaqOZFsun/
tF4T+WwV58FLXDmg81nmGO6d+4u4PreSDSw5RRGI96We+xP9anKNSMROo8kcdiFFqi6s62lAfFtw24AJhUIp3nEBkNPKtKy/Qcz28hZ10nzkSKCD9/wAqXPaG89NU50tZnNJ4xS
Chd1ewxWAYuiRMsb78vsHXkCkvEL0qOrmxoSF83DuBU4vwCwfLcrSUslPfFZJvMmt1vIzsO+PjdWOfshVbXROgvp+1J3XxxmQYXmR++AnkK2+LNs7eaRIDEosMyvmyanxDek7rc
QrBBIDLZCWbEWbJGPksVN99ZtHW4TDEqg7lcHTyEVzZQ0z8zdCBo3BLCDoDdk7u9xZMvb7q7eU3RSl5M7vartrHzEGMPXGPLIDsZ57W7+afZAOZcwuGssVJTd2VRneTdb6DYcV6
EhegSxG7MVmH8uTqVeabunZvdQIOoePDhOsquEXWniHDM6vLEFeE3Ymy1lBIWCs9EAIHN/02RFdpOZvoq4EKgoACw0MaFCfRXjGR+7N1p/9vkib3Rub217TdVYS3SFGddLfAnji
0AIAD0EZK8459c1tWV3kLOOYtYYkgA5VWZqmmd6Md/E1+jpmQutQOJjiRWGLZOzVa0/PqLMzu2qztTUXihvc0CzehunM48QlgfbLfQuYgWRe7G1oWYTRabfQxMATv35gWxnVeoK
xLew7gwdlBY6F0iE8mINxnKZNrk46kA4b/5c57hCdE+6Q9taWeAmmpHWg1tClLzcmqrfzL2FRzVFCQQl1b9sHWOpeDZh4AvXAGcMYYmQI/ZIbDEsRKUDMp82uXGg0O2NLaFlDXP
XTYgXzPnFrffVbywUGEoiwAKlRx1qGhslNsujr1vPt4LTivhnJ2g/uAOG0uqZs/aN6Iu5dvg9tKfrEE8l2ItdXS0fw5iOgVPw0ggEcTlVVFQ0jzclc83ZXInLrTRAAUiYsaZLQT
1gT1N3A2W2xGIt7Ujqdg982KUTCJIf2lGV7qyd6jzXYDbP4CLBqccArJwjTQbPm3ePtsfJe+ROOWpwVh6Bbkvsqk5XVk1yMdcJC19vLi9zEFYO+O69Mv7txAPpfLSxJXd04Vg+g
T5LtGfOA11l2FxQsETw8WOTV5iSTNYo0/PI/zHv0u8zIFMfu8LcruqKqKJBLgohdnbvTPWcsq93iAOCT0y20sw/H+FXtMfNB8iNOyq5HTuBnoftKqNDDXnnL0M2x3pa0ZBZC41l
SuWXD+Cd7HXv/JK0szUdnfU7GWRseXwEApyFinhv3+iUVUz3kUJtE7LsRSEHlop24D6T/Ueml4HliSVvEZ/WOBj4cO74CfRpDxGqJTMtMV1t2KVCkw1O733gQ/UUfRISCB8KtcP
EG5hfGifpteSyYRZVcJ04Ar2Pm6bMmJQxzjvNAJ1nMFU92Tc88lEFkCTIPsC0HvGad1pLFG3mJ/WfFbPiiSXQpy2nFDSNJUqmIk11srEyOwt8PbIqUAVmBuaRQunxqcne92gdzq
1hSt32YkVcn6qTQ6DvbWxtricJoJUFVSOF7w7h/y0yYClkeZxvhuhTpANE8V4mnb63VPAn9g0MZuvuB749DTUpKlMRHXEVkdUhy+IsDVEXskMk7hC0tzFmdGe5ffXJs0Ax5z1Bv
//fE/gvPp4mXk0WIowAAAAASUVORK5CYII="},ASR0:function(e,t,s){e.exports=s.p+"static/img/bf.2c30895.png"},AfnO:function(e,t)
{e.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAACwAAAAsCAYAAAAehFoBAAAAAXNSR0IArs4c6QAACINJREFUWEe9mXuMXFUdxz+/c2dndmd39tGWQ
gUaHm15lJeWFmhRKw8jUEElISYmJPhII1ERfAVSwkaqiA8UDAoBQ6L8IyokWFoDBFuK6YutSGlLK3R3py2lD3bb7nMe93zNubtNMLidO0X4TSabzNw593O/53d+rzVS2pyH1ZAp
MKlaZaaJ2WacLzEL42QgH5YRVA38u5bMCsygDLwNvCHxijk2SWwrxOxbeZONpkRIL...

http://192.168.5.164:38083/static/js/vendor.c957ed4a3048e5062e1f1728438058047.js

webpackJsonp([5],{"++K3":function(e,t){var n,i,r,o,a,s,l,c,u,h,d,f,p,m,v,g=!1;function b(){if(!g){g=!0;var 
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e=navigator.userAgent,t=/(?:MSIE.(\d+\.\d+))|(?:(?:Firefox|GranParadiso|Iceweasel).(\d+\.\d+))|(?:Opera(?:.+Version.|.)(\d+\.\d+))|
(?:AppleWebKit.(\d+(?:\.\d+)?))|(?:Trident\/\d+\.\d+.*rv:(\d+\.\d+))/.exec(e),b=/(Mac OS X)|(Windows)|
(Linux)/.exec(e);if(f=/\b(iPhone|iP[ao]d)/.exec(e),p=/\b(iP[ao]d)/.exec(e),h=/Android/i.exec(e),m=/FBAN\/\w+;/i.exec(e),v=/Mobile/i.exe
c(e),d=!!/Win64/.exec(e),t){(n=t[1]?parseFloat(t[1]):t[5]?parseFloat(t[5]):NaN)&&document&&document.documentMode&&
(n=document.documentMode);var y=/(?:Trident\/(\d+.\d+))/.exec(e);s=y?parseFloat(y[1])+4:n,i=t[2]?parseFloat(t[2]):NaN,r=t[3]?
parseFloat(t[3]):NaN,(o=t[4]?parseFloat(t[4]):NaN)?(t=/(?:Chrome\/(\d+\.\d+))/.exec(e),a=t&&t[1]?parseFloat(t[1]):NaN):a=NaN}else 
n=i=r=a=o=NaN;if(b){if(b[1]){var _=/(?:Mac OS X (\d+(?:[._]\d+)?))/.exec(e);l=!_||parseFloat(_[1].replace("_","."))}else 
l=!1;c=!!b[2],u=!!b[3]}else l=c=u=!1}}var y={ie:function(){return b()||n},ieCompatibilityMode:function(){return 
b()||s>n},ie64:function(){return y.ie()&&d},firefox:function(){return b()||i},opera:function(){return b()||r},webkit:function(){return 
b()||o},safari:function(){return y.webkit()},chrome:function(){return b()||a},windows:function(){return b()||c},osx:function(){return 
b()||l},linux:function(){return b()||u},iphone:function(){return b()||f},mobile:function(){return b()||f||p||h||v},nativeApp:function()
{return b()||m},android:function(){return b()||h},ipad:function(){return b()||p}};e.exports=y},"+2s9":function(e,t,n){"use strict";var 
i=n("P1fK")("span").classList,r=i&&i.constructor&&i.constructor.prototype;e.exports=r===Object.prototype?void 
0:r},"+3lO":function(e,t,n){n("abPz");for(var i=n("YjQv"),r=n("aLzV"),o=n("yYxz"),a=n("hgbu")
("toStringTag"),s="CSSRuleList,CSSStyleDeclaration,CSSValueList,ClientRectList,DOMRectList,DOMStringList,DOMTokenList,DataTransferItemL
ist,FileList,HTMLAllCollection,HTMLCollection,HTMLFormElement,HTMLSelectElement,MediaList,MimeTypeArray,NamedNodeMap,NodeList,PaintRequ
estList,Plugin,PluginArray,SVGLengthList,SVGNumberList,SVGPathSegList,SVGPointList,SVGStringList,SVGTransformList,SourceBufferList,Styl
eSheetList,TextTrackCueList,TextTrackList,TouchList".split(","),l=0;l<s.length;l++){var 
c=s[l],u=i[c],h=u&&u.prototype;h&&!h[a]&&r(h,a,c),o[c]=o.Array}},"+MZ2":function(e,t){e.exports=function(e){if(void 0==e)throw 
TypeError("Can't call method on  "+e);return e}},"+SdG":function(e,t,n){var i=n("a/OS")("keys"),r=n("GmwO");e.exports=function(e)
{return i[e]||(i[e]=r(e))}},"+VX5":function(e,t,n){var i=n("W6Rd"),r=Math.max,o=Math.min;e.exports=function(e,t){return(e=i(e))<0?
r(e+t,0):o(e,t)}},"+e1w":function(e,t,n){"use strict";var i=n("whWw"),r=n("3dPm");e.exports=function(e){var t=i(e,"string");return 
r(t)?t:t+""}},"+iDZ":function(e,t,n){var i=n("YjQv").document;e.exports=i&&i.documentElement},"+zJ9":function(e,t,n){var i=n("GmwO")
("meta"),r=n("8ANE"),o=n("x//u"),a=n("GCs6").f,s=0,l=Object.isExtensible||function(){return!0},c=!n("zyKz")(function(){return 
l(Object.preventExtensions({}))}),u=function(e){a(e,i,{value:{i:"O"+ ++s,w:{}}})},h=e.exports={KEY:i,NEED:!1,fastKey:function(e,t)
{if(!r(e))return"symbol"==typeof e?e:("string"==typeof e?"S":"P")+e;if(!o(e,i)){if(!l(e))return"F";if(!t)return"E";u(e)}return 
e[i].i},getWeak:function(e,t){if(!o(e,i)){if(!l(e))return!0;if(!t)return!1;u(e)}return e[i].w},onFreeze:function(e){return 
c&&h.NEED&&l(e)&&!o(e,i)&&u(e),e}}},"/09a":function(e,t,n){"use strict";var i=n("AMIE"),r=n("YveC");e.exports=Object.keys||function(e)
{return i(e,r)}},"/506":function(e,t,n){"use strict";var i=n("PNE4").version,r={};
["object","boolean","number","function","string","symbol"].forEach(function(e,t){r[e]=function(n){return typeof n===e||"a"+(t<1?"n ":" 
")+e}});var o={};r.transitional=function(e,t,n){function r(e,t){return"[Axios v"+i+"] Transitional option '"+e+"'"+t+(n?". 
"+n:"")}return function(n,i,a){if(!1===e)throw new Error(r(i," has been removed"+(t?" in "+t:"")));return t&&!o[i]&&
(o[i]=!0,console.warn(r(i," has been deprecated since v"+t+" and will be removed in the near future"))),!e||e(n,i,a)}},e.exports=
{assertOptions:function(e,t,n){if("object"!=typeof e)throw new TypeError("options must be an object");for(var 
i=Object.keys(e),r=i.length;r-- >0;){var o=i[r],a=t[o];if(a){var s=e[o],l=void 0===s||a(s,o,e);if(!0!==l)throw new TypeError("option 
"+o+" must be "+l)}else if(!0!==n)throw Error("Unknown option "+o)}},validators:r}},"/ocq":function(e,t,n){"use strict";function i(e,t)
{for(var n in t)e[n]=t[n];return e}var r=/[!'()*]/g,o=function(e){return"%"+e.charCodeAt(0).toString(16)},a=/%2C/g,s=function(e){return 
encodeURIComponent(e).replace(r,o).replace(a,",")};function l(e){try{return decodeURIComponent(e)}catch(e){0}return e}var c=function(e)
{return null==e||"object"==typeof e?e:String(e)};function u(e){var t={};return(e=e.trim().replace(/^(\?|#|&)/,""))?
(e.split("&").forEach(function(e){var n=e.replace(...

http://192.168.5.164:38083/static/js/1.697a7fd3562b96d071841728438058047.js

webpackJsonp([1],{"6vP0":function(A,e,g){"use strict";Object.defineProperty(e,"__esModule",{value:!0});g("3mz+"),g("mtWM");var 
t=g("4650"),a={name:"Homepage",data()
{return{home:!0,other:!1,activeName:"1",tabIndex:1,name:1,isautoPlay:!0,userInfo:"",notReadMesListTotal:"",pageList:
[{id:0,name:this.$t("home.control"),show:!1,icon:g("RYhz"),url:config.meeting_control},
{id:1,name:this.$t("home.schedule"),show:!0,icon:g("BhEx"),url:config.meeting_schedule},
{id:2,name:this.$t("home.create"),show:!0,icon:g("CAYk"),url:config.create_meeting},
{id:3,name:this.$t("home.meetingRoom"),show:config.showRoom,icon:g("Ntcw"),url:config.MeetingRoomList},
{id:4,name:this.$t("home.meeting"),show:config.showMeeting,icon:g("esCf"),url:config.Meeting},
{id:5,name:this.$t("home.message"),show:config.showMessage,icon:g("Gb3F"),url:config.NotificationMessage},
{id:6,name:this.$t("home.userlist"),show:config.showUserList,icon:g("ewA8"),url:config.UserList},
{id:10,name:this.$t("home.dataStatistics"),show:!0,icon:g("fwbr"),url:config.StatisticsModule},
{id:8,name:this.$t("home.managePanel"),show:!1,icon:g("fidx"),url:config.ManagePanel},{id:9,name:"信息窗管
理",show:config.showWindowManagement,icon:g("ARGD"),url:config.windowManagement},
{id:7,name:this.$t("home.systemSetings"),show:!0,icon:g("AkZK"),url:config.setting_system},
{id:11,name:this.$t("home.terminalMaintenance"),show:!0,icon:g("Gti3"),url:config.terminalMaintenance}]}},created()
{this.userInfo=localStorage.getItem("userInfo")?JSON.parse(localStorage.getItem("userInfo")):"",this.getListNotification()},mounted()
{setInterval(()=>{this.getListNotification()},5e3)},methods:{jump(A){let 
e=window.location.href;localStorage.setItem("meetingLogin",e);let g=localStorage.getItem("platformToken")?
JSON.parse(localStorage.getItem("platformToken")).access_token:"";if(!g){let A="登录失效，请重新登录";return this.$message.warning(A),void 
this.$router.push("Login")}let t=A+"?token="+("Bearer "+g)+"&platform=unifiedPlatform";localStorage.getItem("theme")&&
(t=t+"&theme="+localStorage.getItem("theme")),localStorage.getItem("locale")&&
(t=t+"&locale="+localStorage.getItem("locale")),window.open(t)},clearTab(){this.home=!1,this.other=!1},checkTab(A){this.clearTab(),"首
页"==A&&(this.home=!0),"其他"==A&&(this.other=!0)},slideshow(A){console.log(A),this.tabIndex=A,this.$refs.slider.setActiveItem(A-
1)},setActiveItem(A){this.tabIndex=A+1},getListNotification(){let A=new Date,e=this.$day(A).format("YYYY-MM-DD 
00:00:00"),g=this.$day(A).format("YYYY-MM-DD  23:59:59"),a=
{pageSize:this.pageSizeList,pageNum:this.currentPageList,startTime:e,endTime:g,notificationType:0},i=this.$API.APINotification.listNoti
ficationPage;Object(t.a)({method:"post",url:i,params:a}).then(A=>{if(A.data.success){let e=A.data.result.records,g=[];for(const A of 
e)2==A.readFlag&&g.push(A);this.notReadMesListTotal=g.length}})}}},i={render:function(){var 
A=this,e=A.$createElement,g=A._self._c||e;return g("div",{attrs:{id:"Homepage"}},[g("div",{staticClass:"main_nav"},[g("div",
{staticClass:"navlist"},[g("span",{on:{click:function(e){return A.checkTab("首页")}}},[A._v(A._s(A.$t("home.home")))]),A._v(" 
"),A._e()])]),A._v(" "),g("div",{staticClass:"main-center"},[g("div",{staticClass:"main"},[g("div",{directives:
[{name:"show",rawName:"v-show",value:A.home,expression:"home"}]},[A._e()],1),A._v(" "),g("div",{staticClass:"tabs"},[g("div",
{staticClass:"tab_item tabs_container"},A._l(A.pageList,function(e,t){return g("div",{key:t,staticClass:"block",style:
{display:e.show?"flex":"none"},on:{click:function(g){return A.jump(e.url)}}},[g("img",{attrs:{src:e.icon,alt:""}}),A._v(" 
"),5===e.id&&0!=A.notReadMesListTotal?g("div",{staticClass:"red-dot"},[A._v(A._s(A.notReadMesListTotal))]):A._e(),A._v(" "),g("p",
[A._v(A._s(e.name))])])}),0)]),A._v(" "),g("div",{directives:[{name:"show",rawName:"v-show",value:A.other,expression:"other"}]},
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[A._v("\n        其他\n      ")])]),A._v(" "),A._e()])])},staticRenderFns:[]};var o=g("VU/8")(a,i,!1,function(A){g("PhJ3")},"data-v-
247eb721",null);e.default=o.exports},ARGD:function(A,e)
{A.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAAEYAAABRCAYAAABv/dCnAAAbKklEQVR4nLVcaZBdxXX+Tt/73sy8Gc1oNNoGbSMJZAMjsUu2BBgwG
MziABaOoWKw47iSlF3e4zhlO0k5VXaCCYsrrpCSRFKGAi9g1iImgE3M5kWFkBAGaZDACAlJM6NtpNnee33yo/t0n77vCXDiXEq89+7t233Od875zum+fYcmRhgAwAAI8WCkBxXa
hO8EMANEhRuLDYsDFDonf52B3Le0BNSbddm0/6MJ6z+bnErFLfSXawCKY+i27E+wkpLZKURHlT722b9ugAD0AzgDjCUgLCHgWAY6iDEVhA4GSjPb87GOkjmcEfYbQ68axitE2Np
eNr/+5tmzNszvKk2wF4iOArQoj4JyYshmOjb0MT7CsaMmnRevUQEcfZ047aB/7UAXAavBuBDAOUyYESzIvn9KATymo4Q8A2DdCQtvAPdzuJzTM4bw+KKu8t3/fH7vLlCD6ImsQP
Tooj4BlCYeTeM+lJpFAidfGl059KVu6l8zYIhwEYCPM/AhAloSaX1bpkZrGQLmdZbAGhQ4EK2WkRkWqJUzerw1N7ddfULXvVcd31Ul328xVho8i2K/RwvJpsA09O1PyMBUbAhg6
dqBHOBrQfQVBt5FHNsmHtXEOmLRUkboreRBcLmmXcJy/GW9HIawrZybG1fNbVv3tZUzJ4K8dHQ9NEjFgwSYZmFTbM/6JKdALl03cDExbgZwnPakBkDUPYpsw3iV3KCnLXMKaFC8
kkVQOLA+gxkwBts6y+bL967uu5/8Zc0pTI2yNNOZBZhmiAUlpLMmPS1dOzAfhJsYuJK8Igm5aeUV+TUTBAC6Wgy6WjKluB+OAfat2JOTVSJZBog4nCtn9MC01uwLP7p8wfYGQI5
m+YJupsnlRFiNMKt/S9cOXMXAC/Cg6Fhmdb8eVDw...

http://192.168.5.164:38083/static/js/0.d8eb35e1789db52941071728438058047.js

webpackJsonp([0],{"3dyC":function(A,e)
{A.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAAEAAAABACAYAAACqaXHeAAAAAXNSR0IArs4c6QAAFU5JREFUeF69WwmUVdWV3ee9PxQ1MNSAGCixG
EUERWkCiiImaqvLobNW03EZl1PSRk2iiOLcluk0WWqHtm01ZmqM7XIAxSni0J0gph3AgFAMgjJIMQgUxVAUVP3h3dO547v/VwHF1H8t5df/773/7rnn7LPPPucRjvWLQTMxM9nU
hFQmg1SQSidbs5kEgigAiQAoATgr8hxxMt8tymUyOVT3zKJla7b+xGszIOJjeYt0LC5ez/VB95aTe6ayieosR8eR4GF5xlAQ6oSgEwGuFoLLhaAygEgQ9lKAvcy0g5kbgWAdi2A
1h+FSRGJLKpVqyvbptrOeJuaP9v0eVQNM3zCzW5jO9QMSgwVjDIPHMdMYwejJDDATBANCrkIADILaXpLvof4nPxMsPyB5fBsYCxEEH4sIn5CgVZmIGx856fI9R8sQR8UAcuHJkm
i4AJ0jGOeCMVYAVSwokAuTi5eL0kYw79XncrEMCvRylEHk4oU0jLaKOk9ajGi3NIYAzQMwL43EZ/WDL245UkMcsQEe2/r8yDAMJkWCJzDTqQxUCLUAvatqkWrL5WL039oI+r16h
fIPvXj9mTWW/cx4h/6+nYEVYPoQQTjz4aEX/e+RGOGwDfAsv1u2e8eO74qIvs/gEcxUJtepF8HGjYsWrbZZGkQbSBpBLpZC1gtXFtO7L3ddKC/QxlDnee+ZkQUFqxj0X8l2fubn
p1/cdDiGOCwD/Pu2lwcjyE0G0yWCcYJ1bfWvjGEV30W7bRZlF6cNQCr+1X/KOIEOE3Wufq8+joxRPA9ShlZuFTSB+E8QeGz6qRd/cqhGOCQDSHTv1Tx0IlFQz5EYHTFKXKyqReu
b1u5tY1rvrnN/uSADgPIzkjaQGKCOCRwQ6mPksRYhYw+w17OhIphyQLCSAnqkV7BrZv3wSdmuGqJrBmDQo1vfLS1J7bpaRHy/YO6rb9gHNLNoE8cS3OwuaQzQx8vzIruzTAjkmu
VdqPOMB3jfSwPoDNGZF8Dgi76IELybCdOjkJ7+5cgLmqgLHOLgBmCmX+15oSqbC6+OInEXMx0XI3shyGkU9xBfhYMxhLxBkxH8lBiG0gtiALQ7H4NijBUWJDUmGA+TWGHSpsGgv
UDwBOdyT/d5d35jfX29geDOfeKgBni8+bnuAuENiOheZlQrV3bx7MW8jU8P7e2Ou7BwBooxIggIKgI8zHCLN15jQ0YDpQZZ3xgWJL3QkJniCQ4SD/969MTtBwqHAxqAmenJHbN+
kIuin6qd9/K4TmtFud2LfR8HFCg6TIgJkVx0GJDMA4Yj6NvRoWO8wnqQzQgGG2Qm0WHlp1D7OwFY8D6BYHrUHvzLMxMntu/PCAc0wGPNz5/PEf0nM/VzC3J53Ny0u/nClOc4gAF
FixnFWSCZsGlO44TbWYX+Fjvi+HfkyHqCIU2WXygDCgO6oBbm8LYZZ50745ANIFOdQDRDCD7LX4wPbH7aK/QIQ4Q8+mvPk+dEBhTl+0Qo163R34/72FCWSBlGaKiyDYOYNnthpD
xOG00wVgYCP5xxznmSQXZ4deoBkuQ0bdv5KDOug0x1No35MWwXZ13Wy/2+t8TA54dLTHvDAAh9ECzAghjgLI4ot5e7bkiUxhkTVoY+K8xQoKuMlwfoDwkOfjJjwoQNxRbo1ADTt
7143V/Jh4RPQ3JMrCHQqa8TomPTnEX4jnzAcoGYIFkMUAaQNy9d1zLEYvbnhYfKLO5vQ5ZcKMj78zxQf76TQE89e845DxSnxg4GeHTLi6cQ0+8E85jCnffR18S7z9nljXfwAk1i
VN5XVWAMdpYYJUJSHiBXrr+3QOgZyoWSvl4MkuY3FaM0oeKlW805zDmgzwXCKS9NOOsdX2MoMICs6jiJ+yLBtzGjzNFaV6YW3pRNiepfW94WoL3PCTxq7B0rM0BKAaFfAOkQKQB
OWxV6PMMZ1e24JVtxiLlwYEQAPRsEpVNfmDjapcYCAzy8+YXRQPhvzDw+BrsY7W1sx3V7EfL7uODYn+/69sZiD5LXKklIBhhjhGKEhjT5RVBHI5maoSA1Ft9TASCvAmPKzG+fPc
eGgjOA3P0M0c1E/KBgVGiwielszOfjml4hv5B7GKAqWY4TSiqRChKGpXmCh+MH+lzL4S0gJQKvBLZAZuivdvkY4dtFHmtaWrClrQ15hwXFmkNxqNmwQR5Mj4sgNe3Vb3+zWd+Je
T2y4eXBgsQvBONSl97sj9vd8ZiZ2mCTanomSnFh1ckYVt4HaWmAY/hqj/JYsrMZr6xfi22ZNpXz/RLcgbCpKDVv8OoU0GIS9I+zLzrrU2cAWeWlNg77WxA9IwRqLKdXhKKYv5uF
+xftX1KFG2rHHfPFW7u2RxF+sXwxvmhpcThhaXdhJRrXKragEowMgW5J7gmenzXpzDblAfUbZlYmQT9h5geYKXCxLtOeYCNMdBQ3bKU2oFs1buo//hjue8dL/3zpZ/h8125vd+X
9aW3NiikFwGwZrM40zyIfPfCHy85uVAaYtnH2ECGiJwTj/AIwAhnW1gmwWNcCYWBpNW7uf9b/qwGmNSzGil27nc5ovTV2eR0ahUTMZAnQGiSCf3jrwrELFUuYtuG18XnOvyEEel
r0LRYxbMpT+dqImTZnSw/4Ud3RN0DErDlCJ6+fLVmCFTt3mcrQZBHDIrXUpvmHElSdIQw4StwIgivby9pepnqemQoaw2uFEL+y9DEuNw05sdTSQ+O4DmAMKqvBj+vOPKoesDObw
crdO9GvtBy1ZeUdrv3PixdjxU4ZAoY8SR3Sk920IKNrDC3F61rCSWlM09OI6unhptcr2lpzDwmmyU7b8yzpl7yOGxRpcwPLqnDrgKNngO2Zdry7uREfbN2M8b2/gasHDOlggJ9+
Jg3QUqQ0W85idh6B9gID5LpwMioSBW+JiK6hezbOrkpkxG8BusKCnzqwqN7voOt5GDC4tAq3DjywAeSObMvsg9zZfqUVqEgkO/WYre37MGdTIxZs34ayMIlrBg7FiF6VHY59aNE
SLFceIL/SNYrH+jrcvw5ho1lqkrYiSlV8i+rXzewTcTgnEhilFZeYpR1Y3bWVGjCorBqTB43bbwgIMDbta8Ubm9Zg0769GNa9Euf2rkW/sjIlhtjXlja5+PVY0NyE7okUrqitw7
jex3lHxD/x4KIGLN9hQdCwzf3QcVcPOHFWhUIrZ3kE3bfhzb7I5D8WzLUdKjlf7PAvbmLKcvXBZVW4fXDnBpAbtHlfK2Zt/AKLd2xHVgikghB1ZT1wad86nF5Zo1a1ta0NrzSux
aLm7aguKcHltSfijKoapKRq2snrwYUNWKYM4JBdF2OmVlAe7NUIBdWp4jfEQYpG0H2rX6sVQiwRjF6OAHkqjoohFxK+8mv0QAYGl1fhjv0YYFcug2fXrcCiHU3o260co3r1xsId
TVjfugdV6W64rF8dRvSsxGuNX2He1i2oTpfgyrqBOKOqGmmpmO7n9U9/acDSHS1xGvSldxP32gBxFRt3pozHUDiWpqx4pX8Y0hcApZx2V0AaYi5uEddvhEh0HVJWhTuHju1wqzK
NPfnlYvyluQnV6W646sShOKVnFZra2xSV/ahpm/IG6e5b29tRmS7BVXUDcVbv3kjsZ+ftj9z/6VIsbZbtQlM1GinM7bTuJyJSVDnWD/zKFWHifLpvxVv9s0H2S8FI+k0O27aKrV
bcA4irvKEV1Zg69JsdDPBS4xd4fcM61JaW47v9h2CUcXcNsIz/+Xoznlu7GvvyefQpKcVVAwdhbE1NpzFffPH7FizH0mbJA2LZXG8Q6/qgqEOlNYm4caOaMggupNtXv1ZLWW5gy
BZ2rOtbxTVOg51JWvrHh5ZX4+5hHQ0we8MaLNu9A5cc3x9nVPXu1JmX7tyB+dubcFqvKpxRXd2lxcsL3Tt/mfIAdX82zVmXd50n3aP0sS3uWxCCMDyTJq96sy+JaD4L9LUHF2j/
Re3suDSNPWJoeRXu6cQAWRFhTy6HqnTJUSVJ8mL3zF+Ghu2SBxgDWJLjeYQUXwtxzW6wxrUwQSPpzuVv9clT7j0haEQH6dvLAoUdHy09q89AOKmiEvee3NEDjvqqvQve/fFyLGk
2IGg5i9152473tEEbyi5MGO0ADadbPp9dlciHvxeMS4yMbOQtuTjVYIh7fD4DtPo7gJMqqnD/8DHHcr0drj31o+VoMAbQXmA1QUN9vV5isWSn+Q2tFmEwgaaufL2iLYtpzPQjWz
m5uJEXjSyCxmnPjrfYUJEecP8pY7ocv0dqKRnzUz+UBtijVWTbebJzBw4DPNwqyhIgeo+zwffo2rlzS8orW28UzI85xHcKbyxWOlxw6goglSzZ2BxQ1gO3DjkdPVPpI11bl87f3
p7FQwtWYeXOvYXtOQ8HtDcXgqAqiqxKTPRUmnL3qBX+sOHtiRDRm4JR6stLVvzUnRz9kouWKTpQjX1ZYRG6BUmcWXU8Ljp+AHqk0sfME+TO72zP4qUvv8Y7jU1ozeZ1DeB3pb0M
4NKh4zWGKSodk27IdVv9nCLiNy6aczIgno4YZ/sVoU2FUrSUHRzdxjZDC65ilETEhImwaq4tPY3FAZXnrx44BKdVVuLFtevwzsbNaM1FSBLh/L7fwPVDB2Llrj347edrsWrXHoU
7OWbsyzNykeYNUnwtCQIkyE6SaMWqIH27WkYjvcoEKv9Lb3DG2kKCr2i4fvR8ZYAfL5pTk2G+MxJ8p9ES1OSGaluF8WJsQ8K1otw8j50C0awsHYTokUwjSaFWZARQU9INl9aegJ
N69MDbGzbhz1ub0JYXSBAwrndvfKeuH9bt2YtX1m7EupZ9rvObE8C2tix2tueRiYRalLy+M4LXNIn5vlaZI2UcuXhh0qUjb7MDTt65...

http://192.168.5.164:38083/oldmeeting/

var config = {
          globalConfigRead: 0,
          companyNumber: "CN-SZ-00-0201",
          systemName: "智能会议预定平台",
          languagues: [1, 1],
          safeline: 1,
          showLoginLogo: 1,
          depTitleType: 0,
          showCasLogin: false,
          environment: false,
          apiPre2: "/oldmeeting/api/",
          needEncrypt: true,
          secondaryProjectCode: "NSZF"
        }

http://192.168.5.164:38083/oldmeeting/
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if (config.sysVision && config.sysVision == 1) {
        var title = document.getElementsByTagName("title");
        title[0].innerHTML = "智能课程管理系统";
    } else {
        var title = document.getElementsByTagName("title");
        title[0].innerHTML = "智能会议管理系统";
        if (config) {
          title[0].innerHTML = config.systemName;
        }
    }

http://192.168.5.164:38083/oldmeeting/static/wxLogin.js

!function(e,t){e.WxLogin=function(e){var r="default";!0===e.self_redirect?r="true":!1===e.self_redirect&&(r="false");var 
n=t.createElement("iframe"),i="https://open.weixin.qq.com/connect/qrconnect?
appid="+e.appid+"&scope="+e.scope+"&redirect_uri="+e.redirect_uri+"&state="+e.state+"&login_type=jssdk&self_redirect="+r+"&styletype="+
(e.styletype||"")+"&sizetype="+(e.sizetype||"")+"&bgcolor="+(e.bgcolor||"")+"&rst="+
(e.rst||"");i+=e.style?"&style="+e.style:"",i+=e.href?"&href="+e.href:"",i+="en"===e.lang?"&lang=en":"",n.src=i,n.frameBorder="0",n.all
owTransparency="true",n.scrolling="no",n.width="300px",n.height="400px";var s=t.getElementById(e.id);s.innerHTML="",s.appendChild(n)}}
(window,document);

http://192.168.5.164:38083/oldmeeting/static/wwLogin-1.2.7.js

!function(e,t){"object"==typeof exports&&"undefined"!=typeof module?module.exports=t():"function"==typeof define&&define.amd?define(t):
(e="undefined"!=typeof globalThis?globalThis:e||self).WwLogin=t()}(this,(function(){"use strict";var e=
["work.weixin.qq.com","tencent.com"],t=
{sso:"/wwopen/sso/qrConnect",tww:"/login/wwLogin/sso/qrConnect",native:"/native/sso/qrConnect",twxg:"/login/wwLogin/sso/qrConnect"},n="
1.2.7";return function(){function o(e){this.options=e,this.options=e,this.createFrame()}return o.prototype.destroyed=function()
{console.log("WwLogin had destroyed."),window.removeEventListener("message",this.onPostMessage)},o.prototype.getUrl=function(e){var o=
[];Object.keys(e).forEach((function(t){var n=e[t];[void 0,null].indexOf(n)>-1||-1!==["string","number","boolean"].indexOf(typeof 
n)&&"id"!==t&&o.push("".concat(t,"=").concat(n))})),o.push("version=".concat(n)),o.push("login_type=jssdk");var 
s=t[e.business_type||"sso"];if(!s)throw new Error("Argument business_type not match. Current version is ".concat(n,"."));var 
i="https://open.work.weixin.qq.com";return/tencent\.com$/.test(window.location.host)&&
(i="https://open.wecom.tencent.com"),"".concat(i).concat(s,"?").concat(o.join("&"))},o.prototype.createFrame=function(){var 
e=this;if(this.options.is_mobile)window.location.href=this.getUrl(this.options);else{this.frame=document.createElement("iframe");var 
t=document.getElementById(this.options.id);this.frame.src=this.getUrl(this.options),this.frame.frameBorder="0",this.frame.allowTranspar
ency="true",this.frame.scrolling="no",this.frame.width="300px",this.frame.height="400px",t.innerHTML="",t.appendChild(this.frame),this.
frame.onload=function(){e.frame.contentWindow.postMessage&&window.addEventListener&&
(window.addEventListener("message",e.onPostMessage),e.frame.contentWindow.postMessage("ask_usePostMessage","*"))}}},o.prototype.onPostM
essage=function(t){if(e.filter((function(e){return new RegExp("".concat(e,"$")).test(t.origin)})).length){var 
n=t.data;n&&"string"==typeof n&&/^http/.test(n)&&(window.location.href=n)}},o}()}));

http://192.168.5.164:38083/oldmeeting/static/js/vendor.ead118a55a77a8ed4b002.0.2441.649-2024-10-12.js

!function(e){var f=window.webpackJsonp;window.webpackJsonp=function(a,b,n){for(var r,t,o,i=0,u=
[];i<a.length;i++)t=a[i],c[t]&&u.push(c[t][0]),c[t]=0;for(r in b)Object.prototype.hasOwnProperty.call(b,r)&&
(e[r]=b[r]);for(f&&f(a,b,n);u.length;)u.shift()();if(n)for(i=0;i<n.length;i++)o=d(d.s=n[i]);return o};var a={},c={117:0};function d(f)
{if(a[f])return a[f].exports;var c=a[f]={i:f,l:!1,exports:{}};return 
e[f].call(c.exports,c,c.exports,d),c.l=!0,c.exports}d.e=function(e){var f=c[e];if(0===f)return new Promise(function(e)
{e()});if(f)return f[2];var a=new Promise(function(a,d){f=c[e]=[a,d]});f[2]=a;var b=document.getElementsByTagName("head")
[0],n=document.createElement("script");n.type="text/javascript",n.charset="utf-
8",n.async=!0,n.timeout=12e4,d.nc&&n.setAttribute("nonce",d.nc),n.src=d.p+"static/js/"+e+"."+
{0:"9ab7a4b131fd6e2fdbe6",1:"75dfec6415089f4d944e",2:"087cf40548c5c8247ee7",3:"37b19c58d8b07851b659",4:"7fb7f739dd7da6505010",5:"d9da39
dfd805d3dcd068",6:"4bf00b9913a776c9a432",7:"662220641dab1b07e51e",8:"30813642f6c36bced40a",9:"1facaa804f3f40ec6924",10:"81f14a5e698ac9f
8e05f",11:"b0437fe41e4c485c7a19",12:"0482c38be1516f884ae1",13:"d5298832cfc3e4de4097",14:"66f3b0cc929feb56b90e",15:"0b86a87f10da5e6400db
",16:"cc82fe2fae46b43d12e3",17:"4780c67df2368a237422",18:"ee7741141f70d3967a0b",19:"42425066a53781ab1dc2",20:"aea0c826966971fe6258",21:
"a9aabb3f05416d5e53c4",22:"d26ff9f5fe86e63e59ed",23:"2f4fc231fc00d21a2e82",24:"d1e2604ed51cb544ef06",25:"86cd24c302b0da25d01b",26:"14e6
a5262674ee696359",27:"b3a7f8b77aa91ee94b3a",28:"03dee11d795b79abcbe0",29:"439292d6219e7566f772",30:"07c2ed87d37399c9df29",31:"11e82b504
9f5ba743a46",32:"6f75ae27cbdd856f6ae5",33:"f60769f78ef07d6412c6",34:"9ea9a442621c6e12330c",35:"95110bf2804211c7e64d",36:"1aa527cf7840c5
68824f",37:"40697acff6b3f094f70d",38:"ffc46507161a4cbeb479",39:"c4ce47ef611e03ea31a5",40:"0ec27490208c9de9fb6e",41:"24fc77fcbb7c37a11e8
3",42:"eddd0837617cba74139c",43:"1e829013d8e551fc309b",44:"fa7920873526f661fcdc",45:"f5ed3044e28b92d76b97",46:"058354da5c5363c16fd3",47
:"4fb0cd985ceb7cf9b505",48:"798b9f6408e634dcaecc",49:"7bd87bb6bc5616d3999e",50:"755f7bcd1a83a4dd970e",51:"14473b56fbcdf3d6f0a8",52:"458
44748167973f9f88f",53:"409524c896783850ba7d",54:"2b9a73ea83e39260b421",55:"edb1aa62c427ae232ade",56:"d2ade2346cafb2fdfef5",57:"92631896
60c08219bb27",58:"9a25b34bb18cfb2487d7",59:"56a836224344bbd80cac",60:"79747e996adfcdee5b7e",61:"504e545101930306c12b",62:"d923d0533a6f3
1267b1f",63:"322420485e89c70c2d51",64:"0d846925408024e810ed",65:"8ff63903196e63777292",66:"b852e77f22747853747c",67:"ab1bfbeb80d6f249a0
20",68:"3471e0ed3fc50a48ce75",69:"61e97c20e504307ae879",70:"7dd82997a677e26991b8",71:"85540b50f2e91a95753d",72:"0e61a602e1720f05a84c",7
3:"7d52ef13f82769d6051f",74:"c623eed8b18515f77320",75:"85d0cc25a18434b4d02d",76:"4134bba9d3590b483e84",77:"4138d5b8460fb79a6344",78:"91
7fe38512f58509b7bf",79:"8c4caa1418cfb5f34153",80:"ef08e40529efba6fb14d",81:"b136c1dee18521e57bdd",82:"b6935e51484b4a090064",83:"fc80318
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812e0d19c52a5",84:"86ea972726bd11eb76d6",85:"13ac0a14a4e54f3d7270",86:"4a9d82526b1439a571aa",87:"c2f67aa894f0b4f93af7",88:"f94ba59f145e
a4ca8741",89:"e0cbcac1f882f941f039",90:"2b5aa83f4667112e91f8",91:"d1b9364386855024b1a6",92:"88a409d7112e58624672",93:"c487db8b72a7b91c0
e2c",94:"8a3ec44777cad53beabd",95:"3b6cd21a0eb13d1038dc",96:"0e0c02a18d6c84731932",97:"f8b8ca179b3bff63296f",98:"28aead5c6bdafaf64e39",
99:"39d8fa368506ca21c502",100:"de717c5538ad85d3781f",101:"4391381ee94dfda5ff72",102:"be02f40e8b1004ece957",103:"4c5c6bd3406f289f91d5",1
04:"5dc702d3e0bd1a9fd75e",105:"35cce75cb516fb921684",106:"35d9d37d428a983b4ca8",107:"0db6d568707f8dd7772b",108:"7797de3a818f4c2ecb22",1
09:"44316fc620417715ca16",110:"c2feee6ba99510768773",111:"90169746feb4effa6d0b",112:"6e87e2bc061d7dde6830",113:"832a7880cb3bc7b6a009",1
14:"65167d4325df710ca683",115:"43a1efbf23bf0f94de61"}[e]+"2.0.2441.649-2024-10-12.js";var r=setTimeout(t,12e4);function t()
{n.onerror=n.onload=null,clearTimeout(r);var f=c[e];0!==f&&(f&&f[1](new Error("Loading chunk "+e+" failed.")),c[e]=void 0)}return 
n.onerror=n.onload=t,b.appendChild(n),a},d.m=e,d.c=a,d.d=function(e,f,a){d.o(e,f)||Object.defineProperty(e,f,
{configurable:!1,enumerable:!0,get:a})},d.n=function(e){var f=e&&e.__esModule?function(){return e.default}:function(){return e};return 
d.d(f,"a",f),f},d.o=function(e,f){return Object.prototype.hasOwnProperty.call(e,f)},d.p="./",d.oe=function(e){throw 
console.error(e),e}}([]);

http://192.168.5.164:38083/oldmeeting/static/js/47.4fb0cd985ceb7cf9b5052.0.2441.649-2024-10-12.js

webpackJsonp([47],{cym3:function(e,t,s){"use strict";Object.defineProperty(t,"__esModule",{value:!0});var i={name:"Information",inject:
["reload"],components:{PersonalInfo:s("wX2S").a},data:()=>({}),created(){},mounted(){},destroyed(){}},a={render:function(){var 
e=this.$createElement,t=this._self._c||e;return t("div",{staticClass:"information"},[t("PersonalInfo")],1)},staticRenderFns:
[]},n=s("C7Lr")(i,a,!1,null,null,null);t.default=n.exports},wX2S:function(e,t,s){"use 
strict";s("HHag"),s("VgzJ"),s("nNcZ"),s("bxFw"),s("fOtc"),s("cdPQ");var i=s("vLgD"),a=s("KTjB"),n=s("PS2c"),o=s("E7n5"),r=s.n(o),l=
{name:"PersonalInfo",inject:["reload"],components:{CommonTerms:a.a},data()
{return{projectCode:localStorage.getItem("projectCode"),pickerOptions:{disabledDate:e=>e.getTime()>Date.now()-
864e5},department:"",position:"",date:"",phoneExist:!1,EmailExist:!1,role:"",rid:"",headPortait:"",headImDgefault:"this.onerror=''; 
this.src='"+s("MCVb")+"'",id:"",userName:"",account:"",sex:3,birthday:"",phone:"",email:"",pswd:"",conferenceMangerFlag:!1,conferenceMa
nagerEnable:!1,txUserId:"",tencentEnable:!1,empbusinessPhone:"",empbusinessPhoneEnable:!1,status:"",ecAccount:"",ecPassword:"",did:"",p
honeCheckDialog:!1,EmailCheckDialog:!1,phoneInput:"",phone_verify:"",count:"",show:!1,emailInput:"",email_verify:"",fileList:
[],imageAccepteList:this.$Common.ACCEPT_CONFIG.image.toString(),commonTermsEnable:!1,settingCommonTermsDialog:!1,dingdingUnionid:"",smc
UserId:"",cloudlinkUserId:"",dingdingMeetingEnable:!1,cloundLinkMeetingEnable:!1,huaweiyunMeetingEnable:!1,hidePhoneRegister:config.hid
ePhoneRegister||!1,hideEmailRegister:config.hideEmailRegister||!1}},created(){let e={};var t;"platform"==this.projectCode?
e=this.$Common.handleEncryptData(localStorage.getItem("config")).functionConfig||{}:e=(null===
(t=JSON.parse(localStorage.getItem("config")))||void 0===t?void 0:t.functionConfig)||
{};this.conferenceManagerEnable=1==e.conferenceManager,this.tencentEnable=1==e.tencent,this.empbusinessPhoneEnable=1==e.empbusinessPhon
e,this.commonTermsEnable=e.commonTerms||0,this.dingdingMeetingEnable=1==e.dingdingMeeting,this.cloundLinkMeetingEnable=1==e.cloudLinkMe
eting,this.huaweiyunMeetingEnable=1==e.huaweiyunMeeting,this.initInfo(),this.getStorage()},mounted(){},destroyed(){},methods:
{getStorage(){let e=this.$store.state.user.userInfo?this.$store.state.user.userInfo:
{};if(this.phoneExist=e.phoneCheck,this.EmailExist=e.emailCheck,e.roles.includes(2))for(const t of e.roleList)2===t.id&&
(this.role=t.name);else 
this.role=e.roleList[0].name;this.rid=e.rid,this.headPortait=e.headPortait,this.id=e.id,this.userName=e.nickname,this.account=e.userAcc
ount,"\u7537"==e.sex?this.sex=1:"\u5973"==e.sex&&(this.sex=2),this.birthday=e.birthday,e.email&&
(this.email=n.a.decryptInContent(e.email)),e.phonetel&&
(this.phone=n.a.decryptInContent(e.phonetel)),this.pswd=e.pswd,this.txUserId=e.txUserId,this.empbusinessPhone=e.empbusinessPhone,this.s
tatus=e.status,this.ecAccount=e.video_account||"",this.ecPassword=e.video_password||"",this.did=e.did||"",this.dingdingUnionid=e.unioni
d||"",this.smcUserId=e.smcUserId||"",this.cloudlinkUserId=e.cloudlinkUserId||""},initInfo(){Object(i.a)
({url:"/api/system/getUserInfo",method:"post",params:{type:1}}).then(e=>{if("200"==e.data.code){var t;if("platform"==this.projectCode)
{let 
t=e.config.headers.Authorization||e.config.headers.authorization,s=r.a.SHA256(t).toString(),i=s.slice(16,32),a=s.slice(0,8)+s.substring
(s.length-8),o=n.a.decrypt(e.data.result,i,a,2),l=JSON.parse(o);l.email&&(l.email=n.a.decryptInContent(l.email)),l.phonetel&&
(l.phonetel=n.a.decryptInContent(l.phonetel)),this.$store.commit("SET_UserInfo",l),this.getStorage()}else 
this.getStorage(),this.$store.commit("SET_UserInfo",e.data.result);let s="";if(null!==(t=e.data.result)&&void 
0!==t&&t.departmentList&&e.data.result.departmentList.length>0){for(const t of 
e.data.result.departmentList)s+=t.departmentName+",";s=s.substring(0,s.length-1)}this.department=s}}).catch(e=>
{this.$message.error(e.message)})},txUserIdCheck(){this.txUserId&&Object(i.a)({method:"get",url:"/api/tencent/getTxByUserId",params:
{userId:this.txUserId}}).then(e=>{if(200!=e.data.code)return 
this.$message({message:this.$t("defind.TencentAccountVeriFaild"),type:"error",center:"Korea"==this.projectCode}),void(this.txUserId="")
})},phoneReCheck(){"zhongjianguoji"!=this.projectCode&&"vanke"!=this.projectCode&&(this.hidePhoneRegister||
(this.phoneCheckDialog=!0,this.phoneInput=this.phone,this.show=!0,this.count="",this.phone_verify=""))},sendSms(){const 
e=this.phoneInput;if(!this.$Common.regPhone.test(this.phoneInput))return 
this.$message({message:this.$t("meetingTwo.mobileNumberFormatError"),type:"error"}),void(this.phoneInput="");Object(i.a)
({method:"post",url:"/api/sms/verify",headers:{"Content-type":"application/x-www-form-urlencoded"},params:{phone:e}}).then(e=>
{if(200==e.data.code){const e=60;this.count=e,this.show=!1;let t=setInterval(()=>{this.count>0&&this.count<=e?this.count--:
(this.show=!0,clearInterval(t),...

http://192.168.5.164:38083/oldmeeting/static/js/24.d1e2604ed51cb544ef062.0.2441.649-2024-10-12.js

webpackJsonp([24],{"1qEt":function(e,t)
{e.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAACAAAAAgCAYAAABzenr0AAACP0lEQVRYR92Xb2vTcBDHPxdBEFSQiYIoiKJYBUE3xCIsvyjYbqDvQ
HwPgj7xgdsTHyg+FR/vLQxsKsIyEGGIEVHoFESQCaIgOmUi63qS2n/JuqZJqxEDoaHcfe+T4+53FyHjSzKOz78FoK5RUB/ER4Jfy2dk2Zexp6vdMqUlO4/FabDyqFrACGCatlL0
Yl8wZKCuqQKb1gVTlhAqqCxi1SrU5AXVbb5cmF3ptFXXzA0I4PwE3dxnXXwBKiCLqM7IhOcNDlA2Kyhb+gRomynOsAC+oWzNDsC1v4JszxDAfAZ2DAdAb0px/nqcVrgLSuYTws4
4py5d0q4B5RX645pMLiwHdloyUzLhTW2kGW3DD8Du1AD3zV6Z9JYagS+D3gW5nQDAeQ+6Jy1APXD57DjU7qCM1XWU6QQA5h2wLy2Aus4M6KWQf0KAt8D+9ADhk7CZgaheZ0YiRW
i/QeTAUAG6iHXOiGgRvgYOZQlQAY4MFUCZbulZaPAsBa/1XzQDL4Fj6QEGLkL7OcjxtADDaEMfOJEWQMvnd0nhwcf0B1HZPGkdIEkoOsexyDMpzF1puic8iu0FkFNJYjd6PbwPC
N9RrkrRuxenFS3Cx0A+zqnnMGrvhJ4UPSdOKzoNHyGciXP6cwCuPQ8ynh1AybmFaA4I7oN9gzSLsGxuUGt/a/Sagk3tDfd2fXjuMGtrJ1HNoXIUIVd/Fgn2//DVAOgbuMMw9sNh
XawAbLU6isgo8PtWLgZb8V8BSBOkl0/iDPx3AL8AxnhWMJez2DoAAAAASUVORK5CYII="},"7Z5S":function(module,__webpack_exports__,__webpack_require__)
{"use strict";var 
__WEBPACK_IMPORTED_MODULE_0_core_js_modules_es_regexp_exec_js__=__webpack_require__("VgzJ"),__WEBPACK_IMPORTED_MODULE_0_core_js_modules
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_es_regexp_exec_js___default=__webpack_require__.n(__WEBPACK_IMPORTED_MODULE_0_core_js_modules_es_regexp_exec_js__),__WEBPACK_IMPORTED_
MODULE_1__utils_request__=__webpack_require__("vLgD"),__WEBPACK_IMPORTED_MODULE_2__assets_img_admin_png__=__webpack_require__("MCVb"),_
_WEBPACK_IMPORTED_MODULE_2__assets_img_admin_png___default=__webpack_require__.n(__WEBPACK_IMPORTED_MODULE_2__assets_img_admin_png__),_
_WEBPACK_IMPORTED_MODULE_3__utils_crypto_js__=__webpack_require__("FuCC"),__WEBPACK_IMPORTED_MODULE_4__utils_bus_js__=__webpack_require
__("xipm");let userInfo={};__webpack_exports__.a={name:"Backend",inject:["reload"],data(){var 
e,t,a;return{projectCode:localStorage.getItem("projectCode"),rid:this.$store.state.user.userInfo.rid||"",uid:this.$store.state.user.use
rInfo.id||"",managerId:"",companyNumber:this.$store.state.user.userInfo.companyNumber,sonpageLogo:"",headImgDefault:'this.src="'+__webp
ack_require__("MCVb")+'"',headImg:this.$store.state.user.userInfo.headPortait||"",department:"",position:"",date:"",phone_verify:"",ema
il_verify:"",themeList:[{index:1,label:"\u6d45\u7070"},
{index:2,label:"\u6df1\u9ed1"}],loginUserName:this.$store.state.user.userInfo.nickname||"",loginUserType:"",personalInfo:!1,avatarUploa
dDialog:!1,phoneCheckDialog:!1,EmailCheckDialog:!1,updatePasswordDialog:!1,commpanyKeyDialog:!1,CompanyKey:(null===
(e=this.$store.state.user)||void 0===e?void 0:null===(t=e.userInfo)||void 0===t?void 0:null===(a=t.company)||void 0===a?void 
0:a.ubainsKey)||"",userName:this.$store.state.user.userInfo.nickname||"",account:this.$store.state.user.userInfo.userAccount||"",sex:th
is.$store.state.user.userInfo.sex==this.$t("table.male")?1:this.$store.state.user.userInfo.sex==this.$t("table.female")?
2:3,birthday:this.$store.state.user.userInfo.birthday||"",phone:this.$store.state.user.userInfo.phonetel||"",email:this.$store.state.us
er.userInfo.email||"",role:"",oldPassword:"",newPassword:"",newPasswordCheck:"",phoneExist:this.$store.state.user.userInfo.phoneCheck||
"",EmailExist:this.$store.state.user.userInfo.emailCheck||"",BackIp:localStorage.getItem("BackIp")||"",pickerOptions0:
{disabledDate:e=>e.getTime()>Date.now()},conferenceMangerFlag:!1,conferenceManagerEnable:!1,txUserId:this.$store.state.user.userInfo.tx
UserId||"",tencentEnable:!1,seatArangeEnable:!1,customizeSeatArrangeEnable:!1,tableCardEnable:!1,whiteListEnable:!1,blackListEnable:!1,
officeEnable:!1,screenTempletEnable:!1,faceManageEnable:!1,equipmentManageEnable:!1,smcEnable:!1,themeName:"",backendType:localStorage.
getItem("backendType")||"meeting",activityBackendIndex:sessionStorage.getItem("activityBackendIndex")||"/Backend/ActivityBackend/NewsMa
nage",passwordType:config.passwordType||2,showSMCmange:config.showSMCmange||!1,showAndroidInfoPage:!1,showSystemConfiguration:config.sh
owSystemConfiguration||!1,positionManageEnable:!1,showCasLogin:config.showCasLogin,meetingServiceEnable:!1,tiancongTablecardEnable:!1,s
tatisticsSmc3:!1,statisticsWelink:!1,statisticsRSE:!1,loginAPP:localStorage.getItem("loginAPP")||"normal",mediaPublishEnable:!1,millime
terWaveRadarEnable:!1,inviteUserEnable:!1,externalLogin:!1,confgManagement:{}}},computed:{},created(){if("platform"==this.projectCode&&
(this.platformInit(),this.companyNumber=config.companyNumber),userInfo=this.$store.state.user.userInfo||
{},this.externalLogin=sessionStorage.getItem("externalLogin")||!1,this.externalLogin)return;this.getCompany(),this.getConferenceManager
(),this.getDepartment(),this.getPosition(),this.getRole(),"NSZF"!=config.secondaryProjectCode&&"platform"!=this.projectCode&&this.initp
age();let e={};var t;"platform"==this.projectCode?e=this.$Common.handleEncryptData(localStorage.getItem("config")).functionConfig||
{}:e=(null===(t=JSON.parse(localStorage.getItem("config")))||void 0===t?void 0:t.functionConfig)||
{};this.tencentEnable=1==e.tencent,this.seatArangeEnable=1==e.seatAra...

http://192.168.5.164:38083/oldmeeting/static/js/0.9ab7a4b131fd6e2fdbe62.0.2441.649-2024-10-12.js

webpackJsonp([0],{"+1Bp":function(t,e,i){i("roIn").__DEV__;var n=i("A5tq"),r=n.createHashMap,o=n.isString,a=n.isArray,s=n.each,c=
(n.assert,i("4y0g").parseXML),l=r(),u={registerMap:function(t,e,i){var n;return a(e)?n=e:e.svg?n=
[{type:"svg",source:e.svg,specialAreas:e.specialAreas}]:(e.geoJson&&!e.features&&(i=e.specialAreas,e=e.geoJson),n=
[{type:"geoJSON",source:e,specialAreas:i}]),s(n,function(t){var e=t.type;"geoJson"===e&&(e=t.type="geoJSON"),(0,h[e])
(t)}),l.set(t,n)},retrieveMap:function(t){return l.get(t)}},h={geoJSON:function(t){var e=t.source;t.geoJSON=o(e)?"undefined"!=typeof 
JSON&&JSON.parse?JSON.parse(e):new Function("return ("+e+");")():e},svg:function(t)
{t.svgXML=c(t.source)}};t.exports=u},"+2Hi":function(t,e,i){var n=i("bDs9"),r=i("w9uD").round;function o(t,e,i){var 
r=t.getArea(),o=t.getBaseAxis().isHorizontal(),a=r.x,s=r.y,c=r.width,l=r.height,u=i.get("lineStyle.width")||2;a-=u/2,s-
=u/2,c+=u,l+=u,a=Math.floor(a),c=Math.round(c);var h=new n.Rect({shape:{x:a,y:s,width:c,height:l}});return e&&
(h.shape[o?"width":"height"]=0,n.initProps(h,{shape:{width:c,height:l}},i)),h}function a(t,e,i){var o=t.getArea(),a=new 
n.Sector({shape:
{cx:r(t.cx,1),cy:r(t.cy,1),r0:r(o.r0,1),r:r(o.r,1),startAngle:o.startAngle,endAngle:o.endAngle,clockwise:o.clockwise}});return e&&
(a.shape.endAngle=o.startAngle,n.initProps(a,{shape:
{endAngle:o.endAngle}},i)),a}e.createGridClipPath=o,e.createPolarClipPath=a,e.createClipPath=function(t,e,i){return t?"polar"===t.type?
a(t,e,i):"cartesian2d"===t.type?o(t,e,i):null:null}},"+DRX":function(t,e,i){"use strict";var 
n=i("DLTi").Buffer,r=i("kFjB"),o=i("vKNg"),a=i("mwrz"),s=i("KHsM"),c=i("DTQn"),l=i("BN1J");function u(t){o.Writable.call(this);var 
e=l[t];if(!e)throw new Error("Unknown message 
digest");this._hashType=e.hash,this._hash=r(e.hash),this._tag=e.id,this._signType=e.sign}function h(t){o.Writable.call(this);var 
e=l[t];if(!e)throw new Error("Unknown message digest");this._hash=r(e.hash),this._tag=e.id,this._signType=e.sign}function f(t){return 
new u(t)}function d(t){return new h(t)}Object.keys(l).forEach(function(t)
{l[t].id=n.from(l[t].id,"hex"),l[t.toLowerCase()]=l[t]}),a(u,o.Writable),u.prototype._write=function(t,e,i)
{this._hash.update(t),i()},u.prototype.update=function(t,e){return this._hash.update("string"==typeof t?
n.from(t,e):t),this},u.prototype.sign=function(t,e){this.end();var 
i=this._hash.digest(),n=s(i,t,this._hashType,this._signType,this._tag);return e?
n.toString(e):n},a(h,o.Writable),h.prototype._write=function(t,e,i){this._hash.update(t),i()},h.prototype.update=function(t,e){return 
this._hash.update("string"==typeof t?n.from(t,e):t),this},h.prototype.verify=function(t,e,i){var r="string"==typeof e?
n.from(e,i):e;this.end();var o=this._hash.digest();return c(r,o,t,this._signType,this._tag)},t.exports=
{Sign:f,Verify:d,createSign:f,createVerify:d}},"+JvT":function(t,e,i){"use strict";t.exports=i("uxQh")()?
Object.keys:i("ZYJo")},"+Kte":function(t,e,i){const n=i("osII");e.mul=function(t,e){const i=new Uint8Array(t.length+e.length-1);for(let 
r=0;r<t.length;r++)for(let o=0;o<e.length;o++)i[r+o]^=n.mul(t[r],e[o]);return i},e.mod=function(t,e){let i=new 
Uint8Array(t);for(;i.length-e.length>=0;){const t=i[0];for(let r=0;r<e.length;r++)i[r]^=n.mul(e[r],t);let 
r=0;for(;r<i.length&&0===i[r];)r++;i=i.slice(r)}return i},e.generateECPolynomial=function(t){let i=new Uint8Array([1]);for(let 
r=0;r<t;r++)i=e.mul(i,new Uint8Array([1,n.exp(r)]));return i}},"+Kzi":function(t,e,i){var 
n=i("loyO"),r=i("A5tq"),o=i("H164"),a=o.layout,s=o.largeLayout;i("ySr6"),i("6n33"),i("bZnl"),i("7KEw"),n.registerLayout(n.PRIORITY.VISU
AL.LAYOUT,r.curry(a,"bar")),n.registerLayout(n.PRIORITY.VISUAL.PROGRESSIVE_LAYOUT,s),n.registerVisual({seriesType:"bar",reset:function(
t){t.getData().setVisual("legendSymbol","roundRect")}})},"+Pa4":function(t,e){function i(t){return t}function n(t,e,n,r,o)
{this._old=t,this._new=e,this._oldKeyGetter=n||i,this._newKeyGetter=r||i,this.context=o}function r(t,e,i,n,r){for(var 
o=0;o<t.length;o++){var a="_ec_"+r[n](t[o],o),s=e[a];null==s?(i.push(a),e[a]=o):(s.length||(e[a]=s=[s]),s.push(o))}}n.prototype=
{constructor:n,add:function(t){return this._add=t,this},update:function(t){return this._update=t,this},remove:function(t){return 
this._remove=t,this},execute:function(){var t=this._old,e=this._new,i={},n=[],o=[];for(r(t,
{},n,"_oldKeyGetter",this),r(e,i,o,"_newKeyGetter",this),a=0;a<t.length;a++){if(null!=(c=i[s=n[a]]))(u=c.length)?(1===u&&
(i[s]=null),c=c.shift()):i[s]=null,this._update&&this._update(c,a);else this._remove&&this._remove(a)}for(var a=0;a<o.length;a++){var 
s=o[a];if(i.hasOwnProperty(s)){var c;if(null==(c=i[s]))continue;if(c.length)for(var 
l=0,u=c.length;l<u;l++)this._add&&this._add(c[l]);else this._add&&this._add(c)}}}};var o=n;t.exports=o},"+UHi":function(t,e,i){var 
n=i("A5tq"),r=i("65+t").makeInner,o=i("3Voe"),a=i("qzhX"),s=n.each,c=n.curry,l=r();function u(t,e,i,r,o){var 
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a=t.axis;if(!a.scale.isBlank()&&a.containData(e))if(t.involveSeries){var c=function(t,e){var i=e.a...

http://192.168.5.164:38083/oldmeeting/static/js/app.41cb340ead1e6bc4857e2.0.2441.649-2024-10-12.js

webpackJsonp([116],{"+361":function(e,t,n){"use strict";function i(e){return o.ddSdk.invokeAPI(a,e)}var 
r;Object.defineProperty(t,"__esModule",{value:!0}),t.setKeepScreenOn$=void 0;var 
o=n("34Xc"),a="biz.util.setScreenKeepOn";o.ddSdk.setAPI(a,((r={})[o.ENV_ENUM.ios]={vs:"5.1.26"},r[o.ENV_ENUM.android]=
{vs:"5.1.26"},r)),t.setKeepScreenOn$=i,t.default=i},"+53f":function(e,t,n){"use strict";n("tZOJ")("link",function(e){return function(t)
{return e(this,"a","href",t)}})},"+956":function(e,t,n){"use strict";t.__esModule=!0;var i=n("Yg+z");var r=function(){function e()
{!function(e,t){if(!(e instanceof t))throw new TypeError("Cannot call a class as a function")}(this,e)}return 
e.prototype.beforeEnter=function(e){(0,i.addClass)(e,"collapse-transition"),e.dataset||(e.dataset=
{}),e.dataset.oldPaddingTop=e.style.paddingTop,e.dataset.oldPaddingBottom=e.style.paddingBottom,e.style.height="0",e.style.paddingTop=0
,e.style.paddingBottom=0},e.prototype.enter=function(e){e.dataset.oldOverflow=e.style.overflow,0!==e.scrollHeight?
(e.style.height=e.scrollHeight+"px",e.style.paddingTop=e.dataset.oldPaddingTop,e.style.paddingBottom=e.dataset.oldPaddingBottom):
(e.style.height="",e.style.paddingTop=e.dataset.oldPaddingTop,e.style.paddingBottom=e.dataset.oldPaddingBottom),e.style.overflow="hidde
n"},e.prototype.afterEnter=function(e){(0,i.removeClass)(e,"collapse-
transition"),e.style.height="",e.style.overflow=e.dataset.oldOverflow},e.prototype.beforeLeave=function(e){e.dataset||(e.dataset=
{}),e.dataset.oldPaddingTop=e.style.paddingTop,e.dataset.oldPaddingBottom=e.style.paddingBottom,e.dataset.oldOverflow=e.style.overflow,
e.style.height=e.scrollHeight+"px",e.style.overflow="hidden"},e.prototype.leave=function(e){0!==e.scrollHeight&&((0,i.addClass)
(e,"collapse-transition"),e.style.height=0,e.style.paddingTop=0,e.style.paddingBottom=0)},e.prototype.afterLeave=function(e)
{(0,i.removeClass)(e,"collapse-
transition"),e.style.height="",e.style.overflow=e.dataset.oldOverflow,e.style.paddingTop=e.dataset.oldPaddingTop,e.style.paddingBottom=
e.dataset.oldPaddingBottom},e}();t.default={name:"ElCollapseTransition",functional:!0,render:function(e,t){var n=t.children;return 
e("transition",{on:new r},n)}}},"+9bS":function(e,t,n){"use strict";function i(e){return 
a.ddSdk.invokeAPI("runtime.h5nuvabridge.exec",o({_action:s},e))}var r,o=this&&this.__assign||function()
{return(o=Object.assign||function(e){for(var t,n=1,i=arguments.length;n<i;n++)for(var r in 
t=arguments[n])Object.prototype.hasOwnProperty.call(t,r)&&(e[r]=t[r]);return 
e}).apply(this,arguments)};Object.defineProperty(t,"__esModule",{value:!0}),t.getBluetoothAdapterState$=void 0;var 
a=n("34Xc"),s="getBluetoothAdapterState";a.ddSdk.setAPI("runtime.h5nuvabridge.exec",((r={})[a.ENV_ENUM.ios]=
{vs:"4.6.38"},r[a.ENV_ENUM.android]={vs:"4.6.38"},r)),t.getBluetoothAdapterState$=i,t.default=i},"+AFK":function(e,t,n){(function(e)
{"use strict";e.defineLocale("da",
{months:"januar_februar_marts_april_maj_juni_juli_august_september_oktober_november_december".split("_"),monthsShort:"jan_feb_mar_apr_m
aj_jun_jul_aug_sep_okt_nov_dec".split("_"),weekdays:"s\xf8ndag_mandag_tirsdag_onsdag_torsdag_fredag_l\xf8rdag".split("_"),weekdaysShort
:"s\xf8n_man_tir_ons_tor_fre_l\xf8r".split("_"),weekdaysMin:"s\xf8_ma_ti_on_to_fr_l\xf8".split("_"),longDateFormat:
{LT:"HH:mm",LTS:"HH:mm:ss",L:"DD.MM.YYYY",LL:"D. MMMM YYYY",LLL:"D. MMMM YYYY HH:mm",LLLL:"dddd [d.] D. MMMM YYYY [kl.] 
HH:mm"},calendar:{sameDay:"[i dag kl.] LT",nextDay:"[i morgen kl.] LT",nextWeek:"p\xe5 dddd [kl.] LT",lastDay:"[i g\xe5r kl.] 
LT",lastWeek:"[i] dddd[s kl.] LT",sameElse:"L"},relativeTime:{future:"om %s",past:"%s siden",s:"f\xe5 sekunder",ss:"%d sekunder",m:"et 
minut",mm:"%d minutter",h:"en time",hh:"%d timer",d:"en dag",dd:"%d dage",M:"en m\xe5ned",MM:"%d m\xe5neder",y:"et \xe5r",yy:"%d 
\xe5r"},dayOfMonthOrdinalParse:/\d{1,2}\./,ordinal:"%d.",week:{dow:1,doy:4}})})(n("PxTW"))},"+Et9":function(e,t,n){n("5J4Y")
("Set")},"+GGp":function(e,t,n){"use strict";function i(e){return o.ddSdk.invokeAPI(a,e)}var r;Object.defineProperty(t,"__esModule",
{value:!0}),t.quickCallList$=void 0;var o=n("34Xc"),a="biz.telephone.quickCallList";o.ddSdk.setAPI(a,((r={})[o.ENV_ENUM.pc]=
{vs:"3.5.6"},r[o.ENV_ENUM.ios]={vs:"3.5.6"},r[o.ENV_ENUM.android]=
{vs:"3.5.6"},r)),t.quickCallList$=i,t.default=i},"+OSD":function(e,t,n){var i=n("aE/W");i(i.S,"Math",
{DEG_PER_RAD:Math.PI/180})},"+T2z":function(e,t,n){"use strict";var i=n("aE/W"),r=n("anxB");i(i.P+i.F*!n("sb+b")
([].reduceRight,!0),"Array",{reduceRight:function(e){return r(this,e,arguments.length,arguments[1],!0)}})},"+UK9":function(e,t,n){var 
i;i=function(e){return function(t){var n=e,i=n.lib,r=i.WordArray,o=i.Hasher,a=n.algo,s=[],l=[];!function(){function e(e){for(var 
n=t.sqrt(e),i=2;i<=n;i++)if(!(e%i))return!1;return!0}function n(e){return 4294967296*(e-(0|e))|0}for(var i=2,r=0;r<64;)e(i)&&(r<8&&
(s[r]=n(t.pow(i,.5))),l[r]=n(t.pow(i,1/3)),r++),i++}();var c=[],u=a.SHA256=o.extend({_doReset:function(){this._hash=new 
r.init(s.slic...

http://192.168.5.164:38083/oldmeeting/static/js/3.37b19c58d8b07851b6592.0.2441.649-2024-10-12.js

webpackJsonp([3],{CXrl:function(e,t){},xnqb:function(e,t,o){"use strict";Object.defineProperty(t,"__esModule",{value:!0});o("84iU");var 
s={name:"Welcome",data(){return{projectCode:localStorage.getItem("projectCode"),welcomeMsg:this.$t("backend.welcomeTip")}},methods:
{},created(){"Korea"==this.projectCode?this.welcomeMsg="Welcome to use ANVILReverse Manage System":"zhongjianguoji"==this.projectCode?
this.welcomeMsg="\u4f1a\u8bae\u9884\u7ea6\u540e\u53f0\u7ba1\u7406":"guoshou"==this.projectCode&&
(this.welcomeMsg="\u6b22\u8fce\u4f7f\u7528\u56fd\u5bff\u8d44\u4ea7\u667a\u80fd\u7ba1\u7406\u7cfb\u7edf")}},r={render:function(){var 
e=this.$createElement,t=this._self._c||e;return t("div",[t("div",{staticClass:"Welcome"},[this._v(this._s(this.welcomeMsg))]),this._v(" 
"),t("router-view")],1)},staticRenderFns:[]};var c=o("C7Lr")(s,r,!1,function(e){o("CXrl")},null,null);t.default=c.exports}});

http://192.168.5.164:38083/newmeeting/static/js/vendor.eb6d9e602293f31e2c771729646934114.js

!function(e){var c=window.webpackJsonp;window.webpackJsonp=function(a,r,t){for(var d,o,b,i=0,u=
[];i<a.length;i++)o=a[i],f[o]&&u.push(f[o][0]),f[o]=0;for(d in r)Object.prototype.hasOwnProperty.call(r,d)&&
(e[d]=r[d]);for(c&&c(a,r,t);u.length;)u.shift()();if(t)for(i=0;i<t.length;i++)b=n(n.s=t[i]);return b};var a={},f={43:0};function n(c)
{if(a[c])return a[c].exports;var f=a[c]={i:c,l:!1,exports:{}};return 
e[c].call(f.exports,f,f.exports,n),f.l=!0,f.exports}n.e=function(e){var c=f[e];if(0===c)return new Promise(function(e)
{e()});if(c)return c[2];var a=new Promise(function(a,n){c=f[e]=[a,n]});c[2]=a;var r=document.getElementsByTagName("head")
[0],t=document.createElement("script");t.type="text/javascript",t.charset="utf-
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8",t.async=!0,t.timeout=12e4,n.nc&&t.setAttribute("nonce",n.nc),t.src=n.p+"static/js/"+e+"."+
{0:"ea56ece5194ed2117e2f",1:"051394a925ef02d4a803",2:"613e809c94841c4e0aac",3:"06d8b520c3a25e4fd14f",4:"1a63405718627563eb0a",5:"c0d837
77d1df4e32d8ff",6:"7500ed500866659b4d46",7:"886982a1779eaae7eb0c",8:"8a3113e2207a2c73e245",9:"5c778e0343036d44ce0c",10:"8451173bcdab6ac
96ba8",11:"4001625086412c534371",12:"d5b078ef4c29f856055a",13:"a02ef5c6d292afb232fc",14:"f14290354a6c6b296938",15:"726c2bc08fad5c8e77c5
",16:"042ee154aa03aae45f8d",17:"7124c8ed641df28b021f",18:"22f6d62929091e5d8b1d",19:"e6a04d64a913c6e2b0f9",20:"1f2561995258b6451586",21:
"70ad4bc66c275b349263",22:"110901410fa2e2634db1",23:"fc85f988d53e7ef9225f",24:"c17c3b92004756d0e68a",25:"062e3d21e90721bd6f38",26:"9f25
3467d30042f09fce",27:"4c0bb4f2d154e533bfd2",28:"0d1d9cb07e3127a62f8b",29:"fb5c179b26f4f120d3eb",30:"644b5f83c61818071558",31:"c5d449274
964d2268d0a",32:"a81b5ed3986f08762eb8",33:"f25f05fe37a9cf116780",34:"820fd8f31c91fc35e722",35:"317a7a54cf3539b045ef",36:"4f66bb62e6a78a
372542",37:"e62f3c731b07ab135f82",38:"c0d27a1eac3bfea10faf",39:"0f06e700d5d8e6d8c615",40:"56bb296a5bd764a31c89",41:"727de7cbe8821ec0805
7"}[e]+"1729646934114.js";var d=setTimeout(o,12e4);function o(){t.onerror=t.onload=null,clearTimeout(d);var c=f[e];0!==c&&(c&&c[1](new 
Error("Loading chunk "+e+" failed.")),f[e]=void 0)}return t.onerror=t.onload=o,r.appendChild(t),a},n.m=e,n.c=a,n.d=function(e,c,a)
{n.o(e,c)||Object.defineProperty(e,c,{configurable:!1,enumerable:!0,get:a})},n.n=function(e){var c=e&&e.__esModule?function(){return 
e.default}:function(){return e};return n.d(c,"a",c),c},n.o=function(e,c){return 
Object.prototype.hasOwnProperty.call(e,c)},n.p="./",n.oe=function(e){throw console.error(e),e}}([]);

http://192.168.5.164:38083/newmeeting/

var config = {
      projectCode: "ubains",
      apiPre: "/newmeeting",
      apiPre2: "/oldmeeting",
    }

http://192.168.5.164:38083/newmeeting/

// var href = "static/favicon.ico";      //默认为ubians的favicon
  // //动态修改title和favicon
  // var link = document.querySelector("link[rel*='icon']") || document.createElement('link');
  // link.type = 'image/x-icon';
  // link.rel = 'shortcut icon';
  // link.href = href;
  // document.getElementsByTagName('head')[0].appendChild(link);

http://192.168.5.164:38083/newmeeting/static/yw-cim-api.min.js

/*! For license information please see yw-cim-api.min.js.LICENSE.txt */
(()=>{var A={120:function(A){A.exports=function(){"use strict";var A=function(t,e){return A=Object.setPrototypeOf||{__proto__:
[]}instanceof Array&&function(A,t){A.__proto__=t}||function(A,t){for(var e in t)Object.prototype.hasOwnProperty.call(t,e)&&
(A[e]=t[e])},A(t,e)};function t(t,e){if("function"!=typeof e&&null!==e)throw new TypeError("Class extends value "+String(e)+" is not a 
constructor or null");function s(){this.constructor=t}A(t,e),t.prototype=null===e?Object.create(e):(s.prototype=e.prototype,new s)}var 
e=function(){return e=Object.assign||function(A){for(var t,e=1,s=arguments.length;e<s;e++)for(var r in 
t=arguments[e])Object.prototype.hasOwnProperty.call(t,r)&&(A[r]=t[r]);return A},e.apply(this,arguments)};function s(A,t,e,s){return 
new(e||(e=Promise))((function(r,i){function a(A){try{o(s.next(A))}catch(A){i(A)}}function n(A){try{o(s.throw(A))}catch(A)
{i(A)}}function o(A){var t;A.done?r(A.value):(t=A.value,t instanceof e?t:new e((function(A){A(t)}))).then(a,n)}o((s=s.apply(A,t||
[])).next())}))}function r(A,t){var e,s,r,i,a={label:0,sent:function(){if(1&r[0])throw r[1];return r[1]},trys:[],ops:[]};return i=
{next:n(0),throw:n(1),return:n(2)},"function"==typeof Symbol&&(i[Symbol.iterator]=function(){return this}),i;function n(i){return 
function(n){return function(i){if(e)throw new TypeError("Generator is already executing.");for(;a;)try{if(e=1,s&&(r=2&i[0]?
s.return:i[0]?s.throw||((r=s.return)&&r.call(s),0):s.next)&&!(r=r.call(s,i[1])).done)return r;switch(s=0,r&&(i=[2&i[0],r.value]),i[0])
{case 0:case 1:r=i;break;case 4:return a.label++,{value:i[1],done:!1};case 5:a.label++,s=i[1],i=[0];continue;case 
7:i=a.ops.pop(),a.trys.pop();continue;default:if(!((r=(r=a.trys).length>0&&r[r.length-1])||6!==i[0]&&2!==i[0]))
{a=0;continue}if(3===i[0]&&(!r||i[1]>r[0]&&i[1]<r[3])){a.label=i[1];break}if(6===i[0]&&a.label<r[1])
{a.label=r[1],r=i;break}if(r&&a.label<r[2])
{a.label=r[2],a.ops.push(i);break}r[2]&&a.ops.pop(),a.trys.pop();continue}i=t.call(A,a)}catch(A){i=
[6,A],s=0}finally{e=r=0}if(5&i[0])throw i[1];return{value:i[0]?i[1]:void 0,done:!0}}([i,n])}}}function i(A,t,e)
{if(e||2===arguments.length)for(var s,r=0,i=t.length;r<i;r++)!s&&r in t||(s||(s=Array.prototype.slice.call(t,0,r)),s[r]=t[r]);return 
A.concat(s||t)}for(var a=function(){function A(A,t,e,s){this.left=A,this.top=t,this.width=e,this.height=s}return 
A.prototype.add=function(t,e,s,r){return new A(this.left+t,this.top+e,this.width+s,this.height+r)},A.fromClientRect=function(t,e)
{return new A(e.left+t.windowBounds.left,e.top+t.windowBounds.top,e.width,e.height)},A.fromDOMRectList=function(t,e){var 
s=Array.from(e).find((function(A){return 0!==A.width}));return s?new 
A(s.left+t.windowBounds.left,s.top+t.windowBounds.top,s.width,s.height):A.EMPTY},A.EMPTY=new A(0,0,0,0),A}(),n=function(A,t){return 
a.fromClientRect(A,t.getBoundingClientRect())},o=function(A){for(var t=[],e=0,s=A.length;e<s;){var 
r=A.charCodeAt(e++);if(r>=55296&&r<=56319&&e<s){var i=A.charCodeAt(e++);56320==(64512&i)?t.push(((1023&r)<<10)+(1023&i)+65536):
(t.push(r),e--)}else t.push(r)}return t},h=function(){for(var A=
[],t=0;t<arguments.length;t++)A[t]=arguments[t];if(String.fromCodePoint)return String.fromCodePoint.apply(String,A);var 
e=A.length;if(!e)return"";for(var s=[],r=-1,i="";++r<e;){var a=A[r];a<=65535?s.push(a):(a-=65536,s.push(55296+(a>>10),a%1024+56320)),
(r+1===e||s.length>16384)&&(i+=String.fromCharCode.apply(String,s),s.length=0)}return 
i},l="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/",B="undefined"==typeof Uint8Array?[]:new 
Uint8Array(256),c=0;c<l.length;c++)B[l.charCodeAt(c)]=c;for(var 
u="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/",g="undefined"==typeof Uint8Array?[]:new 
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Uint8Array(256),d=0;d<u.length;d++)g[u.charCodeAt(d)]=d;for(var w=function(A,t,e){return A.slice?A.slice(t,e):new 
Uint16Array(Array.prototype.slice.call(A,t,e))},Q=function(){function A(A,t,e,s,r,i)
{this.initialValue=A,this.errorValue=t,this.highStart=e,this.highValueIndex=s,this.index=r,this.data=i}return 
A.prototype.get=function(A){var t;if(A>=0){if(A<55296||A>56319&&A<=65535)return t=((t=this.index[A>>5])<<2)+
(31&A),this.data[t];if(A<=65535)return t=((t=this.index[2048+(A-55296>>5)])<<2)+(31&A),this.data[t];if(A<this.highStart)return t=2080+
(A>>11),t=this.index[t],t+=A>>5&63,t=((t=this.index[t])<<2)+(31&A),this.data[t];if(A<=1114111)return 
this.data[this.highValueIndex]}return this.errorValue},A}
(),p="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/",C="undefined"==typeof Uint8Array?[]:new 
Uint8Array(256),f=0;f<p.length;f++)C[p.charCodeAt(f)]=f;var 
U=10,F=13,m=15,y=17,H=18,M=19,E=20,I=21,b=22,v=24,x=25,L=26,K=27,S=28,D=30,k=32,T=33,_=34,O=35,P=37,G=38,R=39,N=40,W=42,V=
[9001,65288],Y="×",X="÷",J=function(A,t){var e,s,r,i=function(A){var t,e,s,r,i,a=.75*A.length,n=A.length,o=0;"="===A[A.length-1]&&(a--
,"="===A[A.length-2]&&a--);var h="undefined"!=typeof ArrayBuffer&&"undefined"!=ty...

http://192.168.5.164:38083/newmeeting/static/js/6.7500ed500866659b4d461729646934114.js

webpackJsonp([6],{"7E1r":function(e,t)
{e.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAACAAAAAgCAYAAABzenr0AAAAAXNSR0IArs4c6QAAAclJREFUWEft182rDnEUB/DPReRtgW4hCXnZW
Cjp6rLwUhayk5cVK3+VFSuUnSyU695C3dhR8rq4CSUscL3kraPz1PR0n5mf585K86tpTjPfOec758z8zveMKFsbMI7VZXDvcRcvm/AjTQCswGksKsBWIT9wCZ/qnishsB2H8AuT
ea7zuQAHEOcJPCkhsAyDyASBMXzH5cIsnMJiTNcQ+I3ZCHoUGwsdtw2bCQInsKZtz4X+3gWB+LhGKyVYhz3p4FpBzZtixbdwLEH38DrtKMHbueq+BUcSdB4/myI03F+Ic4m5gRd
VfEegNAPxS23CDL5WUrg+7VeVa0uxGc/xDa2UYC924RGmMlgEOpP2RXxJ+zC24QHutEWg5zQycD0DRV84mfYV/u7/sXr7ylPc7Ah0Gegy0GWgy8B/k4FQSLvxELdzz1/S14yi88
Xaj524n0cr3TCchFR7g9D7vbUqjQ+VayHx1qb0CjXVCoH5qLJ/JhAC9XhGjDmg+nbDEKm27ashRJs0YTA+m4NFgENUfB4mMpZjX6ruGGwu9IvcQdPQDhwcMuigx27hcf/Nutlwa
07EMbbNZ83mpPxsLiclw+lKDEsign+sY/8HsqLYxDtJFhgAAAAASUVORK5CYII="},JiZ8:function(e,t)
{e.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAACAAAAAgCAYAAABzenr0AAAAkUlEQVRYR+2V0Q2AIAxE7zZyBN1IJ9GN1A3cqIakHxJNqPzAx/HLw
R2vpCUaLzb2hwJUEzCzEcDuJZxIHjXlVAAREAER6I+AdzgLdLUBwOa6GcAVOAOS51P3ImBmEfOI16eGZObZZYA0ZCIrlWB14fKjBNnQ6u8TRp6eNBrHIiACItCcQLRhlXTVrbh0
cXRfAW7OmHkhDuhQ8AAAAABJRU5ErkJggg=="},WLVA:function(e,t,i){"use strict";Object.defineProperty(t,"__esModule",
{value:!0});i("RiZp"),i("6WZY"),i("I/QC"),i("XEfP"),i("q4B+"),i("Wse9"),i("ocEJ"),i("3mz+"),i("3InL"),i("ZzDe"),i("JCXx");var 
s=i("zL8q"),n=i("mtWM"),a=i.n(n),o=i("PS2c");let l=a.a.CancelToken.source();var r={name:"Home",inject:["reload"],data:()=>
({config:config,meetingMsg:{messageName:"",convergentMediaTypes:
[8],startTime:"",endTime:""},meetingType:1,configValueId:1,meetingStartTime:"",startActual:"00:00",endActual:"24:00",bookSignTime:"",bo
okSignStart:"00:00",bookSignEnd:"24:00",linkageMeetingDevice:0,importantMeeting:0,isMangerUser:!1,area:[],roomlist:[],department:
[],userList:[],userInfo:{},roomName:"",nikeName:"",tableHeight:400,tableHeight1:400,meetingList:[],meetingTransferList:
[],participantList:[],areaIds:[],areaId:[],depIds:[],depId:[],functionList:[],functionId:[],functionIdentityList:
{0:"",1:"WeLink",2:"SMC",3:"Voice",4:"Tencent",5:"Huaweiyun",6:"SMC3.0",7:"Video"},note:2,mailbox:2,wechat:0,govWechat:0,govNote:0,ding
ding:0,welink:0,wecom:0,videoAutoCall:0,shareScreenAuto:0,messageCompere:"",messageComperes:[],messageCompereList:
[],isStart:!0,hour:0,minute:"0.25",timeList:[{value:"0",label:"00分钟",disabled:!1},{value:"0.25",label:"15分钟"},{value:"0.5",label:"30
分钟"},{value:"0.75",label:"45分钟"}],timeLength:"15",isBook:!1,meetingTime:[],meetingLength:"",pickerOptions:
{disabledDate:e=>e.getTime()<(new Date).getTime()-864e5,selectableRange:(()=>{let e=new 
Date,t=e.getHours(),i=e.getMinutes(),s=e.getSeconds();return["".concat(t,":").concat(i,":").concat(s," - 23:59:59")]})
()},pickerOptionsEnd:{disabledDate:e=>e.getTime()<(new Date).getTime()-864e5,selectableRange:(()=>{let e=new 
Date,t=e.getHours(),i=e.getMinutes(),s=e.getSeconds();return["".concat(t,":").concat(i,":").concat(s," - 23:59:59")]})
()},isPeriod:!1,isDay:!0,isWeek:!1,isMouth:!1,weekMeetingRadio:1,weekMeeting:[],day:"",month:"",week:"",daysList:[{value:1,label:"1"},
{value:2,label:"2"},{value:3,label:"3"},{value:4,label:"4"},{value:5,label:"5"},{value:6,label:"6"},{value:7,label:"7"}],monthList:
[{value:"1",label:"一个"},{value:"2",label:"二个"},{value:"3",label:"三个"},{value:"4",label:"四个"}],weekList:[{value:1,label:"周一"},
{value:2,label:"周二"},{value:3,label:"周三"},{value:4,label:"周四"},{value:5,label:"周五"},{value:6,label:"周六"},{value:7,label:"周
日"}],defaultPropsMeeting:{children:"subregion",label:"areaName",value:"areaId",multiple:!0,expandTrigger:"hover"},defaultPropsUser:
{children:"childDepartmentList",label:"departmentName",value:"departmentId",multiple:!0,expandTrigger:"hover"},meetingTypeCloud:!1,meet
ingListCloud:[],meetingListCloudnum:"",id:0,editVideoMeeting:!1,loading:!1,loadingText:"提交数据中...",createInfoList:[],linkMeeting:
[],cascadeMeeting:0,checkMeetingType:"",editMeetingRoomId:!1,checkUser:[],checkUserList:[],userVisable:!1,userTitle:"",checkRoom:
[],videoMeetingList:
[],isTenxun:!1,isHuaweiSMC:!1,isHuaweiCloud:!1,isDingding:!1,txMeetingId:"",convergentMid:"",cloudPortalId:"",cloudPortalPw:"",smcSetgM
eeting:
{isChairmanPassword:!1,isGuestPassword:!1,chairmanPassword:"",guestPassword:"",type:"AVC",isHostTime:"1",hostTime:"1",enableWaitingRoom
:!1,supportWatermark:!1,accessCode:""},TenSetgMeeting:
{only_enterprise_user_allowed:!1,isPassword:!1,password:"",enable_doc_upload_permission:!0,enable_enroll:!1,auto_in_waiting_room:!1,vid
oeType:"1",allow_in_before_host:!0,hostTime:"1",allow_screen_shared_watermark:!1,mute_enable_join:!0,mute_enable_type_join:0},cloudLink
BookMeeting:
{callInRestriction:0,isGuestFreePwd:!0,isGuestPwd:!1,guestPwd:"",mediaTypes:"Video",isHostTime:"1",hostTime:"1",isAutoMute:!0,isHardTer
minalAutoMute:!0},currentPage:1,pageSize:10,totalRows:0,currentPageUser:1,pageSizeUser:10,totalRowsUser:0,timerRefresh:"",halfHour:null
,minTen:null,oneHour:null,oneDay:null,Schedultime:
{timeStart:"",timeEnd:""},dialogTableVisible:!1,addName:"",addPhone:"",addEmail:"",addcomnanyName:"",addepa...

http://192.168.5.164:38083/newmeeting/static/js/0.ea56ece5194ed2117e2f1729646934114.js

webpackJsonp([0],{"+UTs":function(t,e,n){"use strict";var i=n("TToO"),r=n("GxVO"),a=n("No7X"),o=function(){return function()
{this.points=null,this.smooth=0,this.smoothConstraint=null}}(),s=function(t){function e(e){return t.call(this,e)||this}return 
Object(i.a)(e,t),e.prototype.getDefaultShape=function(){return new o},e.prototype.buildPath=function(t,e){a.a(t,e,!0)},e}
(r.b);s.prototype.type="polygon",e.a=s},"+Y0c":function(t,e,n){"use strict";e.b=function(t){if("string"==typeof t){var 
e=a.get(t);return e&&e.image}return t},e.a=function(t,e,n,i,l){if(t){if("string"==typeof t){if(e&&e.__zrImageSrc===t||!n)return e;var 
c=a.get(t),u={hostEl:n,cb:i,cbPayload:l};return c?!s(e=c.image)&&c.pending.push(u):
((e=r.d.loadImage(t,o,o)).__zrImageSrc=t,a.put(t,e.__cachedImgObj={image:e,pending:[u]})),e}return t}return e},e.c=s;var 
i=n("zMj2"),r=n("OwOc"),a=new i.a(50);function o(){var t=this.__cachedImgObj;this.onload=this.onerror=this.__cachedImgObj=null;for(var 
e=0;e<t.pending.length;e++){var n=t.pending[e],i=n.cb;i&&i(this,n.cbPayload),n.hostEl.dirty()}t.pending.length=0}function s(t){return 
t&&t.width&&t.height}},"+YK8":function(t,e,n){"use strict";e.a=function(t){return new r(t)};var i=n("/gxq");var r=function(){function 
t(t){t=t||{},this._reset=t.reset,this._plan=t.plan,this._count=t.count,this._onDirty=t.onDirty,this._dirty=!0}return 
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t.prototype.perform=function(t){var e,n=this._upstream,r=t&&t.skip;if(this._dirty&&n){var 
a=this.context;a.data=a.outputData=n.context.outputData}this.__pipeline&&(this.__pipeline.currentTask=this),this._plan&&!r&&
(e=this._plan(this.context));var o,s=h(this._modBy),l=this._modDataCount||0,c=h(t&&t.modBy),u=t&&t.modDataCount||0;function h(t)
{return!(t>=1)&&(t=1),t}s===c&&l===u||(e="reset"),(this._dirty||"reset"===e)&&
(this._dirty=!1,o=this._doReset(r)),this._modBy=c,this._modDataCount=u;var p=t&&t.step;if(this._dueEnd=n?n._outputDueEnd:this._count?
this._count(this.context):1/0,this._progress){var d=this._dueIndex,f=Math.min(null!=p?this._dueIndex+p:1/0,this._dueEnd);if(!r&&
(o||d<f)){var g=this._progress;if(Object(i.isArray)(g))for(var m=0;m<g.length;m++)this._doProgress(g[m],d,f,c,u);else 
this._doProgress(g,d,f,c,u)}this._dueIndex=f;var v=null!=this._settedOutputEnd?this._settedOutputEnd:f;0,this._outputDueEnd=v}else 
this._dueIndex=this._outputDueEnd=null!=this._settedOutputEnd?this._settedOutputEnd:this._dueEnd;return 
this.unfinished()},t.prototype.dirty=function()
{this._dirty=!0,this._onDirty&&this._onDirty(this.context)},t.prototype._doProgress=function(t,e,n,i,r)
{a.reset(e,n,i,r),this._callingProgress=t,this._callingProgress({start:e,end:n,count:n-
e,next:a.next},this.context)},t.prototype._doReset=function(t){var 
e,n;this._dueIndex=this._outputDueEnd=this._dueEnd=0,this._settedOutputEnd=null,!t&&this._reset&&
((e=this._reset(this.context))&&e.progress&&(n=e.forceFirstProgress,e=e.progress),Object(i.isArray)(e)&&!e.length&&
(e=null)),this._progress=e,this._modBy=this._modDataCount=null;var r=this._downstream;return 
r&&r.dirty(),n},t.prototype.unfinished=function(){return this._progress&&this._dueIndex<this._dueEnd},t.prototype.pipe=function(t)
{(this._downstream!==t||this._dirty)&&(this._downstream=t,t._upstream=this,t.dirty())},t.prototype.dispose=function(){this._disposed||
(this._upstream&&(this._upstream._downstream=null),this._downstream&&
(this._downstream._upstream=null),this._dirty=!1,this._disposed=!0)},t.prototype.getUpstream=function(){return 
this._upstream},t.prototype.getDownstream=function(){return this._downstream},t.prototype.setOutputEnd=function(t)
{this._outputDueEnd=this._settedOutputEnd=t},t}(),a=function(){var t,e,n,i,r,a={reset:function(l,c,u,h)
{e=l,t=c,n=u,i=h,r=Math.ceil(i/n),a.next=n>1&&i>0?s:o}};return a;function o(){return e<t?e++:null}function s(){var 
a=e%r*n+Math.ceil(e/r),o=e>=t?null:a<i?a:e;return e++,o}}()},"+ksR":function(t,e)
{t.exports="data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAACAAAAAgCAYAAABzenr0AAAAAXNSR0IArs4c6QAAAm5JREFUWEfFl79r1GAYxz9PckmTVtFa29OKK
Cg4CA5uLqLQwcHN0sU/QFC3Co6OIoiTQp0EQcTi5CYiVUEcHVwFdVFLxSKoySV588gdvdKed7m8F+1lTJ7v9/m8T94fzyt0Povq1mOC0OClv3DVQ/6KsXghKeqNYSKXdDkgZk7M
Rvkm88k7us2rEVj4W4emGfHKJfnZFq4DjN/VHSF41o4DCCJIVy/Ij6a0BbAVI+/kbFdCWFR3epXxAQZSWfJ5nFWp39cxNyKs7DaAgQmJ5OA93Zkk1Gz0eUodwzzKGWAX8BF4lIU
s+JCW9fJ9Mtl3WydslpqJOCTKE4SpzkQKr43LnO+TlIFoLlGZvqu7ywS3Y/KIp8DxnhrhlhNwvaynFYBJOCaG533MV3A46oygZSCsALIG55ychX7GWY0jvsf3fnGtfcDmF5iYGV
EeFhkrGKPs90fLTUY7gITtYngHjPWEUF46o8yWGb11BZqCPOYyyrWuCZQkF87WQt7+N4CmsYmYB+Zl89nxDZeLjs9S2eQDVWB9OTaY0pwZgQkcPqQez0YcGjbJKwHYJuoVbzUJ/
1XSjT59AfJG68iexXAKYVLBXzvGu3VKzc1HBRKUFVxeAI+LNqVCgAS8WswDlNMDj15YygLO9zqkCgHymKsoVwZO3hYKN52AG918CgFMxBuBw1UBFN67ISesAfKYTyijVQEQfjsB
B+wBIpYBpzIA5E5IvStAUUNiIr4Idt1StyQKmRuyt/NbqyEpasm0wUnN2VO1AuLwVUZ41enTasmG3pQOvS1vlmW4F5O1HzPUq1l7cmxFJXpeTtdn6BZfz/8AuOj+fQTr+PIAAAA
ASUVORK5CYII="},"+l9c":function(t,e,n){"use strict";var i={};n.d(i,"createList",function(){return D}),n.d(i,"getLayoutRect",function()
{return M.g}),n.d(i,"createDimensions",function(){return A.a}),n.d(i,"dat...

http://192.168.5.164:38083/newmeeting/static/js/app.b95efa2fbfea7e1b4c2d1729646934114.js

webpackJsonp([42],{"++K3":function(e,t){var n,i,r,o,a,s,c,l,u,d,f,h,p,_,m,v=!1;function g(){if(!v){v=!0;var 
e=navigator.userAgent,t=/(?:MSIE.(\d+\.\d+))|(?:(?:Firefox|GranParadiso|Iceweasel).(\d+\.\d+))|(?:Opera(?:.+Version.|.)(\d+\.\d+))|
(?:AppleWebKit.(\d+(?:\.\d+)?))|(?:Trident\/\d+\.\d+.*rv:(\d+\.\d+))/.exec(e),g=/(Mac OS X)|(Windows)|
(Linux)/.exec(e);if(h=/\b(iPhone|iP[ao]d)/.exec(e),p=/\b(iP[ao]d)/.exec(e),d=/Android/i.exec(e),_=/FBAN\/\w+;/i.exec(e),m=/Mobile/i.exe
c(e),f=!!/Win64/.exec(e),t){(n=t[1]?parseFloat(t[1]):t[5]?parseFloat(t[5]):NaN)&&document&&document.documentMode&&
(n=document.documentMode);var C=/(?:Trident\/(\d+.\d+))/.exec(e);s=C?parseFloat(C[1])+4:n,i=t[2]?parseFloat(t[2]):NaN,r=t[3]?
parseFloat(t[3]):NaN,(o=t[4]?parseFloat(t[4]):NaN)?(t=/(?:Chrome\/(\d+\.\d+))/.exec(e),a=t&&t[1]?parseFloat(t[1]):NaN):a=NaN}else 
n=i=r=a=o=NaN;if(g){if(g[1]){var b=/(?:Mac OS X (\d+(?:[._]\d+)?))/.exec(e);c=!b||parseFloat(b[1].replace("_","."))}else 
c=!1;l=!!g[2],u=!!g[3]}else c=l=u=!1}}var C={ie:function(){return g()||n},ieCompatibilityMode:function(){return 
g()||s>n},ie64:function(){return C.ie()&&f},firefox:function(){return g()||i},opera:function(){return g()||r},webkit:function(){return 
g()||o},safari:function(){return C.webkit()},chrome:function(){return g()||a},windows:function(){return g()||l},osx:function(){return 
g()||c},linux:function(){return g()||u},iphone:function(){return g()||h},mobile:function(){return g()||h||p||d||m},nativeApp:function()
{return g()||_},android:function(){return g()||d},ipad:function(){return g()||p}};e.exports=C},"+2s9":function(e,t,n){"use strict";var 
i=n("P1fK")("span").classList,r=i&&i.constructor&&i.constructor.prototype;e.exports=r===Object.prototype?void 
0:r},"+3lO":function(e,t,n){n("abPz");for(var i=n("YjQv"),r=n("aLzV"),o=n("yYxz"),a=n("hgbu")
("toStringTag"),s="CSSRuleList,CSSStyleDeclaration,CSSValueList,ClientRectList,DOMRectList,DOMStringList,DOMTokenList,DataTransferItemL
ist,FileList,HTMLAllCollection,HTMLCollection,HTMLFormElement,HTMLSelectElement,MediaList,MimeTypeArray,NamedNodeMap,NodeList,PaintRequ
estList,Plugin,PluginArray,SVGLengthList,SVGNumberList,SVGPathSegList,SVGPointList,SVGStringList,SVGTransformList,SourceBufferList,Styl
eSheetList,TextTrackCueList,TextTrackList,TouchList".split(","),c=0;c<s.length;c++){var 
l=s[c],u=i[l],d=u&&u.prototype;d&&!d[a]&&r(d,a,l),o[l]=o.Array}},"+MZ2":function(e,t){e.exports=function(e){if(void 0==e)throw 
TypeError("Can't call method on  "+e);return e}},"+SdG":function(e,t,n){var i=n("a/OS")("keys"),r=n("GmwO");e.exports=function(e)
{return i[e]||(i[e]=r(e))}},"+VX5":function(e,t,n){var i=n("W6Rd"),r=Math.max,o=Math.min;e.exports=function(e,t){return(e=i(e))<0?
r(e+t,0):o(e,t)}},"+ZEg":function(e,t,n){"use strict";var 
i=n("dZco"),r=n("celx"),o=n("fduV"),a=n("H8Gx"),s=n("HBY2"),c=n("EJk4"),l=n("r54x"),u=i.RangeError,d=i.Int8Array,f=d&&d.prototype,h=f&&
f.set,p=o.aTypedArray,_=o.exportTypedArrayMethod,m=!l(function(){var e=new Uint8ClampedArray(2);return r(h,e,
{length:1,0:3},1),3!==e[1]}),v=m&&o.NATIVE_ARRAY_BUFFER_VIEWS&&l(function(){var e=new d(2);return 
e.set(1),e.set("2",1),0!==e[0]||2!==e[1]});_("set",function(e){p(this);var t=s(arguments.length>1?arguments[1]:void 
0,1),n=c(e);if(m)return r(h,this,n,t);var i=this.length,o=a(n),l=0;if(o+t>i)throw new u("Wrong 
length");for(;l<o;)this[t+l]=n[l++]},!m||v)},"+e1w":function(e,t,n){"use strict";var i=n("whWw"),r=n("3dPm");e.exports=function(e){var 
t=i(e,"string");return r(t)?t:t+""}},"+hPR":function(e,t,n){var 
i=n("VpOn"),r=n("PGRs"),o=i.key,a=i.set;i.exp({defineMetadata:function(e,t,n,i){a(e,t,r(n),o(i))}})},"+iDZ":function(e,t,n){var 
i=n("YjQv").document;e.exports=i&&i.documentElement},"+qBm":function(e,t,n){"use strict";var i=n("HTem");e.exports=function(e,t)
{return!!e&&i(function(){t?e.call(null,function(){},1):e.call(null)})}},"+zJ9":function(e,t,n){var i=n("GmwO")
("meta"),r=n("8ANE"),o=n("x//u"),a=n("GCs6").f,s=0,c=Object.isExtensible||function(){return!0},l=!n("zyKz")(function(){return 
c(Object.preventExtensions({}))}),u=function(e){a(e,i,{value:{i:"O"+ ++s,w:{}}})},d=e.exports={KEY:i,NEED:!1,fastKey:function(e,t)
{if(!r(e))return"symbol"==typeof e?e:("string"==typeof e?"S":"P")+e;if(!o(e,i)){if(!c(e))return"F";if(!t)return"E";u(e)}return 
e[i].i},getWeak:function(e,t){if(!o(e,i)){if(!c(e))return!0;if(!t)return!1;u(e)}return e[i].w},onFreeze:function(e){return 
l&&d.NEED&&c(e)&&!o(e,i)&&u(e),e}}},"/09a":function(e,t,n){"use strict";var i=n("AMIE"),r=n("YveC");e.exports=Object.keys||function(e)
{return i(e,r)}},"/CZk":function(e,t,n){"use strict";n("48Hh")("fontsize",function(e){return function(t){return 
e(this,"font","size",t)}})},"/dY/":function(e,t,n){var i=n("AIRG"),r=n("iYN6");e.exports=Object.keys||function(e){return 
i(e,r)}},"/sOT":function(e,t,n){"use strict";var i=n("q0qZ"),r=n("r54x");e.exports=i&&r(function(){return 
42!==Object.defineProperty(function(){},"prototype",{value:42,writable:!1}).prototype})},"/w37":function(e,t,n){"use strict";var 
i=n("eqAp"),r=n("...
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TOC

TOC

cookie 0

名称名称 首先设置首先设置 域域 安全安全 仅仅 HTTP 同一站点同一站点 JS 堆栈跟踪堆栈跟踪

值值 请求的请求的 URL  到期到期    

组件组件 2

名称名称 版本版本 URL

Nginx 1.26.2 http://192.168.5.164:38083/static/config.json
Nginx 1.12.2 http://192.168.5.164:8888/
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